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08-31-2016-00:04:00 to 08-31-2016-01:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site |Signature  |Device Action  |Count |
182. 37. 199. 58 Chi na 147.237.76. 198 e.yohal an.idf.il B ack List drop 4
5.189. 181. 23 Ger many 147.237.76. 177 ncore.idf.il B ack List drop 1




08-31-2016-00:04:00 to 08-31-2016-01:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount

94.102. 49. 193 Net her | ands 147.237.76. 44 e.refuah.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1




08-31-2016-00:04:00 to 08-31-2016-01:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
46.120.122. 219 |147.237.76. 200 |l srael eitan. aka. idf.il Xenu Link Seuth User Agent 2
87.115.230.45 |147.237.77.216 LKJ?i;:gom dover.idf.il Tehila - Perl LW with fake user agent 2
87.236.194. 161 [147.237.77.61 |Czech Republic |e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.124.18.147 [147.237.0.19 |Indonesi a madi matal .idf.il ET SCAN Potential SSH Scan 1
46.227.67.172 |147.237.0.19 [Sweden nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
222.67.133.98 [147.237.0.35 |[China akaws. i df i ET SCAN NMAP -sS wi ndow 1024 1
46.172.71.251 |147.237.0.34 |Wraine tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 205. 151. 197|147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN NVAP -f -sS 1
183. 60. 175. 108 |147.237.8.45 [China e.eitanidf.il ET SCAN NVAP -f -sS 1
109. 226. 40. 40  |147.237.77. 216 |I srael dover.idf.il portscan: TCQP O stributed Portscan 1
106. 120. 209. 152|147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
94.76.6.128 147.237.0.200 |Bahrain rdu. i df il ET SCAN Potential SSH Scan 1
222.124.18. 147 [147.237.76. 198 |I ndonesi a e.yohal an.idf.il ET SCAN Potential SSH Scan 1
94.76.6.128 147.237.0.200 |Bahrain rdu. i df il ET SCAN NVAP -f -sS 1
222.124.18. 147 |[147.237.0.200 |[Indonesia rdu. i df il ET SCAN Potential SSH Scan 1
222.124.18.147 |147.237.0.17 |l ndonesi a mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
46.172.71.251 |147.237.0.35 |Wkraine akavs. i df . il ET SCAN NMAP -sS wi ndow 1024 1
218. 205. 151. 197|147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
46.172.71.251 |147.237.0.19 |Wraine madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
212. 224. 109. 175|147. 237. 77. 233 |Ger many atal.idf.il ET SCAN Potential SSH Scan 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
121.138.48. 203 |147.237.0. 19 ok‘f’rea Republ i | i matal i df. i1 Potential Sean or Brite For?:/e 1
106. 186. 20. 183 [147.237.76.86 |Japan navy.idf.il ET SCAN Potential SSH Scan 1
106. 120. 209. 152|147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN NVAP -f -sS 1
222.124.18. 147 [147.237.77. 226 |I ndonesi a wwwy chanat z. aka. idf . il [ET SCAN Potential SSH Scan 1
94.76.6.128 147.237.0. 200 |Bahrain . i df il ET SCAN NVAP -sS wi ndow 2048 1
222.124.18. 147 |147.237. 72. 166 |l ndonesi a aka.idf.il ET SCAN Potential SSH Scan 1




08-31-2016-00:04:00 to 08-31-2016-01:04:00

|Top Attackers In FW |

Attacker Address |Att acker Qountry Target Address |Sig nature Message Devi ce Action ‘Count
197. 165. 52. 224 Egypt 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 8
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 5
94.76. 6.128 Bahrai n 147.237.0.19 nadi matal .idf.il dr op SAMrul e drop 4
94.76.6.128 Bahrai n 147.237.0. 33 idf.il dr op SAMrul e drop 4
94.76. 6.128 Bahrai n 147.237.0. 17 mny- kosher-kravi .idf.il drop SAMrul e drop 3
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . il dr op drop 3
94.76. 6. 128 Bahrai n 147.237.0.15 kosher-kravi .idf.il dr op SAMrul e drop 3
176. 13. 21. 66 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't SN drop 3
109. 66. 61. 61 | srael 147.237.72. 156 anan. i df.il dr op First packet isn't SYN drop 2
176. 13. 248. 190 | srael 147.237.77. 243 nobi le.idf.il dr op Frst packet isn't SN drop 2
94.76.6.128 Bahrai n 147.237. 0. 200 mu. i df.il dr op SAMrul e drop 2
94.76. 6.128 Bahrai n 147.237.0.16 ny- kosher-kravi .idf.il dr op SAMrul e drop 2
94.76. 6. 128 Bahrai n 147.237.0.34 tikshuv.idf.il dr op SAMrul e drop 2
94.76.6.128 Bahrai n 147.237.0. 35 akaws. i df .il dr op drop 1
176.13.1. 10 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 1
180. 97. 106. 162 Chi na 147.237.0. 33 idf.il dr op drop 1
94.76.6.128 Bahrai n 147.237.0. 35 akaws. i df .il dr op SAMrul e drop 1
79.177.25. 32 | srael 147.237.72. 156 anan. i df.il dr op First packet isn't SYN drop 1
176. 13. 10. 160 | srael 147.237. 77. 243 nobi le.idf.il dr op Frst packet isn't SN drop 1
94.76.6.128 Bahrai n 147.237.0. 33 idf.il dr op drop 1
94.76.6.128 Bahrai n 147.237. 0. 200 mu. i df il dr op drop 1
176.13.11. 28 | srael 147.237.72. 156 anan. i df.il dr op Frst packet isn't SN drop 1




08-31-2016-00:04:00 to 08-31-2016-01:04:00

|Top Attackers In V\AF|

At acker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
2.53.38.92 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 110
79.178. 145. 214 |I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ B ock 5
77.138.208.99 |France 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 3
46.19.86.247  |Israel 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/894-ar Bl ock 3
5.29. 225. 75 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 2
. . Unaut hori zed URL Access to
84.229.90.13 |Israel 147.237.77.233|atal .idf.il wwatal i df.il/sip storagelfiles 2/ 2792, pg B ock 2
213. 151. 35. 213 |I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for v aka. i df.il/mai n/rabanut/ B ock
87.71.63.154  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
194. 219. 99. 138 |G eece 147.237.72. 166 |aka. i df . i | thaut hor | zed Method POST for B ock 1
wawn aka. i df . i |/ mai n/ sachar/ about . aspx
79.178. 145. 214 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip_storagelfiles/4/ B ock 1
wwmv. chamat z. aka. i df i
46.116. 172. 133 [ srael 147.237.77. 226 . Wnaut hori zed LRL Access to B ock 1
il wawv chamat z. aka. i df . i1/t enpl at es/ honepage/ hormepage. aspx
109. 66. 177. 128 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp Bl ock 1
2.53.156. 23 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
. . D stributed Whaut horized Met hod for Known URL on
213. 151. 35. 212 |l srael 147.237.72. 166 |aka. i df . i | vaww aka. i o i |/ nai v sachar/vi ewpays! i p. aspx Bl ock 1
84.229.90.13 |Israel 147.237.77.233|atal .idf.il Ml tiple Unauthorized URL Access from 84.229.90. 13 B ock
46.120. 122. 219 [l srael 147.237.76.200(ei tan. aka. i df . i | Unaut hori zed Met hod HEAD for waw ei tan. aka.idf.il/ None
. . Paraneter Type Mol ati on SearchText in
2.53.7.17 I srael 147.237.77.216|dover . i df .i | v i df i 1/ 1065- he/ dover . aspx Bl ock 1
. . Unaut hori zed Met hod HEAD for
148. 251. 13. 51  |Ger many 147.237.72. 166 [aka. i df . i | v aka. i o i |/ brot her s/ ski ra def aul t . asp Bl ock 1
. . Ml ti pl e Whaut hori zed Method for Known URL from
213.151. 35. 213 |I srael 147.237.72. 166 |aka. i df . i | 213. 151. 35. 213 Bl ock 1
66.102.9.24  |nited Sates |147.237.72.166|aka.idf . il Wnauit hor | zed Method PCBT for B ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
157.55.39. 150 |Uhited Sates [147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
79.176. 140. 56 |l srael 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock
37.46.39.157 |[lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx |8 ock
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 65. 126. 156 |l srael 147.237.72. 166 |aka. i df . i | vow aka. i df .|/ nai v sachar / nar ki veysachar . aspx None 1
66.249.64.22 |Israel 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to wwn i df.il/atal 1/izkor/vi ew i ng. asp Bl ock 1
. . Unaut hori zed Met hod PCST for
2.53.141. 85 I srael 147.237.72. 166 |aka. i df . i | vow aka. i df i |/ mai v sachar / newsar chi ve. aspx Bl ock 1
192.169.7.223 |lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ B ock 1
66.249.64.55 |lIsrael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to vww i df.il/atal 1/izkor/ vi ew text. asp B ock 1
2.53.141.138 |Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 1
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