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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
79.180.8.6 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 18

95. 35. 86. 88 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12

185. 3. 146. 246 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 10
134.191. 232. 70 | srael 147.237. 76. 42 refuah.idf.il{JLM Under Attack Con Htp drop 5
2.55.12.138 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 3

141. 226. 218. 59 | srael 147.237.77. 216 dover.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Atta Oountry|Target Addr ess |Site Sgnature

199.58.86.206 |Lhited Sates 147.237.77. 216 |dover.i df .i | CL000074: HTTP. naj estic bot Per nit 18
173.208. 194. 114 |thited Sates 147.237.0.17 |mny-kosher-kravi .idf.i| |20086: HITP. Mi ebl ackcat Security Scanner Bl ock 5
199. 58. 86. 206 |Lhited Sates 147.237.72. 166 [aka. i df . i | C1000074: HTTP. mgj estic bot Per nirt 3
199.58.86.206 |Lhited Sates 147.237.76.30 |hinush.idf.il CL000074: HTTP. naj estic bot Per nit 2
173.208. 194. 114 |thited Sates 147.237.0.17 |mny-kosher-kravi .idf.i| [20085: HITP. Miebl ackcat Security Scanner Initial Request [B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

183. 136. 196. 146(147. 237. 76. 38 |Chi na e.eneitav.idf.il GPL SCAN nmap TCP 2
220. 181. 167. 182|147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
104.232.98.38 |147.237.72.166 |Lhited Sates  |aka idf.il ET SCAN NVAP -f -sS 1
220.181. 167. 182|147.237.0.15 |China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
61.240.144. 65 |147.237.77.19 |China lawforumidf.il ET SCAN Potential VNC Scan 5800- 5820 1
183. 136. 196. 150|147. 237. 76. 38 |Chi na eenetav.idf .il ET SCAN NVAP -f -sS 1
61.240.144. 65 [147.237.8.27 |China e.madimatal .idf.il ET SCAN Potential WNC Scan 5800- 5820 1
183. 129. 160. 229|147. 237. 76. 34 |Chi na yohal an. i df .i| ET SCAN Potential SSH Scan 1
61.240.144.65 |[147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
173.208. 194. 114[147.237.0. 17 |Uhited Sates mny-kosher-kravi.idf.il |ET WEB SERVER Mui ebl ackcat scanner 1
5. 255. 90. 133 147. 237. 76. 176 [Net her | ands test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
115. 47.12. 162  |147.237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
115. 47.12. 162  |147.237.76.30 [China hi nush. i df . i | ET SCAN Potential SSH Scan 1
109. 60. 153. 178 |147. 237. 0. 200 ?ég:;;”im L i o i 1 ET SCAN Potential VNC Scan 5900- 5920 1
104.232.98.38 |147.237.72.166 |Lhited Sates  |aka idf.il ET SCAN NMAP -sS w ndow 2048 1
220.181. 167. 182|147. 237. 76. 34 |China yohal an.i df . i1 ET SCAN Potential SSH Scan 1
66.249. 93. 71 147.237.76. 42 |Europe refuah.idf.il ET SCAN NVAP -sA (2) 1
183. 136. 196. 150|147. 237. 76. 38 [Chi na eenetav.idf.il ET SCAN NMAP -sS w ndow 2048 1
61.240.144.65 [147.237.8.28 |China e.nobi | e-ks.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
61.240.144.65 |[147.237.0.35 |[China akavs. i df . i | ET SCAN Potential WNC Scan 5800- 5820 1
178. 153. 186. 240(147. 237. 76. 44 |Qtar e.refuah.idf.il BT SCAN Behavi oral },husual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
61.240.144.65 |147.237.0.19 |China madi matal .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
115. 47.12. 162  |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.76.86 |Netherl ands navy. i df.il ET SCAN NMAP -sS wi ndow 1024 1
115.47.12.162 |147.237.76.31 |China nakchal . i df i ET SCAN Potential SSH Scan 1
115.47.12. 162 |147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
104.232.98.38 |147.237.72.166 [Lhited Sates |aka idf.il ET SCAN NMAP -sS wi ndow 3072 1




08-30-2016-22:04:00 to 08-30-2016-23:04:00

|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
212.143. 142. 56 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 5
85. 130. 249. 178 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 4
192.169. 7. 223 Lhited Sates 147.237.76. 148 gqacenter. aka. i df . i drop drop 3
46. 19. 85. 47 I srael 147.237.77. 226 wawn chanat z. aka. i df . i | drop First packet isn't SN drop 3
66.102.9.191 Lhited Sates 147.237.77. 233 atal.idf.il dr op Frst packet isn't SN drop 3
109. 253. 196. 107 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
46. 117. 112. 217 I srael 147.237. 72. 166 aka.idf.il dr op First packet isn't SN drop 2
176. 13. 241. 110 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't SN drop 2
109. 64. 29. 143 | srael 147.237. 72. 156 anan.idf.il dr op First packet isn't SYN drop 1
176. 13. 13. 253 I srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't SN drop 1
109. 253. 158. 149 I srael 147.237.77. 243 nobi le.idf.il drop First packet isn't SN drop 1
46. 19. 86. 67 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't SYN drop 1
176. 13. 227. 204 I srael 147.237. 72. 166 aka.idf.il dr op First packet isn't SN drop 1
82.102.173. 76 | srael 147.237.76. 34 yohal an.idf.il dr op drop 1
176. 13. 236. 124 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 1
109. 253. 202. 90 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
61. 240. 144. 65 Chi na 147.237.72. 167 ishurimaka.idf.il drop SAMrul e drop 1
100. 92. 117. 144 147.237.77.176 nat pash. i df . i | dr op First packet isn't SYN drop 1
109. 253. 213. 117 I srael 147.237. 72. 166 aka.idf.il dr op First packet isn't SN drop 1
61. 240. 144. 65 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count

176.13.231.30 |lsrael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 298
109. 253. 219. 24 |I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 37
2.53.54. 41 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 29
93.172.195.64 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tiple Uauthorized Method for Known URL from 93.172.195. 64 B ock
77.138.16.221 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for www aka.idf.il/ishurim Bl ock
79.180.94.67 |Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock
77. 139, 170. 208 |France 147.237.72. 166 |aka. i df . i | m;&;?d‘?éiwiﬁ :f;;czr?; Method for Known LRL on B ock 2
77.125.15.80 |Israel 147.237.72. 166 |aka. i df . i | m;&:? d?éﬁ?ﬁ:jt :f;;ﬁ; /'ﬁg;\ggygﬂrp_';”s‘;’)‘(” R on Bl ock 2
93.172.195.64 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka. i df . i1/ nmai n/ sachar/ B ock
77.139. 192. 198 |France 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Method POST for wwwu aka. i df.il/mai n/ kapat z/ B ock
66.249. 64.22  |Israel 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to v idf.il/atal 1/izkor/print_text.asp B ock

Ill1egal Paraneter Encodi ng
46.19.85.149 |[Israel 147.237.72. 156 |anan. i df . i | ct1 00$ct | 00$cphMai n$CPHMVAI nCont ent $ct | 72%ct | 03$ct | 03$txtFi el d in None 1

wan anan. i df . i |/ nodi i n/ quest i onnai r es. aspx
176.13. 234.38 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
84.229.34.138 |Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
213.8.204.31 |Israel 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka.idf.il/404. htm Bl ock 1
46. 116. 2. 66 | srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
5.102.195. 123 |Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 1
109. 64. 91. 109 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/sip storagel/files/4/ Bl ock 1
79.179.131.54 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for ww aka. i df . i1/ mai n/ sachar/f ag. aspx B ock 1
66. 249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
185. 3. 146. 246 [l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
46.19.85.149 |israel 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None 1
85.64.8.185  |Israel 147.237.72. 166 |aka. i df . i | m”a?(":i ;""_ri"’l"jen;?;/ &fwﬂfgimg;t? on. asp None 1
77.138. 242. 185 |France 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to waw aman. i df.il/favicon.ico B ock 1
46.116. 193. 129 |l srael 147.237.72. 166 |aka. i df . i | Distributed Uhaut hori zed URL Access on waw aka. i df.il/nai n/ Bl ock 1
37.26.146.232 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 1
69. 171. 230. 113 |Lhited Sates [147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76.42/sip_storage/files/9/1919.jpg |B ock 1
192.169.7.223 |lhited Sates [147.237.76.42 |refuah.idf.il Unaut hor i zed Met hod HEAD for 147.237.76. 42/ B ock 1
46.19.85.205 |Israel 147.237.77.233|atal .idf.il Il1egal HITP \ersion Bl ock 1
54.235. 164. 217 |Wited Sates |147.237.76.86 |navy. i df .il gs;.tih;r.'izl(ﬁgﬁefgf‘;sz e ot ol o/ e der upper/ Bock |1
46.19. 85. 47 I srael 147.237.77. 216 |dover.idf . il Mil tipl e Untraceabl e SSL Sessions from46. 19. 85. 47 (Cpen Mde) None
148. 251.2. 180 |Ger many 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod HEAD for ww aka. i df.il/brothers/skira/default.asp |B ock 1
84.94.160.64 |Israel 147. 237.72. 166 |aka. i df . i | :)L'ri%as]/ i%“ageeg?inzﬁr:gc;fgoibgcﬁi/ fm’j W kapat 2] [ 1 es012 Bl ock 1
204.15.110.21 |lhited Sates [147.237.72.166 |aka. i df .il Uhaut hori zed Met hod PCST for ww aka. i df .il/ishurimimai n/ B ock 1
46.19.85.205 [Israel 147.237.77.233|atal .idf . il Mal formed URL http/1.1 Bl ock 1
66. 102. 9. 2 Whited Sates |147.237. 72. 166 |aka. i df . i | m;l'(:“f defd. iﬂa#;ihn‘irr:oﬁ? dﬁ;ﬁ?f. ';;’;XK”O"‘” UL on Bl ock 1
46. 19. 85. 47 I srael 147.237.77. 216 |dover . i df . i | SSL Whtraceabl e Gonnection - pen Mde None 1
84. 109. 231. 212 |I srael 147. 237.72. 166 |aka. i df . i | mn;?i ?Tﬂﬁ;b;ﬁliﬁaﬁggmm in None 1
77.138.12.211 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method POST for waw aka. i df.il/mai n/ sachar B ock 1
212.249.10.98 |Satzerland [147.237.72.156 |anan.idf.il Distributed Waut horized LRL Access on waw anan. i df .il/favicon.ico B ock 1
46.19.85.205 |[lIsrael 147.237.77.233|atal .idf.il Unhknown HITP Request Method /960.css in URL waw atal .idf.ilhttp/1.1 B ock 1
109. 64. 91. 109 [l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 109. 64. 91. 109 Bl ock 1
79. 176. 135. 106 [l srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 1
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