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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
109. 64. 19. 86 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
185.94.111. 1 Russi an Federation 147.237.76. 31 nakchal .idf.il B ack List drop 1
46. 105. 96. 223 France 147.237. 76. 44 e.refuah.idf.il |Back List drop 1
91. 230. 107. 174 Russi an Federation 147.237.76. 42 refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

185. 120. 125. 112 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
109. 60. 153. 178 147.237.8.24 Russi an Federation e.lifestyleiidf.il |ET SCAN Potential WNC Scan 5900- 5920 1
66. 249. 79. 103 147.237.77. 170 Lhited Sates naarachot.idf.il  [ET SCAN NVAP -sA (2) 1
46.227.67.172 147. 237.77. 170 Sweden naarachot.idf.il  |[ET SCAN NVAP -sS w ndow 1024 1
222.186. 50. 250 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
198. 52. 97. 86 147.237.77. 74 Lhited Sates lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
115. 47. 12. 162 147. 237. 76. 197 Chi na e. hinush. i df .i | ET SCAN Potential SSH Scan 1
88.249. 106. 23 147.237.76. 34 Tur key yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 116. 123. 135 147.237.76. 38 Lhited Sates eemitav.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
222.186. 50. 250 147. 237. 76. 202 Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
203. 86. 3. 66 147. 237.76. 177 Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
2.55.28.5 I srael 147.237. 72. 166 aka.idf.il dr op First packet isn't drop 14
83.130.72. 78 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 5
176. 12. 160. 1 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 3
212.143. 142. 56 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
46. 19. 85. 47 | srael 147.237.77. 226 wan chanat z. aka. i df . i | dr op Frst packet isn't drop 3
192.169. 7. 223 Lhited Sates 147.237.76. 148 gqacenter. aka. i df . i drop drop 3
79.176. 28. 14 I srael 147.237. 72. 166 aka.idf.il dr op First packet isn't drop 3
176. 13. 246. 180 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 2
93.172. 202. 50 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
176.13.231. 94 I srael 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 2
183. 129. 160. 229 Chi na 147.237.72. 217 e.idf.il dr op SAMrul e drop 1
83. 130. 68. 219 | srael 147.237. 72. 156 anan.idf.il dr op First packet isn't drop 1
109. 253. 147. 28 I srael 147. 237. 72. 156 anan.idf.il dr op First packet isn't drop 1
185.120.125. 111 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 9. 137 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
178. 146. 49. 116 QG eece 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 253. 196. 199 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
176. 13. 16. 26 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
85. 130. 215. 232 I srael 147.237. 72. 166 aka.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.72. 156 anan.idf.il dr op SAMrul e drop 1
109. 253. 198. 245 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 1
195. 138. 201. 2 doveni a 147.237.0. 34 tikshuv.idf.il drop First packet isn't drop 1
176. 13. 17. 136 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.72. 167 ishurimaka.idf.il drop SAMrul e drop 1
109. 253. 246. 39 I srael 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 1
80. 246. 133. 138 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
207. 46. 13. 149 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 226. 40. 40 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
109. 253. 219. 24 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 160
46.19. 86. 112 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 26
46.19. 86. 158 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 9
79.177.105.46  |Israel 147.237.76.31 |nakchal .idf.il [Wauthorized HTTP Met hod Bl ock 7
109. 253. 205. 186|1 sr ael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code Bl ock 6
213. 8. 204. 40 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 6
46.121.243. 118 | srael 147.237.77. 243 |nobi  e. i df . i | m;ﬂt:?rc"fsz , tgegpﬁrcyiseslirptlgtesll tohi | ddocunent </ 1152 Bl ock 5
79.177.105. 46 |[Israel 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to nakhal .idf.il/sip_storagel/files/2/ Bl ock 4
46.121.243.118 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
109. 253. 215. 112|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19.86. 71 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 3
213. 8. 204. 64 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
2.53.168. 77 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
213.57.135.38 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 3
79.182.132.85 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
86.245. 145. 126 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df.il/ishurindnain/ Bl ock 3
46.116.32.123 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
220. 255. 148. 68 |9 ngapore 147.237.77. 216 |dover . i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
85. 130. 232. 183 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
79.177.105. 46 |[Israel 147.237.76.31 |[nakchal .idf.il [Miltiple Unauthorized URL Access from 79.177.105. 46 Bl ock 2
66.249.85.221 |[Israel 147.237.77. 216 |dover . i df .i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
176. 13. 230. 200 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
80.246.133.94 |[Israel 147.237.77. 216 |dover . i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
207. 46. 13. 93 Lhited Sates |[147.237.0.19 |madi matal .idf. i |authorized LR Access to nadimatal .idf.il/robots.txt B ock 2
87.71.29.74 | srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 2
79.178.140.64 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 2
66.249.64.122 |lIsrael 147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to tikshuv.idf.il/main/giyus/general .aspx Bl ock 1
Unknown HTTP Request Met hod
46. 19. 86. 64 | srael 147.237.77.74 |lawidf.il 1b9048e151f . 1472582062. 1. 1472582062. 1472582062.; in URL B ock 1
_pk_ses. 115. 5e0a=*
80. 246. 133. 235 |lIsrael 147.237.77. 216 |dover.i df . i | Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 1
31.154.81.2  [Israel 147.237.72. 166 |aka. i df . i | mnsg iZ?_r ?Ff;;rn/;\é'hiﬁgiwm in None 1
77.139.132.239 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for wa aka. i df . i |/ navy/ navy/ general . aspx Bl ock 1
66.249. 85.218 |l srael 147.237.77. 216 |dover . i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
157. 55. 39. 14 Wited Sates [147.237.72.166aka.idf.il Uhaut hori zed LR Access to aka.idf.il/val tam B ock 1
87.204.52.13 Pol and 147.237.72. 156 [aman. i df . i | Dstributed Whauthorized URL Access on v aman. i df .il/favicon.ico B ock 1
79.179.0. 151 I srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waww anman. i df. il /gen204 Bl ock 1
46.19. 86. 64 I srael 147.237.77.74 [lawidf.il Ml tiple Abnornal |y Long Request from 46.19. 86. 64 Bl ock 1
2.53.37.222 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
185. 110. 110. 37 |Israel 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code Bl ock 1
77.126. 8. 138 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/ Bl ock 1
66. 249. 66. 107 | srael 147.237.72. 166 |aka. i df . i | Ml tipl e Whaut hori zed URL Access from 66. 249. 66. 107 B ock 1
37. 46. 38. 87 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39.245 |Wited Sates [147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
94.77.172. 158 :Z:;:t”i o 147.237.72.166 |aka. i df . i | m“;?:ri' dzfcill'/\bn;hﬁfr;mtf/gener al . a5 Bl ock 1
79.179.149.21 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
46. 19. 86. 64 I srael 147.237.77.74 |law i df.il Mil tiple I11egal HITP \ersion from46. 19. 86. 64 Bl ock 1
192.169.7.223 |[thited Sates [147.237.76.42 |refuah.idf.il Unaut hor i zed Met hod HEAD for 147.237.76. 42/ B ock 1
77.138.9.5 France 147.237.72. 166 |aka. i df . i | m”;t'gii ;ffdi I')‘:a:“:f/jgﬁ; ;Z;‘ash/sheel on. aspx Bl ock 1
66.249. 66. 107 I srael 147. 237.72. 166 |aka. i df . i | i;uit::riiﬁﬁefﬁkmzpﬁgamsi te assoc at i on Bl ock 1
85. 250. 70. 155 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i/ nai n/ sachar/ undefi ned Bl ock
46. 19. 86. 64 | srael 147.237.77.74 |lawidf.il Abnormal |y Long Request et hod B ock
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