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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
197. 242. 246. 10 N geria 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 47

80. 74. 123. 50 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 15
79.179. 63. 219 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 7

109. 253. 246. 78 | srael 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 5

79. 180. 51. 68 | srael 147.237.72. 166 aka.idf.il |Hack List drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Count ‘
106. 38. 241. 105  |Chi na 147.237.77.216 |dover.idf.i||CL000071: HTTP: User Agent Sogou+web+spi der Per nirt 21
173.208.169. 42 |Uited Sates 147. 237. 76. 86 navy. i df.il |Cl000125: HITP. Bl ock adnin login to gov.il sites ?g=user Per nirt 8
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

111.198.181.2 [147.237.77.178|Chi na e. mat pash. i df . il GPL SCAN nmap TCP 2
36.110.67.130 [147.237.77. 178 |Chi na e. nat pash.i df .il GPL SCAN nmap TCP 2
46.227.67.172  |147.237.72. 217 |Sweden eidf.il ET SCAN NMAP -sS wi ndow 1024 1
45.32.188.150 |147.237.72.166|Netherlands  [aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 129. 160. 229|147, 237.0. 17  |Chi na mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
, o SERVER APACHE Apache nod_ssl non-SSL connection to SSL
106. 38. 241. 105 |147. 237. 72. 156 |Chi na anan. i df . i | . : — 1
port denial of service attenpt
46.227.67.172 |147.237. 77. 234 |Sweden hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 94 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
191.32.230.77 |147.237.72.166 |Brazil aka.idf.il portscan: TQP D stributed Portscan 1
o SERVER APACHE Apache nod_ssl non- SSL connection to SSL
139. 162. 13. 205 |147.237.77.235|9 ngapore sviva.idf.il . . - 1
port denial of service attenpt
109. 253. 138. 188|147. 237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
61.240.144.65 |147.237.76.148|China ggcenter. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
197. 242. 246. 10 N geria 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 184
196. 141. 226. 225 Egypt 147.237.77. 176 nat pash. i df .i | dr op Frst packet isn't drop 27
2.54.193. 210 | srael 147.237.76. 31 nakchal .idf.il drop Frst packet isn't drop 10
46. 19. 86. 141 I srael 147.237.76. 42 refuah.idf.il drop Frst packet isn't drop 7
188. 227. 232. 226 Pal estinian Territory, QGccupied 147.237.77.176 nat pash. i df .i | drop Frst packet isn't drop 6
212.179. 219. 26 | srael 147.237.0. 34 tikshuv.idf.il drop Frst packet isn't drop 5
188. 227. 232. 226 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
192. 169. 7. 223 Lhited Sates 147.237.76.148  |ggcenter.akaidf.il [drop drop 4
2.54.193. 210 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
194. 90. 66. 9 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 3
37.46.41. 4 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
176. 13. 8. 117 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
109. 253. 146. 253 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
109. 253. 133. 41 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 2
109. 253. 212. 218 | srael 147.237.72. 167 ishurimaka.idf.il drop Frst packet isn't drop 1
216.243.31. 2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
176. 13. 241. 108 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
109. 253. 145. 227 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
216.243.31. 2 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
176. 13. 15. 165 | srael 147.237.77. 243 nobi le.idf.il drop First packet isn't drop 1
66. 249. 81. 212 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
109. 253.192.0 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
176. 13. 233. 238 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
89.139.172.71 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
109. 253. 195. 185 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
176. 13. 234. 60 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 212 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 185
176.13.231.94 |Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 37
37.142.196.29 [Israel 147.237.72. 156 [anan. i df . i | Dstributed Suspicious Response Code B ock 21
112.111. 160. 193|Chi na 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 112.111. 160. 193 B ock 17
85. 65.183.235 |[Israel 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut hori zed Method for Known URL from 85. 65. 183. 235 B ock 6
2.55. 25. 208 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 6
112.111. 160. 193|Chi na 147.237.77.216|dover. i df . i | Dstributed PHP At enpt Bl ock 6
192.187.101. 170|lhited Sates  [147.237.77.216|dover.idf . il Mul tipl e Unauthorized URL Access from 192.187. 101. 170 B ock 4
66.249.81.215 |[lIsrael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on wwww i df.il/error. htm B ock 4
46.19.86.1 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 3
46. 19. 85. 199 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 202. 113]I srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 3
2.53.182.212 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 2
79.177.132.218 |Israel 147.237.77. 170 |n@ar achot . i df . i | [Mil ti pl e Unauthorized URL Access from 79. 177. 132. 218 B ock 2
66.249.81.212 |Israel 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 2
79.177.132.218 |lsrael 147.237.77. 170 |m@ar achot . i df . i | [Whaut hori zed URL Access to naarachot.idf.il/pdf/files/8/ Bl ock 2
109. 67. 181. 202 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19.85.199 | srael 147.237.77. 243 |nobi l e. i of . i | nLQg“It :?ro',fsz / geggrcﬁiipﬁ‘;es“ <t ehi | ddoounent </ 1362 B ock 2
139. 162. 13. 205 |9 ngapore 147.237.77.235|sviva.idf . il Lhtraceabl e SSL Sessions: Protocol violation (SSLGON QI ENT HALQ [None 2
2. 53. 166. 244 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
66. 249. 64. 22 I srael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to ww idf.il/atal 1/izkor/vi ew i ng. asp Bl ock 2
176.13.229. 7 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
192.169.7.223 |lWited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ B ock 1
74.125.76. 32 Lhited Sates |147.237.72.166|aka.idf .il Unaut hori zed Met hod HEAD for waw aka. i df . il /giyus/|ogin/ Bl ock 1
109. 64. 83.223 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL B ock 1
46.19. 85. 92 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
82.81.106.129 I srael 147. 237.72. 166 |aka. i df . i | el l%'ta;egfing:a;;;;/ego'bgcﬁll [ kepatzl[resiolz Bl ock 1
74.125.76.33  [Lnited Sates  |147.237.72.166 |aka. i df .i | mt;;;?td?i ﬁ;“;uij’j iogieg/ Method for Known LRL on Bl ock 1
112. 111. 160. 193|Chi na 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to vww i df.il/index. asp B ock 1
46.116.21.201 |Israel 147.237.72. 166 |aka. i df . i | mn;i:i ?Tﬁﬁ;b;ﬁlmfgm@ 'n None 1
85. 65.183.235 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wwu aka. i df.i|/mai n/ sachar/ B ock 1
176. 193. 59. 246 :Zg::t”i o 147. 237.72. 166 |aka. i df . i | m“;?: rii dzfé?l ?en;jhg/dgipﬁm%rsk/ ori it abl ek sk, aspx B ock 1
82.81.106.129 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from82. 81. 106. 129 B ock 1
192.187.101. 170|Wnited Sates  |147. 237. 77. 216 [dover. i df . i | ﬂ?.u;:;r;;.zdle/uatsgfg/eeslsfitn(zier el fi nder bt i Bl ock 1
77.138.115.17  |France 147.237.72. 166 |aka. i df . i | m ;f(:‘fﬁﬁi;fgf;;ﬁ; /“ﬁmy;ﬂrpzn;‘i” R on Bl ock 1
46.117.24.178  |israel 147.237.72. 166 |aka. i df . i | mn;)lf: iZ?T ?Ffé;rn/;\!hg’f;ﬁim?%p’; None 1
128.177.161. 159|lhited Sates  |147.237.72.156 [anan. i df . il Lhaut hori zed URL Access to wwy aman.idf.il/favicon.ico Bl ock 1
5.28. 167. 246 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
93.75.140. 166  |Ukrai ne 147.237.72. 166 |aka. i df . i | m;;%;d. itf}a:;hnﬁozr:} dﬁ;ﬂ??,;‘s);xm’m L on B ock 1
79.181.227.8 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to www aka. i df.il/mai n/ sachar/undefi ned B ock 1
66.249.81.218 |[lIsrael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on wwww i df.il/error.htm B ock 1
185. 23, 164. 156 |Wkrai ne 147.237.72. 166 |aka. i df . i | @;JLLZ.T;", illj}ar::ihn‘;rhiozni‘/j d’;ftat??.g;r)xmom R on Bl ock 1
2.53.130. 147 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
82.81.160.227 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 1
194. 219. 99. 138 |G eece 147.237.72. 166 |aka. i df . i | m ;f(:‘fﬁﬁi;fgf;;ﬁ; /“ﬁmy;ﬂrpzn;‘i” R on Bl ock 1
77.139.6.178  |France 147.237.72. 166 |aka. i df . i | m ;Ii(;l:t def(.’iﬁ‘imlf :,02;5:; Method for Known LR on B ock 1
66.102. 9. 2 hited Sates  |147.237.72. 166 |aka. i df . i | m;zﬂt jfd. illj}arf;hnc/’rgozni? dﬁ;ﬁf?;’;}(m’m R on Bl ock 1
31.173. 80. 158 2;2::3 o 147.237.72. 166 |aka. i df . i | VDVII;;;L:_T;(’. itf}a#;hn(/’rrzozr:/j dﬁ;:??.;gxmom L on B ock 1
95.135. 149. 243 [Wkrai ne 147.237.72. 166 |aka. i df . i | m;zﬂt jfd. illj}arf;hnc/’rgozni? dﬁ;ﬁf?;’;}(m’m R on Bl ock 1
80.179.225.42 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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