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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site
50. 203. 233. 234

|Signature |Device Action |Count|
Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
190. 223. 232. 127 Peru 147.237.77. 235 sviva.idf.il|L4 Source or Dest Port Zero dr op 1




08-30-2016-19:04:01 to 08-30-2016-20:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnalure Devi ce Action |Count |
106. 38.241. 105  |China 147.237.76.42 |refuah.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der Per nirt 6
173.208.194. 114 |thited Sates 147.237.77.176 |nat pash.idf.i| [20086: HITP: Mi ebl ackcat Security Scanner Bl ock 5

173.208.194. 114 |Uhited Sates 147.237.77.176 |mat pash.idf.i| |20085: HITP. Mi ebl ackcat Security Scanner Initial Request Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
79. 178. 15. 247 147.237.77.226 |lIsrael v chanat z. aka. i df . i | ET SCAN NVAP -sA (2) 4
180.151.182. 14  |147.237.72.167 |india i shurimaka.idf.il ET SCAN Potential SSH Scan 2
180.151.182. 14  |147.237.76.198 |india e.yohal an.idf.il ET SCAN Potential SSH Scan 2
46.120.122.219  |147.237.77.74  |Israel lawidf.il Xenu Link Seuth User Agent 2
91. 201. 236. 50 147.237.76.197 |Wkraine e himush.idf.il ET SCAN NMAP -sS w ndow 3072 1
180. 151. 182. 14  |147.237.76.201 |[India e.atal.idf.il ET SCAN Potential SSH Scan 1
79.177.102.126  [147.237.72.156 |Israel anan. i of . i | ET SCAN NVAP -sA (2) 1
180. 151.182. 14  |147.237.76.197 |[India e himush.idf.il ET SCAN Potential SSH Scan 1
58.218.204. 245 |147.237.76.196 |China esvivaidf.il ET SCAN Potential SSH Scan 1
180. 151. 182. 14  |147.237.76. 42 I ndi a refuah.idf.il ET SCAN Potential SSH Scan 1
12. 68. 215. 78 147.237.76.148 [Wited Sates gocenter. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
212.116.72.226 |147.237.0.16 Sweden ny- kosher -kravi . i df . il ET SCAN NVAP -sS w ndow 1024 1
188. 243. 58. 63 147.237.76.147 |Russian Federation |chinuch. aka.idf.il ET SCAN Potential SSH Scan 1
180. 151.182. 14  |147.237.0.34 I ndi a tikshuv.idf.il ET SCAN Potential SSH Scan 1
180. 151. 182. 14  |147.237.77.233 |[India atal.idf.il ET SCAN Potential SSH Scan 1
180.151.182. 14  |147.237.0.16 I ndi a ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
180. 151.182. 14  |147.237.77.205 |[India prisha.idf.il ET SCAN Potential SSH Scan 1
91.201.236.158  |147.237.77.19 krai ne | awforumidf.il ET SCAN NMVAP -sS w ndow 4096 1
180.151.182.14  |147.237.77.121 |india e navy.idf.il ET SCAN Potential SSH Scan 1
91.201.236.158 [147.237.77.19  |[kraine | awforumidf . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
180.151.182. 14  |147.237.76.202 |india e halag.idf.il ET SCAN Potential SSH Scan 1
58.218.204. 245  |147.237.76.202 |China e halag.idf.il ET SCAN Potential SSH Scan 1
180. 151.182. 14  |147.237.76.148 |[India gocenter. aka. i df .i | ET SCAN Potential SSH Scan 1
212.116.72.226 |147.237.0.16 Sweden ny- kosher -kravi . i df . il ET SCAN NVAP -sS w ndow 4096 1
180. 151. 182. 14  |147.237.76. 31 I ndi a nakchal . i df il ET SCAN Potential SSH Scan 1
188. 243. 58. 63 147.237.77.226 |Russian Federation |wau chamatz. aka. idf.il ET SCAN Potential SSH Scan 1
180. 151. 182. 14  |147.237.8.50 I ndi a e tikshuv.idf.il ET SCAN Potential SSH Scan 1
180. 151. 182. 14  [147.237.77.243 |india nobi | e.idf.il ET SCAN Potential SSH Scan 1
180. 151.182. 14  |147.237.0.33 I ndi a idf.il ET SCAN Potential SSH Scan 1
180. 151. 182. 14  |147.237.77.226 |[India waw chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
180. 151.182. 14  |147.237.0.15 I ndi a kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
180. 151.182. 14  |147.237.77.179 |India e.mazi.idf.il ET SCAN Potential SSH Scan 1
91.201.236.158  |147.237.77.19 krai ne | awforumidf.il ET SCAN NVAP -sS w ndow 3072 1
180. 151. 182. 14  |147.237.77.19 I ndi a lawforumidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
82. 145.222. 135 Eur ope 147.237.77. 216 dover.idf.il dr op First packet isn't drop 92
104. 162. 164. 163 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
100. 92. 203. 202 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
100. 92. 203. 202 147.237.76. 31 nakchal .idf.il dr op First packet isn't drop 4
77.138.52.97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
213.57.12.182 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 2
85. 64.12. 35 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
85. 250. 77. 87 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
37.26. 148. 240 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
107.170. 101. 214 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
79.180. 183. 160 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
92.247.181. 31 Bul garia 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
40. 77. 167. 29 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
79. 183. 58. 98 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
117.202. 156. 201 Indi a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 137. 78 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 2
216.243.31.2 Lhited Sates 147.237.76.34 yohal an.idf.il dr op drop 1
139. 162. 37. 113 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
77.127. 23. 242 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 253. 137. 224 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
176.13. 241. 138 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
109. 253. 159. 104 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.72. 167 ishurimaka.idf.il dr op SAMrul e drop 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
180. 97. 106. 162 Chi na 147.237.76. 31 nakchal .idf.il dr op SAMrul e drop 1
109. 253. 136. 199 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
186. 224. 226. 175 Brazil 147.237.76. 34 yohal an.idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
176. 13. 242. 149 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 105
84.109. 118. 2 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 90
37.26.147.246 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 65
80. 246. 136. 232 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 47
79.181.51.226 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code Bl ock 14
2.55.132. 175 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 8
50.166. 187. 130 [Lhited Sates [147.237.72.166|aka.idf.il m;&; Li’z?fji ﬁ%tmgcﬁzs L\f;ri“.)is;ir Known UR. on Bl ock 3
2.53.147. 94 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
176. 13. 241. 242 |l srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 3
87.71.112.18 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.178.26.211 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
141. 226.218. 17 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode Bl ock 2
2.55. 152. 255 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.53.136. 55 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
75.142.60.70  |lhited Sates [147.237.72. 166 [aka. i df . il vL;\r/a\lu;l?:riid?.}?l;\bn;ihr?/dsaz(rﬁrT/i/?:ewmaySI . aspx Bl ock 2
109. 67. 230. 216 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
207. 46. 13. 64 Uited Sates [147.237.77.216|dover.idf.il Dstributed Waut horized URL Access on waw i df.il/error.htm Bl ock 2
2.53.174.208 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
46.120.38.133 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code Bl ock 2
24.114.107.188 |Canada 147. 237.77. 216 |dover . i df . i | chaut for iﬁf‘;ﬂpﬁ chslct?n;l O ool qeneri o Bl ock 2
110. 77. 148. 237 |Thail and 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None

46.19. 86. 144 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock
77.139.69.119  [France 147.237.72.166 |aka. i df . i | V%;Vt ;li(;”it def‘?'iﬁj/‘?m‘f 2/02;;?; Method for Known LRL on B ock 1
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 46. 120. 122. 219 Bl ock 1
176.13. 242. 149 |Israel 147.237.0.19 |nadimatal .idf.i Ef:;f;l T’i'Z’?_\i'il?'ggi?llciém”g‘gégsxl der 1txthobile in Bl ock 1
37.26.147.185 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 1
185.55.36. 175  |Azerbaijan 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php Bl ock 1
66.249.79.102 |[israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/forunmasp/ showforumasp [B ock 1
46.116. 118. 163 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
82.81.61.233  |Israel 147.237.72.166 |aka. i df . i | m”a?g‘i ;ﬁri"’l‘?en;je;/ waﬁ?ﬁmi@? on. asp None 1
77.139.71. 96 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for waw aka.idf.il/main/snalin Bl ock 1
176. 13. 242. 160 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
89.138.143.119 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 1
79.179. 5. 115 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/mai n/ sachar/undefi ned Bl ock 1
193. 160. 224. 150 |kr ai ne 147.237.72.166 |aka. i df . i | m;:(g_“itgﬁ iﬂa#;wrgoﬁ? d'\e‘:;:??.;ggxmo"‘" AL on Bl ock 1
46.117.97.5 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
157.55.30.122 |lhited Sates [147.237.72. 156 |anan. i df .i | mu;::;.iizdiéiﬁi s‘_:gfsrsa;;ﬂ | esi 7/ 67407. | g Bl ock 1
5.28. 167. 90 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.i /v tikshuv.idf.il B ock 1
77.139.80.115 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for v aka. idf.i|/mai n/ sachar/kl ali.aspx Bl ock 1
176.13.243.56 |lIsrael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
66.102.9.2 Lhited Sates [147.237.72.166|aka.idf.il Unaut hor i zed Met hod PCST for v aka. i df . i|/mai n/ hone/ def aul t. aspx Bl ock 1
37.26.147.246 |lsrael 147.237.77.216|dover. i df .i | SSL Uhtraceabl e Connection - Cpen Mde None 1
77.138.69.157 |France 147.237.72. 156 |anan. i df . i | D stributed Lhauthori zed LRL Access on vwwx aran. i df .il/favicon.ico B ock 1
46.117.97.5 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
85. 65. 73. 107 I srael 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on ww i df.il/https: /v idf.il/ Bl ock 1
5.29. 113. 65 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
77.139. 140. 63 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for wwe aka.idf.il/rights/aspl/info.asp Bl ock 1
180. 76. 15. 20 Chi na 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
66. 249. 64. 36 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9841- he/ r ef uah. aspx  |B ock 1
109. 253. 217. 125]I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code Bl ock 1
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