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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
179. 156. 67. 38 Brazil 147.237.77. 243 nobi [ e.idf.il JLMPurple Con Limt_Tcp drop 1
63. 135. 128. 2 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il B ack List drop 1
206. 40. 102. 223 Lhited Sates 147.237. 76. 147 chi nuch. aka.i df . il B ack List drop 1
71. 6. 165. 200 Lhited Sates 147, 237.76. 147 chi nuch. aka.i df . il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
94.102. 49. 193 Net her | ands 147.237. 76. 44 e.refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgna1ure Devi ce Action |Count ‘

173.208.169. 42 |wited Sates 147.237.77.216 |dover.i df.i||Cl000125; HITP. B ock adnin login to gov.il sites ?g=user Per mit 8
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Potential Scan or Brute Force

Gountry
46.120.122. 219 |147.237.72. 166 (I srael aka.idf.il Xenu Link Seuth User Agent 6
46.120. 122. 219 |(147.237.77.216 |l srael dover . idf.il Xenu Link Seuth User Agent 2
80.178.210. 71 |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
201. 238. 202. 219|147. 237. 77. 179 |Qhi l e e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
71.6.132.188 147.237.76.198|Uhited Sates |e.yohal an.idf.il ET SCAN Potential SSH Scan 1
163.172.67.13 |147.237.77.234 E?';;gom hal ag. i df .i | ET SCAN Potential SSH Scan 1
71.6.132.188 147.237.76.31 [thited Sates |nakchal .idf.il ET SCAN Potential SSH Scan 1
163.172.67.13  |147. 237. 76. 200 LK?';gegom eitan. aka idf.il ET SCAN Potential SSH Scan 1
71.6.132.188 147.237.72.217 |Lnited Sates |e.idf.il ET SCAN Potential SSH Scan 1
163.172.67.13 [147.237.76.30 LKJ?';:gom hi nush. i df .i | ET SCAN Potential SSH Scan 1
50. 116. 123. 135 [147.237.0.33 |lhited Sates |idf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172.67.13  |147.237.72. 166 E;Ir:;cci]om aka.idf.il ET SCAN Potential SSH Scan 1
46.172.71.251 |147.237.77. 235 |Wkrai ne sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172.67.13 |147.237.0. 19 E?';;gom nadi matal .idf.il ET SCAN Potential SSH Scan 1
121. 46. 103. 181 |147.237.76. 147|India chi nuch. aka.i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
88, 229. 107. 148 1147 237 0.3 |Turke Cikshov.id il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T Y o Potential Scan or Brute Force
201. 238. 202. 219[147. 237. 77. 226 |Chil e ww chanat z. aka. i df.i | |[ET SCAN NVAP -sS wi ndow 1024 1
, o ET DO Large anount of TCP ZeroVWndow - Possible Nkiller2
77.126. 44. 95 147. 237.76. 30 [l srael hi nush.idf.il 1
DDos attack
201. 238. 202. 219|147. 237. 77. 170 |Chi l e maar achot . i df .i | ET SCAN NVAP -sS w ndow 1024 1
71.6.132.188 147.237.76.42 |Lited Sates |refuah.idf.il ET SCAN Potential SSH Scan 1
163.172.67.13 |147.237.77.176 Eimntgec(ijom nat pash. i df .i | ET SCAN Potential SSH Scan 1
71.6.132.188 147.237.76.30 |thited Sates |hinush.idf.il ET SCAN Potential SSH Scan 1
163.172.67.13 |147.237.76. 177 E?';;gom ncore. i df .il ET SCAN Potential SSH Scan 1
71.6.132.188 147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
163.172.67.13  |147. 237.72. 167 LK?';gegom i shuri maka. i df . | ET SCAN Potential SSH Scan 1
46.227.67.172 |147.237.0.34 |Sweden tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172.67.13 |147.237.72. 156 LKJ?';:gom anan. i df.il ET SCAN Potential SSH Scan 1
122.72.53.188 [147.237.0.35 |China akavs. i df . il ET SCAN Potential SSH Scan 1
5.29.76.98 147. 237. 72. 156 |1 srael anan. i df . i | ET SCAN NVAP -sA (2) 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
120. 63. 229. 137 [147.237.76.31 |India nakchal i df . il 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
109. 42. 0. 229 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 26
212.117. 128. 250 | srael 147. 237.72. 156 anan.idf.il dr op First packet isn't SN drop 8
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . il drop drop 4
109. 253. 209. 108 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 4
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 3
37.142.125. 18 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
87.139. 144. 210 Ger many 147.237.77. 176 nat pash. i df . i | dr op First packet isn't SYN drop 2
188. 120. 148. 36 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
218.22.211. 69 Chi na 147.237.76. 34 yohal an.idf.il drop drop 1
180. 97. 106. 37 Chi na 147.237.77. 178 e.natpash.idf.il drop SAMrul e drop 1
176. 13.13. 35 | srael 147. 237.72. 156 anan.idf.il dr op First packet isn't SN drop 1
180. 97. 106. 161 Chi na 147.237.76. 34 yohal an.idf.il drop drop 1
109. 253. 143. 216 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
176. 13. 250. 241 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
82.102.173.76 | srael 147.237.0. 200 mu. i df il drop drop 1
183. 129. 160. 229 Chi na 147.237.0.15 kosher-kravi .idf.il drop SAMrul e drop 1
109. 253. 202. 28 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
180. 97. 106. 37 Chi na 147.237.0.19 nadi matal .idf.il drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.0.16 ny-kosher-kravi .idf .il drop SAMrul e drop 1
212.143.241. 49 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
180. 97. 106. 37 Chi na 147.237.77. 176 nat pash. i df . i | dr op SAMrul e drop 1
92.247.181. 31 Bul garia 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
170. 231. 110. 135 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
84.109. 118. 2 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 35
213.57.231.133 |[Israel 147.237.72. 156 |anan. i df . i | Ml tipl e Unhauthorized URL Access from 213.57.231. 133 B ock 16
. . Ml ti pl e Uhaut horized Method for Known URL from

46.120.122.219 [israel 147.237.72. 166 |aka. i df . i | 46.120. 122. 219 B ock 5
2.53.174.208 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
2.55.152. 98 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 4
89.237.111.92 |France 147.237.72.166 |aka. i df . i | thaut hor | zed Method POST for Bl ock 3

wawn aka. i df . i |/ mai n/ sachar/ about . aspx
Unaut hori zed URL Access to

79.179.172. 197 |Israel 147.237.72. 156 |aman. i df . i | v anan. i df . i 1 / consol ef cor e/ doc_myr / undef i ned B ock 3
83.235.119. 150 |G eece 147.237.72.166 |aka. i df . i | x;;;&:l:tdeféiwim‘f :/O;CZ:; Method for Knoun LRL on B ock 3
46.116.189.15 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for wwwy aka. i df . i |/ mai n/ sachar/ B ock 3
109. 253. 217. 125]I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 3
66. 249. 64. 22 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 64. 22 B ock 3
185. 110. 110. 37 |l srael 147.237.72. 156 |anan. i df . i | O stributed Suspici ous Response Code B ock 2
46.19.85.9 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 2
87.69.149.180 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
185.120.126.8 |l srael 147.237.76.200 |ei t an. aka. i df . i | m“g' f;'nzzgaﬁf _Affftsjngloat es/ honepage homepage. aspx Bl ock 2
176.13.238. 121 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response CGode B ock
109. 66. 20. 152 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock
77.139.208.160 |France 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock
Unaut hori zed URL Access to
87.139. 144. 210 |Ger many 147.237.77. 176 |nat pash. i df . i | wwv. cogat . i df . i |/t enpl at es/ honepage/ waw: yout ube. cord v/ 3g5lei  |B ock 2
5nuhg
176.13.240.22 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
66. 249. 66. 232 I srael 147.237.72.166 |aka. i df . i | m“;?;’_rii gﬁoi' Iﬁ n:(:n?Z?yLZI cpneral . aspx Bl ock 2
66. 249. 64. 69 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1129- he/ dover . aspx |B ock 1

ny- kosher - kravi . i df

157.55.39.178 |lhited Sates 147.237.0. 16 O Unaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ Bl ock 1
46.120.38.133 |Israel 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 1
80. 246. 130. 182 |l srael 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 1
2.53.23.174 I srael 147.237.72. 156 |anan. i df . i | O stributed Suspicious Response Code B ock 1
. . D stributed Whaut horized Method for Known URL on
77.138.35.136 |France 147.237.72. 166 |aka. i df . i | ww aka. i df i1/ i n sachar Bl ock 1
132. 66. 222. 200 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/main/ Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 22 I srael 147.237.77.216|dover . i df .i | vw i ot i |/ engl i Shi or gani zat i onV i af /i af 7 Bl ock 1
. . Uhaut hori zed URL Access to
213.57.231. 133 |[Israel 147.237.72. 156 [aman. i df . i | - Jidf.i1/sip storagelfiles/ 1/ 71751 pd Bl ock 1
79.176.134. 101 |[lsrael 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on ww aka. i df .il/main/ B ock 1
Uhaut hori zed URL Access to
66.249. 64. 108 [l srael 147.237.77. 176 |nat pash. i df . i | ww cogat . i df . i |/ usef ul i nformati on/ i dkoni mi pages/ 20012011rasai  |B ock 1
yot . aspx
176.13.8.9 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
109. 64. 151. 220 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock
80. 246. 130. 231 |l srael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on v i df.il/error.htm B ock
77.138.100.94  |France 147.237.72. 166 |aka. i df . i | Wnaut hori zed Met hod HEAD f or B ock 1

wwy aka. i df . i1/ mai n/ gi yus/ general . aspx

. . . Lhtraceabl e S3. Sessions: Protocol violation
139. 162. 13. 205 |9 ngapore 147.237.76.200|ei tan. aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
. . Uhaut hori zed URL Access to
66. 249. 64. 30 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel {1 | es/ 5/ 3045. | pg B ock 1

Unaut hori zed URL Access to

46. 19. 85. 118 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
87. 69. 189. 92 I srael 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Method HEAD for aka.idf.il/main/giyus/login aspx  |B ock 1
- . . D stributed Lhaut hori zed URL Access on
66. 249. 65. 6 I srael 147.237.0.19 |[madimatal .idf.il madi matal idf.il/robots txt B ock 1
62. 90. 255. 56 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/4 B ock
192. 115. 177. 202|I srael 147.237.77.216|dover. i df . i | Lhaut hori zed UR. Access to wwidf.il/inages/1. he/titlecap.png [B ock
66. 249. 64. 36 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
Russi an . . Unaut hori zed URL Access to
141.8.132.78 Federati on 147.237.77. 216 dover . i df . i | wwy i df . i | / hebrew or gani zat i on/ si gnal s/ atar/ Bl ock !
46. 19. 86. 153 I srael 147.237.77.243|nobi | e.i df . i | Suspi ci ous Response Code B ock 1
79.180.98.179 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text. css |B ock 1
. . . Uhknown Paraneter SortDr in
66.249.66.129 |l srael 147.237.76.200(ei tan. aka. i df . il voww ei tan. aka i df i |/ 1103-en/ ei t an. aspx None 1
109. 253. 142. 66 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
66.102.9.13  |tnited Sates  [147.237. 72. 166 |aka. i df .i | Distributed Unauthori zed Mthod for Known LRL on Bl ock 1

waw aka. i df . i |/ mai n/ hone/ def aul t. aspx
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