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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
31.154. 81. 28 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 949

8. 37.225. 196 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-Qi dest - r eset 194
185.94.111.1 Russi an Federation 147.237. 76. 38 eeneitav.idf.il |Back List drop 1

199. 19. 214, 251 Canada 147.237.76. 201 e atal.idf.il B ack List dr op 1
185.94.111. 1 Russi an Federation 147.237.76. 148 ggcenter.aka. i df .il|B ack List drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111. 1 Russi an Federation 147.237.76. 177 ncore.idf.il B ack List drop 1
93.174.93. 10 Net her | ands 147.237. 76. 148 ggcenter.aka. i df.il|B ack List dr op 1
192.116. 231. 242 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 12
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|9te |Signature |Count\
66.249.64. 111 |147.237.77.74 |Wnited Sates lawidf.il ET SCAN NVAP -sA (2) 132
46.120.122. 219 |147.237.72. 166 I srael akaidf.il Xenu Link Seuth User Agent 9
147.236.238.22 |147.237.72. 167 | srael shuri maka i [0 o APACHE Apache od_ss| non- SSLconnection to SSL port 4
deni al of service attenpt
31.154. 81. 28 147. 237. 72. 156 I srael aman. i df.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 3
46.120.122.219 |147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 2
46.120.122. 219 |147.237.76.31 |[Israel nakchal .idf.il  |Xenu Link Seuth User Agent 2
77.127.1.84 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
220. 231. 195. 122|147. 237. 76. 199 |Chi na e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
213.57.139. 173 |[147.237.72. 166 |l srael aka idf.il portscan: TCQP D stributed Portscan 1
198. 167. 223.33 [147. 237.77. 235 ijwms Kttsand oyivaid.il ET SCAN NVAP -sS wi ndow 1024 1
170. 148. 215. 157|147. 237. 72. 166 |Uni ted Ki ngdom |aka.idf.il portscan: TCQP D stributed Portscan 1
109. 65. 52. 21 147.237. 72. 166 I srael aka idf.il portscan: TCQP D stributed Portscan 1
87.69.249.219 |147.237.72. 166 |l srael aka idf.il portscan: TGP D stributed Portscan 1
85.64.190. 189  [147.237.76.30 |lIsrael hi nush. i df .i 1 ET SCAN NVAP -sA (2) 1
220. 231. 195. 122|147. 237. 76. 199 |Chi na e.nakchal .idf.il [ET SCAN NVAP -sS w ndow 3072 1
68. 180.230. 47  |147.237.77.216|Wited Sates dover.idf.il portscan: TGP D stributed Portscan 1
213.57.247.84 |147.237.0.34 |Israel tikshuv.idf.il |ET SCAN NVAP -sA (2) 1
46.172.71.251 |147.237.77. 234 |Wkrai ne hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.8.204.3 147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
198.167. 223.33 [147. 237.8.50 i'w”ts Ktts and o ikshuv.idf.il |ET SCAN NVBP -sS wi ndow 1024 1
163.172.67.13  |147.237.77.170|Uni ted Ki ngdom |maarachot.idf.il |ET SCAN Potential SSH Scan 1
139. 162. 13. 205 |147. 237. 76. 200 |3 ngapor e ditan aka idr il [0 R APAO—E_ApaChe mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
106. 38. 241. 105 [147.237. 72. 167 |Chi na i shuri maka. i df . i SERVER APAO—E'Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
85.64.190. 189  [147.237. 77. 233 |l srael atal.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount |
109. 42. 0. 229 Ger many 147.237.77.216 |dover.idf.il drop Frst packet isn't SN |drop 36
8. 37.225. 196 Lhited Sates 147.237.72.167 |ishurimaka.idf.il dr op Frst packet isn't SYN |drop 13
98. 249. 210. 18 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 7
46. 19. 85. 250 | srael 147.237.77. 74 lawidf.il drop Frst packet isn't SN |drop 5
46.19. 85. 144 | srael 147.237.76. 42 refuah.idf.il dr op Frst packet isn't SIN |drop 4
46.18.22. 75 Pal estinian Territory, Qcupied 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 4
46. 19. 85. 90 | srael 147.237.72.166 |aka.idf.il drop Frst packet isn't SN |drop 4
77.138.67.110 France 147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN |drop 3
46. 19. 85. 253 | srael 147.237.76. 31 nakchal .idf.il drop First packet isn't SYN |drop 3
192.169. 7. 223 Lhited Sates 147.237.76. 148 |gqcenter.aka.idf.il drop drop 3
46.19. 85. 106 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN |drop 3
207.46. 13. 64 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 2
37.142.125.18 | srael 147.237.77.216 |dover.idf.il drop Frst packet isn't SN |drop 2
188. 120. 148. 36 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SIN |drop 2
46. 185. 207. 254 Jordan 147.237.77.176  |natpash.idf.il drop First packet isn't SYN |drop 2
66. 249. 93. 107 Eur ope 147.237.77.216 |dover.idf.il drop Frst packet isn't SN |drop 2
180. 97. 106. 37 Chi na 147.237.72.217 |e.idf.il drop SAMrul e drop 1
109. 226. 40. 40 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 1
180. 97. 106. 162 Chi na 147.237.77.61 e.cogat.idf.il drop SAMrul e drop 1
176. 13. 23. 167 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't SIN |drop 1
212. 143.142.56 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 1
180. 97. 106. 37 Chi na 147.237.76. 201 eatal.idf.il dr op SAMrul e drop 1
109. 253. 213. 134 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't SIN |drop 1
176. 13. 228. 153 | srael 147.237.72.166 |aka idf.il drop First packet isn't SYN |drop 1
82.102.173.76 | srael 147.237.76. 148 |gqcenter.aka.idf.il drop drop 1
212.143.187. 162 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SIN |drop 1
180. 97. 106. 37 Chi na 147.237.77.179 |e.nazi.idf.il drop SAMrul e drop 1
163.172. 169. 150 Uni ted Ki ngdom 147.237.0. 33 idf.il dr op drop 1
176.13.229. 7 | srael 147.237.0. 19 nadi matal .idf.il dr op Frst packet isn't SIN |drop 1
213. 205. 194. 17 Uni ted Ki ngdom 147.237.72.166 |aka. idf.il drop First packet isn't SYN |drop 1
180. 97. 106. 162 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il drop SAMrul e drop 1
163.172. 169. 150 Uni ted Ki ngdom 147.237. 0. 200 mu.idf.il dr op drop 1
195. 228. 75. 121 Hungary 147.237.0. 33 idf.il dr op drop 1
180. 97. 106. 37 Chi na 147.237. 8. 46 e.chinuch.idf.il drop SAMrul e drop 1
216.243.31. 2 Lhited Sates 147.237. 0. 200 mu.idf.il dr op drop 1
180. 97. 106. 162 Chi na 147.237.8.24 e lifestyle.idf.il drop SAMrul e drop 1
176. 13. 3. 253 | srael 147.237.77.243 |nobile.idf.il drop Frst packet isn't SN |drop 1




08-30-2016-17:04:01 to 08-30-2016-18:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
31.154.81.28 | srael 147.237.72. 156 |anan. i df . i | Mil tipl e Unaut horized URL Access from 31.154. 81. 28 B ock 380
2.55. 25, 208 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 162
31.154. 81. 28 I srael 147.237.72. 156 [aman. i df . i | Autonat ed Wul nerabi | ity Scanning V1 B ock 119
31.154.81.28 I 'srael 147.237.72. 156 |arman. i df . i | Unaut hori zed HTTP Met hod Bl ock 23
27.211.36.242 |China 147.237.77.216|dover.i df . il Ml tiple Uhauthorized URL Access from 27.211. 36. 242 B ock 17
118. 212. 118. 207 |Chi na 147.237.77. 176 [mat pash. i df .i| |Miltiple Uhauthorized URL Access from 118.212.118. 207 B ock 15
31.154.81.28 I srael 147.237.72. 156 [aman. i df . i | Mitiple Il11egal Byte Gode Character in LR from31. 154. 81. 28 Bl ock 12
27.211.36.242 |China 147.237.77.216|dover.i df . il Dstributed PHP Attenpt B ock 6
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 46. 120. 122. 219 B ock 6
5. 29. 53. 156 | srael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 6
77.138.247.23 |France 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 6
118. 212. 118. 207 |Chi na 147.237.77. 176 [mat pash. i df .i| |PHP Attenpt B ock 6
185. 110. 110. 37 |l srael 147.237.72. 156 |aman. i df . i | Distributed Suspici ous Response Code B ock 5
37.26.147.165 |[Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 4
85.65.161. 209 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df .il/nai n/ sachar B ock 3
79.181.191. 140 |l srael 147.237.72. 156 |aman. i df . i | Distributed Suspici ous Response Code B ock 3
46. 19. 85. 190 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
87.71.29. 74 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 3
66.249.81.212  |[Israel 147.237.77. 216 |dover . i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm Bl ock 3
46.120.38.133 |Israel 147.237.72. 156 |anman. i df . i | Distributed Suspici ous Response Qode B ock 2
176.13.229. 7 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
31.154.81.28 | srael 147.237.72. 156 |anan. i df . i | Dstributed PHP Attenpt B ock 2
66. 249. 64. 22 I srael 147.237.77. 216 |dover.i df . il Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 2
89.237.125.68 |France 147.237.77.243|nobi [ e.i df . il D stributed Suspici ous Response Code B ock 2
31.154.81.28 | srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 2
31.154. 81. 28 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
109. 64. 82. 24 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 1
31.210. 186. 223 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wan aka. i df.il/natash Bl ock 1
85. 64.190.189 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
77.138.247.23 |France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df.il/main/kapat z/ B ock 1
207. 46. 13. 93 g;g: 147.237.0.19 |madi matal .idf.i|Wauthorized URL Access to nadimatal .idf.il/robots. txt B ock 1
118. 212. 118. 207|Chi na 147.237.77. 176 |mat pash. i df . i|  |Unauthori zed LR Access to wan cogat. i df.il/index. aspx B ock 1
66.102.9.118  [J11e 147. 237. 72. 166 |aka. i df . i | Dstr buted Lraut hori zed At hod ;‘S’;XK”O"‘” R on Bock |1
2.53.133.196 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 1
89.237.76.181 |France 147.237.72. 156 [aman. i df . i | Distributed Unauthori zed URL Access on v aman. i df . il/favicon.ico B ock 1
Illegal HITP Version __at uvs=57c5976824382935000;
46. 19. 86. 107 I srael 147.237.76.31 |[nakchal .idf.il |_pk_id.119.2366=3305c584cc8f 781c. 1470732117. 3. 1472567147. 147256 |B ock 1
7147.; _pk_ses. 119. 2366=*
79.178.214.80 |lsrael 147.237.76.31 |nakchal .idf.il [Unauthorized URL Access to 147.237.76.31/ i mages/ 1. he/ arr ow2open. gi f Bl ock 1
73.114. 157. 55 ;h;:ee: 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
111. 26. 139. 130 [Chi na 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to 147.237.76. 31/ Bl ock 1
77.139.34.140 |France 147.237.72. 156 |anman. i df . i | Distributed Uhaut hori zed LRL Access on ww aran. i df .il/favi con.ico B ock
212.143. 187. 162|I srael 147.237.76.86 |navy.idf.il m”;:\?;_'izd?’iﬁi Sf;ef)fa;eo/ {11 o5/ 3/ i 263380/ 1613, pg Bock |1
2.53.182.3 | srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/english/ mashakit ash B ock 1
139. 162. 13. 205 |Sngapore  [147.237.76.200|ei tan. aka. i df . il |Untraceabl e SS. Sessions: Protocol violation (SSL_GONN QLI ENT_HELLO None 1
46.19. 86. 107 I srael 147.237.76.31 |nakchal .idf.il |Maformed URL _ atuvc=3 B ock 1
79. 180. 0. 206 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for ww aka. i df . il /nai n/ sachar/ about . aspx B ock 1
77.127.53.49  |israel 147.237.72.166 |aka. i df . i | mnik“;iiff{ﬂﬁb;ﬁ%ﬁffmm in None 1
62.90.163.239 |Israel 147.237.77.216|dover. i df . il SSL Wntraceabl e Connection - Qpen Mde None
118. 212. 118. 162|Chi na 147.237.77. 176 |mat pash. i df . i|  [Unauthorized UR. Access to wwwu cogat . idf.il/index. asp B ock 1
85.250.185.79 I srael 147.237.76.42 |refuah.idf.il [0 57 buted Lhau horized ﬁaﬁc‘;zzi on Bock |1
37.26.149.245 |lsrael 147.237.72. 166 [aka. i df . i | Distributed Uhaut horized URL Access on waw aka. i df.il/nain/ Bl ock 1
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