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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 10055
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 7579
41.108. 155. 164 Ageria 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4834
41.108. 155. 164 Ageria 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orvar d 1100
109. 253. 159. 85 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 27

41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 9

156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4

41. 33. 232. 66 Egypt 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 3
94.77. 196. 82 Saudi Arabi a 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 1

136. 243. 16. 208 Ger nany 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orvar d 1
94.77.196. 82 Saudi Arabi a 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 1

91. 230. 107. 174 Russi an Federation 147.237. 76. 200 eitan. aka. idf.il |Back List drop 1

93. 158. 200. 97 Net her | ands 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1

136. 243. 16. 208 Ger many 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
41.108. 155. 164 Ageria 147.237.77. 216 dover.idf.il |Cl1000003: HTTP: phpM/Adnin access Per mit 3
199. 58. 86. 206 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000074: HTTP. najestic bot Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

46.120.122. 219 |147.237.72. 166 (I srael akaidf.il Xenu Link Seuth User Agent 6
87.236.194. 161 |147.237.77. 233 |Czech Republic |atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.26.149.203 |[147.237.72. 156 |l srael anan. i df i portscan: TCP DO stributed Portscan 1
212.179.21. 194 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
87. 69. 166. 59 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
188.130.150.3 [147.237.8.45 |SSian eeitan.id.il SERVER APAGHE. Apache nod_ssl - non-SSL connection to SSL 1

Federation port denial of service attenpt
2.55. 25,222 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
79.181.217.30 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
186. 136. 132. 134(147. 237. 76. 39 |Argentina nobi | e. nei tav.idf.il ET m Behavi oral Lhusually fast inbound Tel net Connections, 1

Potential Scan or Brute Force
79.181. 112. 150 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
163.172.67.13 |147.237.0.34 [United Ki ngdom |tikshuv.idf.il ET SCAN Potential SSH Scan 1
79.178.101. 198 |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 67.52. 121  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
77.126.81.163  [147.237.72. 156 |l srael anan. i df i portscan: TCP DO stributed Portscan 1
109. 64. 135. 226 |147. 237. 77. 226 |I srael win chanat z. aka. i df .i | [ET SCAN NVAP - sA (2) 1
94.102. 48.195 |147.237.77.19 |Nether| ands I aw forumi df .il ET SCAN NVAP -sS w ndow 1024 1
45.32.188.150 [147.237.72. 217 [Net her| ands eidf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.8.46 |Netherlands e. chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.142.4.108 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
87.236.194. 161 [147.237.77.179|Czech Republic |e. nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.55.26. 191 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
192.114.7.2 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
82. 81. 61. 92 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
188. 120. 134. 125(147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.53.3.250 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.181.129.21 |147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
176. 228. 145. 129(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.180. 61. 235  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
116.26. 40. 138 |147. 237 76. 34 |ni na yohal an.i o i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
79.178.97. 58 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 66. 28. 1 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
66.249. 93. 71 147.237.76. 42 |Europe refuah.idf.il ET SCAN NVAP -sA (2) 1
109. 64. 41. 203  |147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 56 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102. 48.195  |147.237.72. 167 |Net her | ands i shurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
41.108. 155. 164 (147.237.77.216 |A geria dover.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Veb Server) 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
41.108. 155. 164 Ageria 147.237.77. 216 dover.idf.il dr op First packet isn't drop 44
46.19. 85. 81 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 14
46. 19. 85. 106 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 13
112. 207. 88. 58 Phi i ppi nes 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
84. 168. 169. 46 Cer many 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
81.218.97. 44 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 3
176.13.13. 194 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 3
176. 13. 248. 219 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 3
109. 253. 144. 83 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 3
109. 66. 31. 190 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 141. 248 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 195. 92 | srael 147.237.77. 243 nobi le.idf.il drop First packet isn't drop 2
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 2
163. 172. 169. 150 Uni ted Ki ngdom 147.237. 76. 148 gacenter. aka. i df . i dr op drop 1
109. 253. 206. 55 | srael 147.237.77. 243 nobi le.idf.il drop First packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.72.14 dover.idf.il (ol d) dr op SAMrul e drop 1
141.212.122. 29 Lhited Sates 147.237. 0. 200 ndu.idf.il dr op drop 1
109. 253. 158. 23 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
180. 97. 106. 162 Chi na 147.237.77.19 lawforumidf.il dr op SAMrul e drop 1
109. 253. 212. 122 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.72. 156 anan.idf.il dr op SAMrul e drop 1
141.212.122. 30 Lhited Sates 147.237. 0. 200 ndu.idf.il dr op drop 1
109. 253. 193. 76 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
82.102.173.76 | srael 147.237.0. 33 idf.il dr op drop 1
180. 97. 106. 162 Chi na 147.237.77. 205 prishaidf.il dr op SAMrul e drop 1
176. 13. 242. 170 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.76. 38 e.eneitav.idf.il dr op SAMrul e drop 1
84.109. 153. 174 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 1
184.105. 139. 78 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
141.212.122. 24 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
109. 253. 144. 83 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
180. 97. 106. 37 Chi na 147.237. 76. 148 gacenter. aka. i df . il dr op SAMrul e drop 1
163. 172. 169. 150 Uni ted Ki ngdom 147.237.76.34 yohal an. i df .i | drop drop 1
109. 253. 197. 202 | srael 147.237.0.19 nadi matal .idf.il dr op First packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.0. 33 idf.il dr op SAMrul e drop 1
141.212.122. 25 Lhited Sates 147.237.0. 35 akaws. idf.il dr op drop 1
74.82.47.19 Lhited Sates 147.237.0. 35 akaws. i df.il dr op drop 1
180. 97. 106. 162 Chi na 147.237.76. 30 hi nush.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
41.108. 155. 164 |Ageria 147.237.77.216|dover. i df .il Mil tiple Wauthorized URL Access from41l.108. 155. 164 B ock 382
2.55. 25, 208 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 120
109. 253. 197. 202|I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 23
46.120.122. 219 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 46.120.122.219 [B ock 7
46.19. 86. 11 I sr ael 147.237.77. 243 |nobi | e. i df .i | ﬁblalnzt o T?'I‘)fszcﬁgf; icﬁgngg‘g:::\iﬁf:jd in Bl ock 6
213.57.187.164 |[Israel 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode B ock 6
82.81.222.139 |Israel 147.237.72.166|aka. i df . i | Mil tipl e Unhaut horized URL Access from 82.81.222. 139 B ock 5
109. 64. 142. 196 |l srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 4
79.181.125. 102 |lIsrael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 3
80. 246. 130. 183 |l srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 3
66. 249. 76. 83 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66.249. 76. 83 B ock 3
89.139.174. 127 |[Israel 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 3
37.26.146.215 |lsrael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 220. 46 |l srael 147.237.0.19 |[nmadimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
85. 65. 36. 64 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
109. 253. 142. 137|I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 2
46.19. 86. 115 I srael 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
37.46.34.83 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
77.139.129. 227 |France 147. 237. 72. 166 |aka. i df . i | m”;g rii di.e?l ;\bn;ih:/dsag/i/?;vmaysl i p. s B ock 2
84.108.195. 9 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock 2
2.53.146. 136 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
46.121.203.95 |Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 1
46.120.187.70 |Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod B ock 1
213.57.7.4 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI QNS for www aka. i df . i1/ mai n/ gi yus/ B ock 1
31.168. 101. 163 |Israel 147.237.72. 166 |aka. i df . i | mngkm:,??w;:: n/a:;";;tz'/zcrip”esource. " None 1
157.55. 39. 14 Lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter catid in aka. idf.il/kanhar/gallery/ None
77.139.179.7 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . i1/ gi yus/ kadat z/ B ock 1
Unaut hori zed URL Access to
66. 249. 76. 59 I srael 147.237.0.15 |kosher-kravi . i df . i|kosher-kravi.idf.il/tenpl at es/ depart nent sl obby/ depar t nent sl obby. asp |Bl ock 1
X
95. 86. 99. 153 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/main/ B ock 1
84.108. 195. 9 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to ww aka. i df.il/main/kapat z/ undefined  [B ock 1
46.120.187.70 |Israel 147.237.72. 166 |aka. i df . i | Illegal HITP \ersion B ock 1
79.179.96. 1 I srael 147.237. 76. 147 [chi nuch. aka. i df . i ||PHP Attenpt B ock 1
192.169.7.223 |Uited Sates |147.237.76.42 |refuah.idf.il Unhaut hori zed Met hod HEAD for 147.237.76. 42/ Bl ock 1
77.138. 225. 235 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 1
85. 65. 165. 192  [Israel 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 1
62. 4.57.145 147.237.72. 156 |aman. i df . i | D stributed Lhaut hori zed LRL Access on waw anan. i df.il/favicon.ico |B ock 1
46.120.187.70 |Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 1
31.173. 80. 139 g;z:;”i o 147.237.72. 166 |aka. i df . i | bt ;J'(:‘ft d?d”u/‘i;t :fg;fﬁ; /':/‘i*mgy;ﬁrp_g%"f L on Bl ock 1
185. 32.179. 239 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
77.139. 253. 137 |France 147.237.72. 166 |aka. i df . i | m”;l]: ' idf’?l /'\ﬁ;lhgd mf?ﬂ; ;f;sli er . asp B ock 1
104. 189. 105.55 |[Uhited Sates 147.237.72. 156 |aman. i df . i | D stributed Uhaut hori zed LRL Access on waw anan. i df.il/favicon.ico |B ock 1
84.100.48.41  |israel 147.237.72. 166 |aka. i df . i | v?wiﬁ?i?ﬁﬁ%%s?cﬁaﬁ?fmag on. aspx None 1
46.120.187.70 |Israel 147.237.72. 166 |aka. i df . i | Mil for med HTTP Header Line 1 B ock 1
79.179.96. 1 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | |Unaut hori zed URL Access to waw chi nuch. aka. i df . i|/wp-1 ogi n. php B ock 1
46.19. 86. 64 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
207.46.13.149 |Whited Sates [147.237.77.216|dover.idf .il Unhaut hori zed URL Access to wweidf.il/english/ &€z B ock 1
2.55. 49. 165 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
77.138.247. 6 France 147.237.72. 156 |anan. i df . i | D stributed WLhaut hori zed LRL Access on waw anan. i df.il/favicon.ico |B ock 1
66.102.9.13  |United Sates  |147.237.72. 166|aka. i df .i | pstr buted tau ot zed dﬁ;:??,;;xmom L on Bl ock 1
46.120.187.70 |israel 147.237. 72. 166 |aka. i df . i | Illegal Byte ode Caracter in Header Nane Bl ock 1
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