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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 7196
41.108. 155. 164 Ageria 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 5302
41.108. 155. 164 Ageria 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 1217
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 804
212.76.127. 10 | srael 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 10
212.76.127.219 | srael 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 8
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4

79. 180. 155. 20 | srael 147.237.72. 166 aka.idf.il B ack List dr op 3

41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

58. 218. 204. 245 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |JLM Under Attack Con_Tcp dr op 2

41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 1

64. 37.48. 12 Lhited Sates 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 1
94.77.196. 82 Saudi Arabi a 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry [Target Address |Site |Sgna1ure Devi ce Action |Oount |
173.208.194. 114 |lhited Sates 147.237.77.233 |atal .idf.il| |20086: HTTP. Mi ebl ackcat Security Scanner B ock 5
41.108. 155. 164 Ageria 147.237.77.216 |dover.idf.il|13444: HTTP. Wat Wb User - Agent Header B ock 1
173.208.194. 114 |lhited Sates 147.237.77.233 |atal .idf.il| [20085: HITP. Mi ebl ackcat Security Scanner Initia Request Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
31.154.81. 28 147.237. 72. 156 |I srael aman. i df i ET SCAN Possible SSL Brute Force attack or Ste Gaw 3
201.150. 38. 110 |147.237.8.14 |Mexico e.orchot.idf.il ET SCAN NVAP -f -sS 1
79.177.244.44  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147. 237. 76. 201 |Chi na eata .idf.il ET SCAN Potential SSH Scan 1
62.128.45.204 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
176.13.17.76 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
58. 218. 204. 245 |147.237. 76. 200 |Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
114. 79. 26. 43 147.237.0.16 |Indonesia ny-kosher-kravi.idf.il  [ET SCAN Potential SSH Scan 1
45.32.188.150 |147.237.76.34 |Netherlands yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
95.163. 144. 203 [147.237.0.15 gj::;”ion kosher-kravi i df i ET SCAN NVAP -sS wi ndow 1024 1
87.68.54. 11 147.237.0.34 |Israel tikshuv.idf.il ET SCAN NVAP -sA (2) 1
223. 185. 230. 223|147. 237. 77. 216 |Indi a dover.idf.il portscan: TCP D stributed Portscan 1
5. 255. 90. 133 147. 237. 76. 200 [Net her | ands eitan aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 178. 204. 222 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179. 227. 165|147. 237. 77. 216 | srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.136. 157 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
79.181.166.71 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
201.150.38.110 |147.237.8.14 |Mexico e.orchot.idf.il ET SCAN NVAP -sS w ndow 2048 1
79.178.22.78 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
186. 116. 62. 163 [147.237.0.35 |Col onbi a akave. i df i ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
62.219. 21. 30 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
183. 60. 48. 25 147.237.0.34 [china tikshuv.idf.il ET SCAN Potential SSH Scan 1
62. 0. 102. 214 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
139. 162. 13. 205 |147.237.76.86 |S ngapore navy. i df .il SERVER APAO_E Apac.he mod_ssl - non- SS9 connection to SS. 1
port denial of service attenpt
58.218. 204. 245 [147.237.76.34 |China yohal an. i df . il ET SCAN Potential SSH Scan 1
109. 67. 117. 47  |147.237. 72. 156 |I srael aman. i df .i| ET SCAN NVAP -sA (2) 1
41.108. 155. 164 |147.237.77.216|A geria dover.idf.il Tehila - Perl LWP with fake user agent 1
93.173.172. 132 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
13. 68. 213. 73 147.237.0.17 |Wnited Sates  |mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 138. 1 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
212.179. 246. 206(147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
2.55.6.76 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.183.17.221 |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
212.179.1.218 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
2.53.7.124 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.178.181. 109 |[147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address Ste |Signature |Message Devi ce Action |Oount |
5. 45, 255. 98 Russi an Federation 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 128
141.0. 14. 216 Eur ope 147.237.77.216 |dover.idf.il dr op First packet isn't SYN |drop 60
41.108. 155. 164 Ageria 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 57
46. 19. 86. 155 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 19
2.53.159. 244 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't SYN |drop 9
212. 143.142.56 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 5
92.241. 37. 120 Jor dan 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 4
87.68.3.2 I srael 147.237.77.216 |dover.idf.il drop Frst packet isn't SN |drop 4
87.139. 144. 210 Ger many 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 4
192.169. 7. 223 Lhited Sates 147.237.76.148 |gacenter.aka.idf.il drop drop 4
109. 65. 134. 211 | srael 147.237.77.233 |ata.idf.il dr op Frst packet isn't SYN |drop 3
5. 43. 200. 149 Pal estinian Territory, Cccupied 147.237.77.176 |natpash.idf.il drop First packet isn't SYN |drop 3
87.68.42. 34 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 3
37.19.123. 140 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SYN |drop 2
82. 163. 68. 34 Uni ted Ki ngdom 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 2
5. 43. 200. 149 Pal estinian Territory, Cccupied 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 2
176. 13.5. 144 | srael 147.237.77.243 |mobile.idf.il dr op First packet isn't SYN |drop 1
183. 129. 160. 229 |Chi na 147.237.76.198 |e.yohal an.idf.il drop SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.0. 35 akaws. i df .il drop SAMrul e drop 1
183. 129. 160. 229 |Chi na 147.237.77.61 e.cogat.idf.il dr op SAMrul e drop 1
180. 97. 106. 161 Chi na 147. 237. 0. 200 . i df .| drop drop 1
176.13.21.171 I srael 147.237.72.166 |aka.idf.il drop First packet isn't SYN |drop 1
216.243.31. 2 Lhited Sates 147.237.0. 35 akaws. idf.il dr op drop 1
183. 129. 160. 229 |Chi na 147.237.76.199 |e.nakchal .idf.il drop SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.72.166 |aka.idf.il dr op SAMrul e drop 1
141.212.122. 23 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
183.129. 160. 229  [Chi na 147.237.77. 74 lawidf.il dr op SAMrul e drop 1
180. 97. 106. 162 Chi na 147.237.76.198 |e.yohal an.idf.il drop SAMrul e drop 1
176. 13. 228. 59 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't SYN |drop 1
109. 253. 129. 16 I srael 147.237.72.166 |aka.idf.il drop First packet isn't SYN |drop 1
216.243.31.2 Lhited Sates 147.237.76.148 |gacenter.aka.idf.il drop drop 1
183. 129. 160. 229 |Chi na 147.237.76.200 |eitan.aka.idf.il dr op SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.76. 42 refuah.idf.il drop SAMrul e drop 1
141.212.122. 24 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
184. 105.247. 251 |lhited Sates 147.237.0. 33 idf.il dr op drop 1
183. 129. 160. 229 |Chi na 147.237.76.176 |test.ncore.idf.il drop SAMrul e drop 1
176. 13. 247. 246 I srael 147.237.72.166 |aka.idf.il dr op First packet isn't SYN |drop 1
109. 253. 137. 224 |l srael 147.237.77.243 |mobile.idf.il dr op First packet isn't SYN |drop 1
79.181. 254. 18 I srael 147.237.72.166 |aka.idf.il drop First packet isn't SYN |drop 1
183.129. 160. 229  [Chi na 147.237.76.201 |e.atal.idf.il dr op SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.76.199 |e.nakchal .idf.il drop SAMrul e drop 1
176. 13. 0. 142 I srael 147.237.72.166 |aka.idf.il drop First packet isn't SYN |drop 1
183. 129. 160. 229 |Chi na 147.237.76.197 |e hinush.idf.il drop SAMrul e drop 1
176. 13. 251. 50 I srael 147.237.72.167 |ishurimaka.idf.il dr op First packet isn't SYN |drop 1
109. 253. 142. 211 |l srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 1
82.102.173. 76 I srael 147.237.0. 35 akaws.idf.il dr op drop 1
183. 129. 160. 229 |Chi na 147.237.77.19 lawforumidf.il dr op SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.77.226 |ww chanatz. aka.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
31.154.81.28 | srael 147.237.72. 156 |anan. i df . i | Mil tipl e Uhaut horized URL Access from 31.154. 81. 28 B ock 709
41.108.155. 164 |Ageria 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 41.108. 155. 164 B ock 299
37.142.182.170 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 149
37.26.146.233 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 78
31.154. 81. 28 I srael 147.237.72. 156 |anan. i df . i | Mitiple Illegal Byte Qode Character in URL from31. 154.81.28 B ock 54
46.19. 86. 220 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 48
31.154.81.28 I 'srael 147.237.72. 156 |aman. i df . i | Unaut hor i zed HTTP Met hod Bl ock 41
2.55.141.0 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 20
121. 205. 227.28 [China 147.237.77.176 [mat pash. i df .il |Miltiple Wauthorized URL Access from 121.205. 227. 28 B ock 15
79.176. 110. 224 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock

121. 205. 227.28 [China 147.237.77. 176 |mat pash. i df .i| |Dstributed P Attenpt B ock
37.26.149.141 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
80.178.191. 251 I srael 147.237.72. 166 [aka. i df . i | mﬁﬁ:n Id?.a?l /'\,r{:atiihn(;c;i (;Ts-; gj\:sh;riri cat i onser vi ce. asnx/ get aut huser Bl ock 6
77.139.102.129 |France 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.139. 102. 129 B ock 5
46. 19. 85. 233 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode Bl ock 4
62.219. 139. 4 I 'srael 147.237.77. 216 |dover.i df . i | Distributed Lhaut hori zed UR. Access on www idf.il/error.htm Bl ock 3
80. 246. 139. 104 [Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 3
85. 65. 146. 207 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode Bl ock 3
46.19.86.11  |Israel 147.237.77. 243 |obi L e. i off i1 [T T?'Ffsgcﬁgf; Lﬁgngg‘é‘gzxf;d n Bl ock 3
46.19.85. 13 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock

109. 253. 241. 146 |1 srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock

37.130. 229. 149 zi;g’gom 147.237.0.19 |madi matal .idf.i|Paraneter Type Mol ation Returnt| in nadimatal.idf.il/login. aspx Bl ock 2
192. 198. 151. 43 |Eur ope 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCBT for wwww aka.idf.il/main/ kapat z/ Bl ock 2
176. 13. 249. 152 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
109. 253. 147. 110]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
37.26.147.161 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
66. 249. 76. 83 I srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp Bl ock 2
87.71.17.85 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 2
31.154. 81. 28 I srael 147.237.72. 156 [anan. i df . i | PHP Att enpt B ock 2
77.138.103.233 |France 147.237.72. 166 |aka. i df . i | m;li(:uitd? illj;"’r‘;:i 27:(;;2?5“ hod for Known LRL on B ock 2
46.121.40.183 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
37.46.41. 45 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 2
176.13.245.11 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19. 86. 37 I srael 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code B ock 2
80. 178. 204. 222 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qxde Character in LR Bl ock 1
139. 162. 13. 205 |Si ngapore 147.237.76.86 |navy.idf.il %ﬁgﬁag_&cﬁ?jeclﬂ“fg - Protocol violation None 1
77.138.200.77 |France 147.237.72. 156 |aman. i df . i | D stributed Whaut hori zed LRL Access on waw anan. i df .il/favicon.ico B ock 1
2.53.55.129 [Israel 147.237.76.42 [refuah.idf.il |50 hau fori zed ;%aﬁcg‘:;i on B ock 1
104.131.98.26 |lhited Sates [147.237.72.156|aman.idf.il D stributed Unhaut hori zed LRL Access on v anan. i df . il /favicon.ico B ock 1
84.108. 5. 185 I srael 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on ww i df.il/https: /v idf.il/ Bl ock 1
46. 19. 85. 65 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
212.199.118.19 [israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/inages/ 1. he/ bott ontap. gi f B ock 1
78.4.240.40  [italy 147. 237.77. 176 |nat pash. i df . i | ma?;ge{; Tpe ¥ (/)Iga;;_?n/sf;;rztp; A Bl ock 1
5.102.195.55  |Israel 147.237.72.166 |aka. i df . i | m“;f:ri'dfm\ﬁ;hﬁ/dsaﬁlzggi ot rat i omi zar d st epd. aspx Bl ock 1
66.249. 76. 77 | srael 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
87. 69. 52. 222 I srael 147.237.72. 156 |anan. i df . i | Dstributed Waut hori zed UR. Access on vww anan. i df . il/favicon.ico B ock 1
198. 20. 69. 74 Lhited Sates [147.237.76.200(ei tan. aka. i df.il |Uhauthorized URL Access to 147.237.76. 200/ r obot s. t xt B ock 1
77.139.73.43  |France 147.237.72. 166 |aka. i df . i | 3};} Qiiuitd??imf-t :/o;;czr?a? /“\fﬁgy;ﬂrplgn;‘f(“ R on B ock 1
31.154.81.28  |israel 147. 237.72. 156 |anan. i df . i | maﬂaﬁ_ﬁﬁri I' ?nﬁmtfegrn\g ;zpit 48 for Bl ock 1
139.162. 187. 84 |lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wan i df.il/894-ar Bl ock 1
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