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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

176.13.9.79 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
52.28. 32. 164 Ger many 147.237. 76. 200 eitan.aka.idf.i|JLMPurple Gon Limt_Htps drop 1
185.94.111.1 Russi an Federati on 147.237.76. 44 e.refuah.idf.il |Back List drop 1
93.174.93. 10 Net her | ands 147.237.76. 30 hinush.idf.il |Back List drop 1
93.174.93. 10 Net her | ands 147.237.76. 44 e.refuah.idf.il |B ack List drop 1
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Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
164. 138. 119. 212|147. 237. 77. 216 |I srael dover.idf.il http_i nspect: MLTI PLE HOST HEADERS DETECTED 2
203. 86. 3. 66 147.237.8.45 [China eeitanidi.il |ET SCAN NVAP -sS wi ndow 1024 1
79. 180. 236. 252 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 47. 165. 251 [147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
77.125. 4. 156 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
187. 45. 27. 50 147.237.77.61 |Brazil e.cogat.idf.il Egt Sﬁﬁ\l 31882;;;10:)? BruJ':Jzulijo: zef ast i nbound Tel net Qonnect i ons, 1
46.227.67.172 [147.237.77. 178 |Sweden e.matpash.idf.il|ET SCAN NMVAP -sS w ndow 1024 1
176.13.233. 185 |147.237.77.216|Israel dover.idf.il portscan: TCQP Dstributed Portscan 1
46.120. 33. 92 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
162.213. 1. 246 |147.237.77.216|lhited States dover.idf.il Tehila - Perl LWP with fake user agent 1
31.168.231. 242 |147.237.77.216 |l srael dover.idf.il portscan: TCQP Dstributed Portscan 1
109. 67. 127. 122 |147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
5. 255. 90. 133 147.237.76.31 [Netherl ands nakchal .idf.il |ET SCAN NMAP -sS wi ndow 1024 1
94.102. 50. 45 147.237.76.86 |Net her| ands navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.157.87.132  [147.237.72. 166 |l srael akaidf.il portscan: TCQP D stributed Portscan 1
213.151. 35. 212 |147.237.72. 166 | srael akaidf.il portscan: TGP D stributed Portscan 1
82. 81.87.28 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
108. 167. 223. 33 [147. 237. 0. 200 i‘\"”ts Kttsand oo il ET SCAN NVAP -sS wi ndow 1024 1
77.127.85.31 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
192.116.52.79 |147.237.77. 216 |Israel dover.idf.il portscan: TQP D stributed Portscan 1
76. 64. 250. 89 147. 237. 72. 166 [Canada akaidf.il portscan: TCQP D stributed Portscan 1
186.224.28.39 [147.237.76.34 |Brazil yohal an. i df .| Iit ﬁ:\l aIBeggglnogfl BUJ:JZUSO: Zef ast inbound Tel et Connect i ons, 1
46.172.71.251 [147.237.77.235|krai ne svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.149.151 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
109. 186. 82. 174 |147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
31.168.13.78 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 6. 183 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.53.167. 244 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
94. 102. 50. 45 147.237.76. 42 |Net herl ands refush.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
217.195.71. 182 |147.237.72. 166 gg::;”ion akaidf.il portscan: TGP D stributed Portscan 1
84.109. 234. 158 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
196. 136. 225. 103 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't drop 17
176.13. 2. 211 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 11
46. 19. 85. 247 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 9
46. 19. 85. 247 I srael 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 7
2.55.35. 240 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
176. 13. 234. 105 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
192.169. 7. 223 Lhited Sates 147.237.76. 148 gacenter. aka. i df il drop drop 3
85. 158. 151. 76 Azerbai j an 147.237.77.216 dover.idf.il drop First packet isn't drop 2
72.234.247. 248 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 194. 228 I srael 147. 237. 72. 166 aka.idf.il dr op First packet isn't drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 141. 56 I srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 2
77.127.85. 31 I srael 147. 237. 72. 166 aka.idf.il dr op First packet isn't drop 2
109. 253. 195. 83 | srael 147.237.72. 156 anan.idf.il drop First packet isn't drop 2
109. 253. 150. 47 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
80. 178. 95. 33 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
31. 4. 69. 109 Spai n 147.237.77.216 dover.idf.il drop First packet isn't drop 1
117.231. 154. 234 Indi a 147.237.77.216 dover.idf.il dr op First packet isn't drop 1
190. 120. 128. 22 Col onbi a 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77.74 lawidf.il dr op SAMrul e drop 1
1. 251. 38. 193 Korea, Republic of 147.237.77.216 dover.idf.il dr op First packet isn't drop 1
77.211.32.23 Spai n 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77. 205 prisha.idf.il drop SAMrul e drop 1
52.28.32. 164 Ger many 147.237.76. 34 yohal an.i df .il dr op drop 1
180. 68. 158. 129 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
31.4.87.245 Spai n 147.237.77.216 dover.idf.il drop First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77.170 naar achot . i df . i | dr op SAMrul e drop 1
178.139.178.9 Spai n 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
213. 251. 158. 196 France 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
79.178. 26. 158 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
52.28.32.164 Ger nany 147.237.76. 148 gocenter. aka. i df .i | drop drop 1
180. 97. 106. 37 Chi na 147.237.8. 45 eeitan.idf.il dr op SAMrul e drop 1
39.121.195.1 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 15. 237 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 150. 44 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
77.209.41. 137 Spai n 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77. 176 nat pash. i df . i | dr op SAMrul e drop 1
47.58. 39. 152 Sai n 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
179.92.121. 137 Brazil 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
7.7.2.152 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
110. 10. 135. 225 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
79.182.32.116 | srael 147.237.77.170 naar achot . i df . il dr op Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77. 226 v chamat z. aka. i df . i | drop SAMrul e drop 1
58. 226. 185. 33 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
180. 97. 106. 162 Chi na 147.237.77. 234 hal ag.idf.il dr op SAMrul e drop 1
39.124. 148. 241 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176.13.16.7 | srael 147.237. 72. 166 aka.idf.il dr op First packet isn't drop 1
211. 49. 250. 129 Korea, Republic of 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80. 246. 136. 185 |[lIsrael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 302
79.177.235.124 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 33
2.53.45. 42 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 21
119. 128. 120. 221 |Chi na 147.237.77.216|dover. i df .l Ml tipl e Unaut horized URL Access from 119.128. 120. 221 B ock 17
121.33.191. 14 [China 147.237.77. 176 [mat pash. i df .i| |Miltiple Wauthorized URL Access from121.33.191.14 B ock 15
176. 13. 23. 83 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
46. 19. 86. 220 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 7
79.176.110. 224 |Israel 147.237.72. 156 |aman. i df . i | D stributed Suspicious Response Qode B ock 7
119. 128. 120. 221|Chi na 147.237.77.216|dover.idf .l Dstributed PHP At tenpt B ock 6
121.33.191.14 |China 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 6
79.179. 163. 225 |israel 147.237.72. 166 |aka. i df . i | m“;::riif?lﬁm ﬁfg::ﬁa;ﬁ“ os: vt ool . . | Bl ock 6
84.109.101. 42 [israel 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code Bl ock 4
77.138.25. 41 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df . i |/ nai n/ sachar/kl al i . aspx B ock 4
87.68.23. 116 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
80.246.138.49 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
109. 253. 132. 131|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
66. 249. 76. 83 I srael 147.237.77.216|dover.idf .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
213.151.35.212 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/giyus/ Bl ock 3
109. 253. 158. 142|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
77.138.25. 41 France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 77.138. 25, 41 B ock 3
109. 253. 197. 202|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
46. 19. 86. 42 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
207.46.13.109 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/atal 1/izkor/vi ew norei nf o. asp B ock 2
109. 253. 137. 25 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
84.108. 14.123 |lIsrael 147.237.72. 166 [aka. i df . i | Dstributed |llegal Byte Gde Character in URL B ock 2
207.46.13.149 |[United Sates [147.237.77. 216 [dover.idf.il mi';fbﬂtﬁilﬁﬁ Zi:)'rlzgﬂ ﬁmﬁﬁ;%” Bl ock 2
46. 19. 85. 32 | srael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mvde None

176. 13. 249. 135 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock
31.154.19.5 I srael 147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from31.154.19.5 B ock
2.53.3.55 I'sr el 147.237.77.233|at al . i df . i | el o zed R A:scs)s(s on Bl ock 1
192. 117. 49. 213 |Israel 147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock

109. 67. 161. 157 |l srael 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock

66.102. 9. 2 Wited Sates |147.237. 72. 166 [aka. i df . i | m;l'(;’“f ;d. iﬂa:;ihn‘;rrjozni? dﬁ;ﬂf?;{)}(mo‘m UL on Bl ock 1
31.154.19.5 I srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/inages/ 1. he/ sear chback. png B ock 1
213. 8.204.75 | srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul | et 1. gi f Bl ock 1
157. 55. 39. 97 Wited Sates [147.237.72.166|aka.idf .il Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
79.180. 152. 224 |[Israel 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
77.138.25. 41 France 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/mai n/ sachar/undefi ned B ock 1
91.194.238.31 |Wkraine 147.237.77.216|dover . i df . il Mal formed URL eywa. t ns-count er . ru: 443 B ock 1
192.169.7.223 |wited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ B ock 1
79.177.235.124 I srael 147.237.0.19  [nadi matal . i df i [ TRe Vo &t ?Z/igsg?ﬁ(;’r:efg'ji%;b' der 18t xt Last R i Bl ock 1
121.33.191. 14 |China 147.237.77. 176 |nat pash. i df . i|  [Lnauthorized UR. Access to www cogat.idf.il/index.asp B ock 1
87.69. 189. 92 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized Method for Known URL from 87.69. 189. 92 Bl ock 1
37.26.146. 155 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/main/ B ock 1
213.57.170.116 |[Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
176.13.12. 123  |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
79.183.16.88 [l srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
79.176.72. 86 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
46.19.86.106 | srael 147.237.77. 234 |hal ag. i df . i | 1D4§t ;'35”;;"1zgj‘:’ﬁg;';zflaglﬁﬁi 1(.)21i . Bl ock 1
91.194.238.31 |Wkraine 147.237.77. 216 |dover . i df . i | S8 tntraceabl e Gnnection - Frotocol viol ation None 1
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