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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
170. 110. 49. 15 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 42262
188. 6. 88. 156 Hungary 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 36341
112.148. 175. 64 Korea, Republic of 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 24692
17. 43. 140. 24 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 22632
112.183. 164. 101 Korea, Republic of 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 21922
179.117.121. 143 Brazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 16134
46. 19. 85. 59 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 40
82.80.78. 2 | srael 147.237.77. 226 ww chanat z. aka. i df . i | |B ack List drop 3
46.19. 85. 245 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2

116. 28. 75. 66 Chi na 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
61.52. 39.120 Chi na 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1

201. 130. 200. 137 Mexi co 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
178.118. 224. 210 Bel gi um 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1

140. 247.181. 177 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1

191. 195. 141. 42 Brazil 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1

123. 23. 246. 248 \i et nam 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1

73. 230. 89. 150 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
204.91. 23. 97 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
179.111. 110. 10 Brazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1

149. 6. 172. 17 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1

191. 197. 144. 95 Brazil 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
173.117.215. 125 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
125.111. 95. 138 Chi na 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
74.59. 142. 182 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1

5. 151. 208. 65 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
220.120. 16. 192 Korea, Republic of 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1

165. 10. 25. 76 South Arica 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1

199. 19. 214, 251 Canada 147.237.76. 176 test.ncore.idf.il B ack List drop 1
177.7.153. 213 Brazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1

139. 162. 193. 23 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
77.153.97. 77 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1

14. 34.57. 254 Korea, Republic of 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
167.135.118. 137 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Device Action ‘Count |
173.208.194. 114 |[Lhited Sates 147.237.76.30 |hi nush.idf.il| |20086: HITP. Mi ebl ackcat Security Scanner B ock 5
173.208.194. 114 |thited Sates 147.237.76.30 |hi nush.idf.il [20085. HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

109. 253. 209. 84 [147.237. 72. 166 |I srael aka. idf.il portscan: TCP D stributed Portscan 1
43.245.183. 109 |147.237.0.34 [l ndonesi a tikshuv. i df il ET SCAN NVAP -sS w ndow 4096 1
94.102. 48.195  |147.237. 77. 243 |Net her | ands nobi | e.idf il ET SCAN NVAP -sS wi ndow 1024 1
212.25.79.133  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.142.70.154 |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
91. 201. 236. 155 |[147.237.76.39 |Wraine mobi | e.neitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
201. 238. 202. 219|147. 237. 76. 198 |Chi | e e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.148. 183 [147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
89. 139. 204. 221 |[147.237. 72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
176.228.5.147  [147.237.72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
5.28.158. 192 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
89. 138. 154. 226 [147.237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.187.208 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
176.13.11. 83 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
84.229.70.251 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
2.53.164. 208 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
163. 172. 169. 150(147. 237. 77. 19 LKJ?i;:gom I aw forumidf.il ET SCAN NVAP -sS w ndow 1024 1
82.80.193.240 |[147.237.77. 216l srael dover. i df.il portscan: TCP D stributed Portscan 1
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
125.131.106. 92 [147.237.0.16 |7 FPPIIC oy yosher ravi i of i1 Potemti 2l Sean or Bute ForZe 1
77.125.45.5 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
110,34 66. 142|147 237 0.33 |Forea Repudlic | o ., ET 330N Behavi oral Unusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
46. 19. 86. 73 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
109. 67. 210. 243 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
43.245.183.109 (147.237.0.34 [Indonesia tikshuv. i df.il ET SCAN NVAP -sS w ndow 3072 1
212.25.84.200 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
91.201. 236. 155 |147.237.76.39 |lkraine mobi | e.neitav.idf.il [ET SCAN NVAP -sS w ndow 2048 1
208.170. 171. 141|147.237. 77. 216 |Wited Sates |[dover.idf.il portscan: TCP Distributed Portscan 1
37.26.149. 143  |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
91.201. 236. 155 |147.237.76.39 |lkrai ne nobi | e.nei tav.idf.il |ET SCAN NVAP -f -sS 1
176.228. 205. 53 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
31.168.106. 74  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
89.138.187.17 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
176.13.242.5 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
2.55.60. 98 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
87.69. 188. 6 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.53.183.215 147.237. 72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
173.208. 194. 114(147. 237.76.30 |Wited Sates |hinush.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
84.229.8.113 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.53.141. 220 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
161 18, 202. 210 |147. 237, 0.33 | ol orbi a il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80. 246.137. 93  |147.237.72. 166 | srael aka. idf.il portscan: TCP D stributed Portscan 1
112. 211. 66. 147 |147.237. 77. 216 |Phi | i ppi nes dover.idf.il Xenu Link S euth User Agent 1
46.116.53.9 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
196. 143. 219. 250 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't drop 49
46. 19. 86. 34 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 39
203.124. 31. 93 Paki st an 147.237.77. 216 dover.idf.il dr op First packet isn't drop 19
109. 253. 133. 123 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 14
2.55.15.228 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 10
46. 240. 250. 32 147.237.77. 216 dover.idf.il dr op First packet isn't drop 10
46. 19. 85. 248 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 9
46. 116. 205. 200 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 8
77.124. 243. 97 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 8
79. 176. 36. 185 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 8
109. 253. 206. 95 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 7
85. 65. 113. 216 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 6
2.55. 35. 240 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
37.19.123. 140 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
46. 19. 85. 13 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
84.229. 58. 128 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
109. 253. 141. 149 | srael 147.237.72. 167 ishurimaka.idf.il dr op Frst packet isn't drop 5
217.194.198. 104 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
2.53.132. 206 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
31. 168. 152. 244 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
109. 253. 139. 30 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
109. 253. 157. 187 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
192.117.147.3 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
213.8.123.9 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
213.57.111.28 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
37.46. 38. 166 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
87.70.52. 165 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i dr op drop 3
217.132.52. 47 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
2.53.22.178 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
5.102. 220. 6 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
41.33.232.66 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
77.124. 36. 153 I srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 2
77.124.49.52 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
77.127.6. 247 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
80.179. 118. 131 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
84.111. 60. 186 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
89.138.167. 103 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
109. 64. 139. 143 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 211. 55 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
109. 253. 231. 167 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
151. 236. 172. 143 Iraq 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
176. 13. 233. 43 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
193. 169. 70. 108 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
201. 159. 68. 38 Mexi co 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
204.245.7. 166 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
1.0.212. 250 Thai | and 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
1.0.224.57 Thai | and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
1.1.212. 208 Thai | and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
1.10. 229. 94 Thai | and 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
185.32.179. 178 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 128
46.19. 85. 35 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 115
176. 13. 23. 83 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 77
46.19.86.6 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 48
80.246.139.62 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 13
37.26.147.164 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 12
46.19.85.182  |Israel 147.237.77. 243 |nobi | e. i df . i | fblalngt o T?/F/es:czﬁ Lﬁgﬂgﬁ‘gﬁ;ﬁ%d in Bl ock 5
87.70.22.93 I srael 147.237.76.31 |nakchal .idf.il |Wauthorized HTTP Met hod B ock 5
81.218.40.194 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 4
79.181.191. 140 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Gode B ock 4
176.13.232.70 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 4
87.70.22.93 I srael 147.237.76.31 |nakchal .idf.il [Miltiple Uauthorized LRL Access from 87.70.22. 93 Bl ock 4
31.210.187.75 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 4
176. 13. 232. 197 |Israel 147.237.77.243|nobi [ e.i df . i | Ml ti pl e Uhaut horized URL Access from 176. 13. 232. 197 Bl ock 3
77.138.19.193 |France 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.138. 19. 193 Bl ock 3
80. 246. 130. 197 |l srael 147.237.77.216|dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 3
77.139. 154. 170 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for vww aka. i df . il /sachar B ock 3
82.166. 240. 200 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
176.13.232. 197 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
77.139.73.43  |France 147.237.72. 166 |aka. i df . i | m;&:?ﬁiwﬂ ;‘logéfﬁ; /'\\/?glggy;ﬁrp_*;”s%")‘(” R on Bl ock 2
81.218. 251. 252 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in LR B ock 2
37.26.149.131 |[Israel 147.237.77.243|nobi | e.i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 2
46.19. 86. 222 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
176. 13. 235. 220 |Israel 147.237.72.166 |aka. i df . i | DOstributed I11egal Byte Gbde Character in LRL B ock 2
79.141.163.13 |France 147.237.72. 166 |aka. i df . i | m;zﬂtdeﬁiwi‘; Z?L'n;ff’ m'\bt hod for Known LRL on Bl ock 2
109. 64. 5. 154 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode Bl ock
2.55.22.54 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

109. 67. 137. 250 |l srael 147.237.72. 156 [anan. i df . i | Too Many Cookies in a Request - 101 cooki es Bl ock 1
66.249.93.103 I srael 147.237.77. 216 |dover. i df . i | m”f gﬁri' |Z/ezd”:)fﬁ£f;r?jatj‘;x/ et erer gencybanner . aspx Bl ock 1
84. 95. 208. 20 I srael 147.237.77. 74 |lawidf.il Mul ti pl e Unaut hori zed LRL Access from 84. 95. 208. 20 B ock 1
2.55.35.240 |Israel 147. 237.77. 216 |dover . i df . i | Shaut gfr: Izleff b fgﬁ;sjt B et v, oS, asx Bl ock 1
176. 193. 59. 246 :Z:::t”i on 147.237.72. 156 [anan. i df . i | Uhaut hori zed Method PCST for list.ips.gov.il/ Bl ock 1
80. 246. 130. 172 |l srael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
77.138.115.17 |France 147. 237.72. 166 |aka. i df . i | V%\:\f ;L;L:td??iwmt :/osr;:;; /'\\fg‘\ggy;ﬂrp.};n;‘;‘(” UL on Bl ock 1
157.55.39. 150 |lhited Sates 147.237.76.31 |nakchal .idf.il [Unauthorized URL Access to 147.237.76. 31/ B ock 1
46.19.86.230  |[Israel 147.237.76.42 [refuah. idf il | (Mo S0 IO N e x1d550d3mymdS in LR Hock |1
194. 242. 168. 227 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wwwu aka. i df . i|/mai n/giyus/ sitemap. aspx B ock 1
79.179.96. 1 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php Bl ock 1
123.65.221.29 |China 147.237.77.216|dover. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
84. 95. 208. 20 I srael 147.237.77. 74 |lawidf.il PHP At t enpt B ock 1
2.55. 44. 244 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 1
185.32.179. 109 |Israel 147.237.72. 166 |aka. i df . i | mn;k":i ?Tﬁﬁ;b;gmfgmm 'n None 1
157.55.39. 245 |lLited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
46.105. 100. 183 |France 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/robots. t xt B ock 1
87.70.22.93 | srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/2/ Bl ock 1
207. 46. 13. 64 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
176. 13. 232, 197 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?rc;leef . t’;‘eggfﬁsemgtesn <t ohi 1 ddocument s/ 1568 Bl ock 1
131.253.25.229 |Uited Sates 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm Bl ock
77.138.19.193 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCBT for waw aka.idf.il/ishurinicityofficers/ Bl ock

84. 95. 208. 20 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www | aw i df.il/tenpl at es/ news/ pi wi k. php |B ock
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