08-30-2016-12:04:02 to 08-30-2016-13:04:02

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

1, 600+"

1, 200+"

800+"

Nunber
(6]
At acks

400+"

N
o . W A

o >
R\ X
® .6"@ {

Top Tar get

[Top Attackers |

M dover.idf.il

M nadi matal .idf.il

M aka.idf.il

M refuah.idf.il

M wwn chanmat z. aka. i df . i |

M ishurimaka.idf.il

[Matal.idf.il

MWaman.idf.il
navy.idf.il

M nakchal .idf.il

1, 500

M 105. 111. 101. 72

900- 84. 95. 208. 20
I 46. 19. 85. 66
46. 19. 86. 220
Numoer o0 Il 81. 218. 241. 25
Att(z\cks M 46. 19. 85. 238

Top Attackers

I 46. 19. 85. 35

M 84.95.54. 183
193. 43. 246. 250

M 204. 93. 180. 13




08-30-2016-12:04:02 to 08-30-2016-13:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
204. 93. 180. 13 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 129
2.53. 62. 251 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6
81.218. 241. 25 | srael 147.237. 76. 42 refuah.idf.il JLM Under Attack Con Htp drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
183. 60. 48. 25 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack_Con_Tcp drop 2
185.94. 111. 1 Russi an Federation 147.237.76. 199 e. nakchal .idf.il|B ack List drop 1
172. 82. 180. 106 Lhited Sates 147.237.76. 201 eatal.idf.il B ack List drop 1
82.80.78. 2 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
182. 247. 251. 34 Chi na 147.237. 76. 31 nakchal .idf.il |Back List drop 1
109. 226. 48. 32 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
80. 82. 77. 46 Net her | ands 147.237.76. 34 yohal an.idf.il |Back List drop 1
172. 82. 180. 106 Lhited Sates 147.237.76. 198 e.yohal an.i df.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |SgnaI ure Devi ce Action |Oount
108. 59. 8. 80 Lhited Sates 147.237.76. 31 nakchal .idf.il CL000074: HTTP. maj estic bot Per nit 2
108. 59. 8. 80 Lhited Sates 147.237.77. 176 nat pash. i df . i | C1000074: HTTP: naj estic bot Permit 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
105. 111. 101. 72 [147.237.77. 216 |A geria dover.idf.il ET VBB SERVER LA C Javascri pt DDoS | nbound 19
151.80.41. 177 |147.237.77.74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
185.120.126.3  |147.237.77. 216 |I srael dover . idf il portscan: TCP O stributed Portscan 1
2.53.4.73 147.237. 77. 216 I srael dover.idf.il  [portscan: TGP D stributed Portscan 1
80. 246. 139. 254 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
66.249. 93. 143  [147.237. 77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
109. 226. 14. 235 [147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
62.90. 131. 78 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
104. 214. 118. 150|147. 237. 76. 44 |Wnited Sates erefush.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
46. 19. 85. 190 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
104. 214. 118. 150|147. 237.76. 44 |Lhited Sates erefuah.idf.il |[ET SCAN NVAP -f -sS 1
46. 19. 85. 69 147.237.77. 216 |I srael dover . idf il portscan: TCP O stributed Portscan 1
87.68. 54. 59 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.8.82.156 147.237.77.176 chis;ii;ijan Territory. g pash. idf.il [ET SCAN NVAP - SA (2) 1
82.201. 140. 195 [147.237.77. 178 |Egypt e.natpash.idf.il|ET SCAN Potential SSH Scan 1
212.143.43.35 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
13.68.213. 73 147.237.8.14 |[Uiited Sates e.orchot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
82.201. 140. 195 [147.237.0.34 |Egypt tikshuv.idf.il |ET SCAN Potential SSH Scan 1
190,219, 61. 218|147 237 76. 42 |Panana cefuahidf ] ET SCAN Behavi oral Unhusual 'y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

2.53.58. 114 147.237.77. 216 |I srael dover . idf il portscan: TCP O stributed Portscan 1
82. 80. 62. 57 147.237. 77. 216 I srael dover.idf.il  [portscan: TGP D stributed Portscan 1
176.13. 240. 128 |147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
79.178. 5. 148 147.237.77. 216 |I srael dover . idf il portscan: TCP O stributed Portscan 1
128.139. 23. 170 |147.237.77. 216 |I srael dover .idf .i| portscan: TCP O stri buted Portscan 1
62.219. 153. 186 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
46.120. 245, 233 [147. 237.77. 216 || srael dover . idf il portscan: TCP O stributed Portscan 1
104. 214. 118. 150|147. 237. 76. 44 |Lnited Sates erefuah.idf.il |ET SCAN NMAP -sS wi ndow 2048 1
46. 19. 85. 136 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
89.138.97.104  [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
37.46.41.75 147.237. 77. 216 I srael dover.idf.il  [portscan: TGP D stributed Portscan 1
84.94. 199. 97 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
13. 68.213. 73 147.237.8.14 |Wited Sates e.orchot.idf.il |ET SCAN NMVAP -sS wi ndow 3072 1
212.235.110. 83 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
82.201. 140. 195 [147.237.76.30 |Egypt himsh.idf.il |ET SCAN Potential SSH Scan 1
194, 114. 146. 227|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
5.29. 240. 251 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
82.80.193.236  [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
105. 111. 101. 72 Ageria 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 79
84.95.54.183 | srael 147.237. 72. 167 ishurimaka.idf.il dr op Frst packet isn't drop 29
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 27
195. 160. 242. 40 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 19
95. 130. 88. 140 Pal estinian Territory, QGccupied 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 18
81.218.97. 44 | srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 14
46. 19. 85. 81 I srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 12
82.166. 42. 184 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
176. 13. 234. 159 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
46. 19. 86. 37 | srael 147.237.76. 42 refuah.idf.il drop Frst packet isn't drop 5
199. 203. 179. 99 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 5
46. 19. 86. 34 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 4
192.169. 7. 223 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il  |drop drop 4
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
176. 13. 14. 208 | srael 147.237.72. 156 anan. i df.il drop First packet isn't drop 3
46.19.85.8 | srael 147.237.0. 15 kosher-kravi.idf.il |dr op Frst packet isn't drop 3
84. 95. 208. 20 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
62. 0. 109. 190 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
122. 177. 220. 100 I ndi a 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
84.229.51. 128 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
212. 25. 84. 200 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
176.13.232. 70 | srael 147.237.0.19 nadi matal .idf.il drop Frst packet isn't drop 2
62.219.121.41 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
176. 13. 15. 39 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 2
77.138.159. 141 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
176. 13. 228. 168 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
109. 253. 142. 213 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
62.0.251. 201 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
31.168. 113. 62 | srael 147.237.76. 86 navy.idf.il drop Frst packet isn't drop 1
109. 253. 159. 63 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
82. 80. 140. 18 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
163. 172. 169. 150 Uni ted Ki ngdom 147.237.0. 35 akaws. i df . il drop drop 1
31.168.196. 176 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
109. 253. 192. 7 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
71. 6. 216. 56 Lhited Sates 147. 237. 0. 200 mu. i df il drop drop 1
216. 218. 206. 74 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
37. 26. 149. 164 | srael 147.237.76. 31 nakchal .idf.il dr op Frst packet isn't drop 1
176. 13. 243. 98 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
109. 253. 196. 211 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
46.121. 107. 61 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
109. 253. 136. 155 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
183.129. 160. 229  |Chi na 147.237.72. 14 dover.idf.il (ol d) drop SAMrule drop 1
109. 253. 223. 120 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
105.111.101. 72 |Ageria 147.237.77.216|dover. i df . il Aut onat ed Mul nerabi | ity Scanning V1 B ock 1459
46. 19. 85. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 229
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 135
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 88
46. 19. 86. 220 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 84
46.19. 85. 238 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 62
46. 19. 85. 35 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 29
84. 95. 208. 20 I srael 147.237.77. 226 ¥W\:/Y chamat z. aka. i d Mil tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 25
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . i O stributed PHP A tenpt B ock 10
84. 95. 208. 20 I srael 147.237.77. 226 ¥W\:AII chamat z. aka. i d O stributed PHP At tenpt B ock 8
2.53.177. 26 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 7
176. 13. 225. 220 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
80.246.133.79 |[Israel 147.237.77.216|dover.idf . il Ostributed Waut hori zed URL Access on ww i df.il/error. htm B ock 6
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df.il Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 5
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 5
80.178. 191. 251 |Israel 147.237.72.166 |aka. i df . i | g‘sl_ T;gi;fa;é;'o” zed Method for Known UR. from B ock 5
93.172.43. 14 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock
81.218.34.242 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR Access to v aka.idf.il/igrot/igeret honas/ B ock
80.178.191. 251 |Israel 147.237.72. 166 |aka. i df . i | m”;;:ri' dﬁjl /'\’ﬁ;jhn%ﬂ} ;\tsh;riri cati onservi ce. asm! get aut huser | 9K 3
81.218.241.25 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 81.218.241.25 B ock 3
109. 253. 198. 186|l sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 3
66. 249. 76. 83 I srael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to waw idf.il/error. htm Bl ock 3
46. 19. 85. 95 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
185.32.179. 42 |Israel 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 2
2.53.130. 158 I srael 147.237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Qode B ock 2
176.13.232.70 |Israel 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code B ock 2
81.218.241.25 |lIsrael 147.237.76.42 |refuah.idf.il Mil tipl e Unauthorized LRL Access from 81.218.241. 25 Bl ock 2
2.53. 149. 26 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
77.138.141. 4 France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df.il/nain/ kapat z/ B ock 2
46. 120. 36. 98 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
207.46.13.149 |Wnited Sates |147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on ww i df.il/error. htm B ock 2
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
46. 19. 86. 38 I srael 147.237.77. 243 |nobi | €. i df . i | ﬁ;ﬂt:‘?r&fsz , g‘eggfy‘isemztesn <t ohi | ddocunent &/ 1362 Bl ock 2
176. 13. 21. 57 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
77.139.130.26  |France 147.237.72. 166 |aka. i df . i | m;&:‘r;qiﬁ% :/0;;5:; Method for Knoun LR on B ock 2
82.80.129.8 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 2
79.182.105. 213 [Israel 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code B ock 2
77.138. 38. 84 France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for waww aka. i df.il/ishurindmain/ B ock 2
5. 28. 154. 213 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
176.13.23.161 |Israel 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code B ock 2
81.218.241.25 | srael 147.237.76.42 |refuah.idf.il \;Pjrwarrztf; ;ﬁ?i\gf?li f‘;isiog_s‘gb;zzz???ei;z o1 261000 2662. | pg Bl ock 1
77.138.48.145 |France 147.237.72. 166 |aka. i df . i | m ;L;’_“it;d_ iﬁ'}a#;ihn(;rrioif d';f;ﬂf?;g;xmom L on B ock 1
81.218.241.25 | srael 147.237.76.42 |refuah.idf.il \;Pjrwarrztf; ;ﬁ?i\gf?li f‘;isiog_s‘gb;zzz???ei;w o1 261000/ 3467, pg Bl ock 1
81.218.241.25 | srael 147.237.76.42 |refuah.idf.il \Z‘:rwar”;tf; ;yaﬁ"_?i\cfff"i I""; 'Siog_s";b;izleﬁ?fe';el o1 261000/ 3296, pg B ock 1
204.12.255.130 |Wited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www i df.il/wp-1ogin. php B ock 1
81.218.241.25 |israel 147.237.76.42 |refuah.idf.il mﬂtf; ;’;ﬁ’?i\gf‘_)z f‘;isiog_s";b;rsazleﬁ?fei;ﬂ o1 261000/ 2341, | pg B ock 1
37.26.146.220 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
81.218.241.25 |l srael 147.237.76.42 |refuah.idf.il magf; ;ﬁ?i\c’:ﬁ: f‘;isiog_s";b;iZZf?fei; i 2610001 3304 pg B ock 1
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