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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature Device Action |Count|

79.180. 114. 100 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 15
176.13.251. 6 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8
46.116.212. 113 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 7
204. 42. 253. 130 Lhited Sates 147.237. 76. 198 e.yohal an.idf.il |Back List drop 1
89. 248. 168. 21 Net her | ands 147.237.76. 44 e.refuah.idf.il |Back List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 42 refuah.idf.il B ack List drop 1
212.179. 64. 162 | srael 147.237.77.170 naarachot .idf.il |Back List dr op 1
109. 67. 17. 22 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 202 e halag.idf.il B ack List drop 1
176.13. 232. 70 | srael 147.237.0.19 nadi matal .idf.il|DOSS-SSL-A ear Text drop 1
199. 19. 214. 251 Canada 147. 237.76. 86 navy.idf.il B ack List drop 1
82. 145. 220. 185 Eur ope 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
46.120. 122. 219 147. 237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 9
79. 180. 188. 126 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 2
88. 249. 106. 23 147.237.77.121 Tur key e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.120. 122. 219 147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 1
84. 108. 5. 66 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
46.120. 122. 219 147.237. 76. 147 I 'srael chi nuch. aka. i df .i Xenu Link Seuth User Agent 1
82.81.47.121 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 138. 140 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
37.26.147. 190 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
5. 28. 158. 229 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
77.138.237.111 147.237.72. 166 France akaidf.il portscan: TCP O stributed Portscan 1
62.0.113. 48 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
92. 29. 68. 241 147.237.76. 38 Uni ted Ki ngdom eengitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 204. 245 147.237. 76. 86 Chi na navy. i df.il ET SCAN Potential SSH Scan 1
89. 138. 125. 46 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
50. 116. 123. 135 147.237.77. 227 Lhited Sates e. hanaz. i df .i | ET SCAN NVAP -sS w ndow 1024 1
87. 68. 43. 239 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.120. 122. 219 147. 237. 76. 200 I srael eitan aka.idf.il Xenu Link S euth User Agent 1
84. 94. 170. 66 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.120. 122. 219 147.237.76. 86 I 'srael navy.idf.il Xenu Link Seuth User Agent 1
81.218.0.2 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
37. 46. 41. 102 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.182. 120. 155 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
5. 255. 90. 133 147.237.8.50 Net her | ands e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.178. 108. 166 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.141. 186 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
62. 17. 146. 144 147.237.77. 216 United Ki ngdom dover.idf.il portscan: TCP DO stributed Portscan 1
188. 136. 144. 104 147.237.8. 45 Iran, Islamc Republic of eeitanidf.il ET SCAN NMAP -sS wi ndow 4096 1
58. 218. 204. 245 147.237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
89. 138. 187. 17 147.237.72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
82. 145. 220. 185 Eur ope 147.237.77. 216 dover.idf.il drop First packet isn't drop 106
84.95.54.183 | srael 147.237.72. 167 ishurimaka.idf.il dr op Frst packet isn't drop 96
82. 81. 142. 140 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 37
89. 108. 144. 115 Lebanon 147.237.77. 216 dover.idf.il drop First packet isn't drop 23
46. 19. 86. 66 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 11
62.0.207.1 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 11
62.0.212. 225 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 9
212.199. 70. 130 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 9
46. 133. 62. 162 Lkr ai ne 147.237. 72. 166 aka. idf.il drop First packet isn't drop 8
176.13. 14. 26 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
109. 253. 157. 16 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 6
79. 22. 250. 59 Italy 147.237. 72. 166 aka. idf.il drop First packet isn't drop 5
176.13.1. 218 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 5
81.218.97.44 | srael 147.237.72. 166 aka.idf.il dr op SAMrul e drop 5
62. 0. 212. 225 | srael 147.237. 72. 167 ishurimaka.idf.il drop First packet isn't drop 4
45, 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
46.18.21. 34 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
176. 13. 248. 86 | srael 147.237. 72. 166 aka. idf.il drop First packet isn't drop 3
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df il drop drop 3
37.76.199. 15 Pal estinian Territory, Qcupi ed 147.237.77. 176 nat pash. i df . il dr op Frst packet isn't drop 3
2.53.176. 168 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
93.172. 206. 4 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
2.55.147. 236 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
80. 246. 133. 150 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
212.179.21.194 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
68. 180. 230. 47 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
176. 13. 243. 53 I srael 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 2
46.18.21. 34 Pal estinian Territory, Qccupied 147.237.77. 176 nat pash. i df .i | dr op First packet isn't drop 2
87.69. 119. 194 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
176. 13.9. 118 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
212.76.125.53 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
37.76.199. 15 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
74.82.47.8 Lhited Sates 147.237. 0. 200 mu. i df.il dr op drop 1
176.13. 247.5 | srael 147.237. 72. 166 aka.idf.il drop First packet isn't drop 1
109. 253. 217. 237 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 238. 66 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
40. 77. 167. 29 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
163.172. 169. 150 Uni ted Ki ngdom 147.237.76. 34 yohal an.idf.il dr op drop 1
176. 13. 15. 39 | srael 147.237. 72. 156 anan. i df il drop First packet isn't drop 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
212.143.233. 95 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 243. 38 | srael 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il |drop First packet isn't drop 1
176.13.19. 134 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
37.26.148. 144 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
137.116. 71. 170 Lhited Sates 147. 237. 0. 200 mu. i df il dr op drop 1
85. 65. 105. 44 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
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176.13.232.70 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 78
5.28.187.97 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 21
112.254.97. 42 |China 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 112. 254, 97. 42 B ock 17
37.26.147.202 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut horized Method for Known URL from 46. 120. 122. 219 B ock 8
112.254.97. 42 |China 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 6
195. 160. 242. 40 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut horized URL Access from 195. 160. 242. 40 B ock 5
109. 65. 100. 172 |l srael 147.237.72. 156 |anman. i df . i | DO stributed Suspicious Response CQode B ock 5
46.19.85.5 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 5
216.244.66.242 |Lhited Sates [147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ show orumasp |B ock 4
176.13. 2. 253 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 4
176.13.243.38 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
77.139.104.27  |France 147. 237.72. 166 |aka. i df . i | m ;li(: L:t d?‘.’iwﬁ;.t :/Osr;czr?:r /'\”/?::\ggy;"irpl';ns%‘i” UL on B ock 3
46.19.85.9 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.176 |mat pash. i df .il  |Miltiple Unhauthorized UR. Access from 84.95.208. 20 B ock 3
217.194. 206. 30 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for waw aka. i df . i/ mai n/ gi yus/ general . aspx |B ock 3
46.19. 85. 123 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
37.26.148.254 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock 3
176.13.231.94 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 3
46. 19. 86. 148 I srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspici ous Response Gode Bl ock 3
77.139.102.129 |France 147. 237.72. 166 |aka. i df . i | m;&:ﬂtﬁiwiﬁ :f;;zﬁ:r Method for Knoun LRL on B ock 3
195. 160. 242. 40 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/sip_storagelfiles/ 0O/ B ock 3
2.55.190. 215 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.170. 51 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
46.133.133.179 |Wraine 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka.idf.il/matash/I ogi n/ B ock 2

Paraneter Type M ol ati on Repeat Password in

46. 19. 86. 64 I srael 147.237.77. 243 |nobi l e. i df . i | mobi | e. i df i |/ sachar/ changepasswor d B ock 2
2.53.179. 148 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Distributed PHP A tenpt Bl ock 2
46. 19. 86. 125 I srael 147.237.72. 166 |aka. i df . i | Dstributed Il11egal Byte Qode Character in URL Bl ock 2
185. 32. 179. 104 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
79.181.242.55 |[Israel 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt Bl ock 2
46.19. 85. 221 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
109. 253. 241. 179|1 sr ael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 2
84. 95. 208. 20 | srael 147.237.72.166 |aka. i df . i | Mil tiple Uhaut horized URL Access from 84. 95. 208. 20 B ock 2
212.199. 108. 138|l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
84. 95. 208. 20 I srael 147.237.77. 176 |[nat pash. i df .i| |Dstributed P Attenpt B ock 2
46. 19. 86. 37 | srael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Qpen Mde None 1
79.179.96. 1 I srael 147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to waw nakhal .idf.il/wp-1ogin. php B ock 1
77.138.224.2  |France 147.237.72. 166 |aka. i df . i | m ;i(:_ lft d?‘.’iw;f.t :logéfhe; /'\\fg,‘\ggy;oirp"?s‘;‘i" R on B ock 1
66. 249. 76. 81 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
85. 65. 165. 192  [Israel 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 1
84. 95. 208. 20 | srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
46.116.48.123 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/mai n/ mat ash B ock 1
193. 85. 169. 107 |Czech Republic |147.237.72. 166 [aka. i df.i | Unaut hori zed Method PCST for www aka. i df .il/mai n/giyus/ ki osk B ock 1
109. 253. 146. 251 |1 srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
66.249.93.215 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . il/matash B ock 1
212.117. 151. 114/ srael 147. 237.72.166 |aka. i df . i | tnknown Parameter _V EASTATEENCRYPTED in None 1

waw aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
178.63.101. 134 |Ger many 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to www i df.il/navy/ B ock 1
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