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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
176. 13. 14. 252 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 5
177.13.35.9 B azi | 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
185.94.111.1 Russi an Federation 147.237. 76. 38 eeneitav.idf.il |Back List drop 1
109. 67. 17. 22 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 42 refuah.idf.il B ack List drop 1
185.94. 111. 1 Russi an Federati on 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
144.76.7. 107 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 3
144.76. 7. 107 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

46. 19. 86. 208 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 65. 87. 93 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
42.159. 194. 163 147.237.0. 16 Chi na ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
217.132.74. 182 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
82.81.193. 82 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
31.168.21.121 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
201. 150. 38. 110 147.237. 72. 167 Mexi co i shurimaka.idf.il ET SCAN NVAP -sS w ndow 3072 1
79. 180. 221. 207 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.55. 16. 202 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
201. 150. 38. 110 147.237.72. 167 Mexi co ishurimaka.idf.il ET SCAN NVAP -f -sS 1
77.138.38.219 147.237.72. 166 France akaidf.il portscan: TCP O stributed Portscan 1
185. 3. 147. 127 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.53.21.9 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 93. 25 147.237.72. 166 Eur ope akaidf.il portscan: TCP O stributed Portscan 1
176. 13. 224. 230 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
52.16. 5. 197 147.237.77. 216 I'rel and dover.idf.il portscan: TCP O stributed Portscan 1
125. 122. 20. 128 147.237.72. 166 Chi na akaidf.il portscan: TCP O stributed Portscan 1
46.120. 122. 219 147.237.77. 216 I srael dover.idf.il Xenu Link S euth User Agent 1
119. 188. 132. 58 147.237.0. 16 Chi na ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
46.117. 186. 70 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 65. 142. 206 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
42.159. 194. 163 147. 237. 76. 86 Chi na navy. i df.il ET SCAN Potential SSH Scan 1
84. 94. 64. 100 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.26.148. 128 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
213.8.204. 75 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 179. 199. 249 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.28.142. 68 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
201. 150. 38. 110 147.237. 72. 167 Mexi co i shurimaka.idf.il ET SCAN NVAP -sS w ndow 2048 1
79. 180. 12. 89 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
185. 32. 179. 211 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
2.53.28. 155 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
68. 180. 228. 29 147.237.72. 166 Lhited Sates akaidf.il portscan: TCP O stributed Portscan 1
176. 13. 237. 133 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
66. 249. 76. 106 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
141. 226. 145. 245 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.120. 174. 29 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
119. 188. 132. 58 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
46.117.212. 102 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 220. 71 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Signature |I\/Essage Devi ce Action |Oount |
212. 25. 84. 200 I srael 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 33
100. 100. 180. 100 147.237.72.166 |aka.idf.il drop First packet isn't SWN drop 14
195. 62. 68. 228 Bel gi um 147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 10
62. 0. 225. 254 I srael 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 9
46. 19. 86. 182 | srael 147.237.76. 42 refuah.idf.il drop First packet isn't SWN drop 7
46. 19. 86. 12 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 7
5.107.177. 148 Lhited Arab Emirates |147.237.77.176 |natpash.idf.il dr op First packet isn't SN drop 6
192. 169. 7. 223 Lhited Sates 147.237.76.148 |gqcenter.aka idf.il |dr op drop 4
109. 253. 193. 196 [l srael 147.237.0.19 nadi matal .idf.il dr op First packet isn't SYN drop 4
59. 56. 69. 195 Chi na 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4
46.19. 86. 17 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 4
212. 143.142.56 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 3
46. 19. 86. 230 I srael 147.237.76. 86 navy.idf.il dr op First packet isn't SN drop 3
77.126.12. 26 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 3
176. 13. 236. 209 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 3
176. 13. 236. 209 I srael 147.237.77.243 |nobile.idf.il dr op First packet isn't SN drop 3
109. 253. 206. 4 | srael 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 3
176.13. 21. 104 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 3
156. 205. 199. 204 |Egypt 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 2
77.138.52. 97 France 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
109. 253. 211. 120 [l srael 147.237.72.166 |aka.idf.il dr op First packet isn't SYN drop 1
176. 13. 224. 194 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't SN drop 1
109. 253. 132. 4 | srael 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 1
109. 253. 211. 231 [l srael 147.237.72.166 |aka.idf.il dr op First packet isn't SYN drop 1
62. 90. 66. 240 I srael 147.237.72.166 |aka.idf.il dr op First packet isn't SN drop 1
176. 13. 224. 244 | srael 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 1
109. 253. 212. 214 [l srael 147.237.72.166 |aka.idf.il dr op First packet isn't SYN drop 1
109. 253. 198. 102 |l srael 147.237.72.166 |aka.idf.il dr op First packet isn't SN drop 1
46. 116. 45. 154 | srael 147.237.72.166 |aka.idf.il dr op Mrtual defragnentation error: Tineout drop 1
195.113.82. 72 Czech Republic 147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 1
184. 105.247.230 |lhited Sates 147.237.76. 148 |gacenter.aka idf.il [drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
185. 32.179. 103 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 62
109. 253. 193. 1961 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 48
81.218.241.25 |Israel 147.237.77.234|hal ag. i df . il Ml tipl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 28
194. 90. 99. 193 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock 16
185.89.217.225 |Netherlands [147.237.0.19 |madi matal.idf.i[Dstributed Suspicious Response Qode B ock 14
185.89.217.235 |Netherlands  |147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 13
194.90. 99. 193  |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut horized URL Access from 194. 90. 99. 193 B ock 12
185. 89.217. 227 |Netherlands [147.237.0.19 |madi matal.idf.i[Dstributed Suspicious Response Qode B ock 10
185. 89.217.232 |Netherlands  |147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 10
185. 89. 217. 226 |Net her| ands 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
109. 64. 186. 114 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 6
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 6
185. 89. 217. 233 |Net her| ands 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
185.89.217.229 |Netherlands [147.237.0.19 |madi matal.idf.i[Dstributed Suspicious Response Qode B ock 6
. . - Dstributed Paraneter Type Mol ation on nobile.idf.il/sachar/login
176. 13. 236. 209 |l srael 147.237.77. 243 |nobi l e. i df . i | par amet er_Passwor d B ock 6
. . Unaut hori zed Met hod PCST for
77.139. 125. 29 Fance 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / nai 1/ sachar / vi ewpaysl i p. aspx Bl ock 4
185.89.217.230 |Netherlands |147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 4
119.73.170. 114 |S ngapore 147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known URL on B ock 4
wwy aka. i df . i |/ mai n/ sachar/ vi enpaysl i p. aspx
185. 89.217. 224 |Netherlands  |147.237.0.19 |madi matal.idf.i|Dstributed Suspicious Response Code B ock 4
. . . lUhaut hori zed URL Access to
212.179.21.194 |l srael 147.237.0.19 |nadimatal .idf.i naci matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 4
37.26.148.173 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185.89.217.231 |Netherlands  |147.237.0.19 |[madi matal.idf.i|Dstributed Suspicious Response Code B ock 3
91.199. 69. 254 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 91.199. 69. 254 B ock 3
185.89.217.234 |Netherlands [147.237.0.19 |madi matal.idf.i[Dstributed Suspicious Response Qode B ock 2
. . Unaut hori zed URL Access to
2. 55. 62, 224 | srael 147.237.72.166 |aka. i df . i | wwy aka. i df . i |/ mai n/ kapat z/ ci t ezencont act . aspx Bl ock 2
. . D stributed Unaut hori zed Method for Known URL on
80. 179. 33. 231 I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / nai 1/ sachar/ vi ewpaysl i p. aspx Bl ock 2
177.13.35.9 Brazil 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to www i df . il/navy/ B ock 2
77.138.69.54  |France 147. 237.72. 166 |aka. i df . i | Distributed thauthorized Mthod for Known LRL on B ock 2
wav aka. i df . i |/ mai n/ sachar/ popups/ nar ki vsachar . aspx
46.120.38.133  |[Israel 147.237.72. 156 |anan. i df . i | D stribut ed Suspi ci ous Response Code B ock 2
81. 4. 164. 22 oyprus 147. 237. 72. 166 |aka. i df . i | Dstri bu_t ed_Lhau_t horized Method for Known URL on B ock 2
wwy aka. i df . i1/ nai n/ sachar
2.53.27.53 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 2
185. 120. 125. 57 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to vwwe aka. i df.il/main/ B ock 2
185.32.179. 121 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185.89.217.228 |Netherlands [147.237.0.19 |madi matal.idf.i[Dstributed Suspicious Response Qode B ock 2
80.178.208. 188 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
84.108.78.213 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
62. 0. 70. 140 I srael 147.237.77. 74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/163-7596- en/ B ock 1
. . O stributed Unaut hori zed Met hod for Known URL on
119. 73.170. 114 |9 ngapor e 147.237.72. 166 [aka. i df . i | v aka, i df i1/ i n sachar B ock 1
66. 249. 76. 106 L srael 147.237.72. 166 |aka. i df . i | Unknown 'Par :?met e_r cat | d\ u003d59116\ u0026pageNum u003d3 in None 1
wawv aka. i df . i |/ edi ml yoman/ yonan. asp
87.71. 46. 250 I srael 147.237.77.216|dover.i df . i | Lhaut hori zed URL Access to wa i df.il/wp-1ogin. php B ock
84. 95. 208. 20 | srael 147.237.72. 156 |anan. i df . i | PHP At enpt Bl ock
. . Paraneter Type M ol ation ct| 00$Cont ent P acetbl der 1$t xt Last Nane i n
46.19.85.161 [l srael 147.237.76.42 |refuah.idf.il Wi ref ua. at al i df i 1/ 1518- he/ ref uah. aspx Bl ock 1
85. 64. 85. 156 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. i df.il/mai n/ sachar/undefi ned B ock
66. 249. 76. 70 I srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v idf.il/.well-knowy assetlinks.json Bl ock
. . Unaut hori zed URL Access to
81.218.241.25 |lIsrael 147.237.77.234|hal ag. i df . il v | ogi st cs. atal i f.i1/sip storagel fil es/ O/ si ze100x0/ 2160. | pg Bl ock 1
79.178.142. 165 |lsrael 147.237.77.216|dover. i df .i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
66.249.76. 117 |l srael 147.237.72.166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
91.115. 168. 159 |Austria 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df .il/ishuri B ock 1
84. 95. 208. 20 | srael 147.237.76.86 [navy. idf.il Ml tipl e Uhaut hori zed URL Access from 84. 95. 208. 20 B ock 1
77.138.69.54  |France 147.237.72. 166 |aka. i df . i | Distributed thauthorized Mthod for Known LRL on Bl ock 1

ww aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx
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