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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
79.179. 51. 142 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
209. 126. 136. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il|B ack List drop 1
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack forward 1
176. 13. 238. 103 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1




08-30-2016-08:04:00 to 08-30-2016-09:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Oount

77.248.12. 153 Net her | ands 147.237.77. 74 lawidf.il [14331: HITP. Suspicious User-Agent (M Session) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
46.120.122. 219 |147.237.77. 170 |l srael nearachot.idf.il |Xenu Link S euth User Agent 3
46.120.122.219 |147.237.72. 166 I srael aka.idf.il Xenu Link Seuth Wser Agent 3
46.120.122. 219 |147.237.77. 216 |l srael dover.idf.il Xenu Link Seuth User Agent 2
46.120.122.219 |147.237.76.86 |[Israel navy.idf.il Xenu Link Seuth User Agent 2
2.53.19.75 147.237.77. 216 |I srael dover . idf.il portscan: TGP D stributed Portscan 1
109. 67.52. 179  |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
46.227.67.172  |147.237.76. 201 |Sweden e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.8.27 |Netherlands  |e.nadimatal.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
46.120. 168. 186 [147.237.72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
89. 138. 186. 218 |147.237.72. 166 | srael aka.idf.il portscan: TGP D stributed Portscan 1
85. 64. 69. 54 147.237.77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
213.57.237.200 |147.237.77.216|lsrael dover.idf.il portscan: TCP D stributed Portscan 1
84.108. 67.251 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
201. 238. 202. 219|147. 237. 72. 156 |Qhi l e anan. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
46.19. 86. 77 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
82.80.128. 8 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
185.3.147.195 |147.237.77. 216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
37.26.147.222 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.181.23.203 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
176.144.99. 89 |147 237 8.50 | ance o tikshu. i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
31.154.29. 98 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.177.197. 168 |[147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
5.29.77.59 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
141. 226.218. 12 [147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
77.138. 153. 187 |147.237.72. 166 |France aka idf.il portscan: TGP D stributed Portscan 1
109. 66. 130. 49  |147.237. 77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
46.227.67.172  [147.237.76. 199 |Sweden e.nakchal .idf.il [ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.8.14 |Netherlands  |e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
89. 138. 105. 207 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
84.109. 224. 181 |147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 255 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
207.232.36.85 |[147.237.77.216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
82.81.142.140 |147.237.72.166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
185.32. 179. 249 |147.237. 72. 166 |I srael aka idf.il portscan: TP D stributed Portscan 1
46. 19. 85. 175 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
81.218. 89. 58 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.0.19 |China nadi matal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
37.26.147.156  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.178.56.203 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.102. 254.249  |147.237.72. 166 |l srael aka idf.il portscan: TGP D stributed Portscan 1
155, 229. 160. 211|147, 237. 72. 166 |Lhited Sates |aka.idf.il portscan: TCP D stributed Portscan 1
79.177.157. 175 |147.237.72.166 | srael aka idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
195. 160. 242. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 62
62. 0. 225. 254 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 18
62.0.212. 209 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 10
62. 0. 225. 254 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 6
176. 13. 21. 104 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
185. 120. 126. 39 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 3
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i | dr op drop 3
109. 253. 140. 35 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
109. 253. 198. 102 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
77.138.52.97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
199. 203. 130. 254 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
82. 166. 22. 65 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 186. 94. 54 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 2
183. 129. 160. 229 Chi na 147.237.77. 227 e hanaz.idf.il dr op SAMrul e drop 1
176. 13. 238. 163 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 140. 169 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77. 233 atal .idf.il dr op SAMrul e drop 1
109. 253. 209. 62 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
80. 178. 208. 188 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 245. 30 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 143. 85 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 217. 115 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
176. 13. 250. 136 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 192. 90 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
176. 13. 251. 21 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 253. 194. 149 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
62.128. 48. 50 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
176. 13. 224. 244 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1




08-30-2016-08:04:00 to 08-30-2016-09:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.26.149.141 |lIsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 159
37.26.149.165 |[Israel 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 80
185. 32. 179. 103 |I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 34
46.19.85.208  |Israel 147.237.77. 243 |nobi | . i df . i | E;;Tie?ired%?sﬁtder Type Mol ation on nobile.idf.il/sachar/login B ock 21
77.126.63.176 |[Israel 147.237.77.243|nobi l e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock

62.90. 143.206 |l srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Qode Bl ock

176. 13. 235. 237 |Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock

109. 253. 134. 1521 sr ael 147. 237.77. 243 |nobi | e. i df . i | Ezmtt ie:jf_T?'f’fs\gcﬂaft/i;’;nogg’;aifﬁsiwd n Bl ock 3
109. 253. 193. 196l srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
66. 249. 76. 83 I srael 147.237.77.216|dover . i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 3
77.139.181.192 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for aka.idf.il/main/ sachar B ock 2
185. 89. 217. 226 |Net herl ands 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
185. 89. 217. 235 |Net her| ands 147.237.0.19 |nadimatal .idf.il [DOstributed Suspicious Response Qode B ock 2
37.26.147.173 |[Israel 147.237.72. 166 |aka. i df . i | m“;g’ﬁ 'd:e,d | ,'\:;j *;‘,"iaﬁfa’i?vf. (:;:/\paysl i p. aspx B ock 2
185. 89. 217. 227 |Net her| ands 147.237.0.19 |madimatal .idf.il |[DOstributed Suspicious Response Code B ock 2
46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 46.120. 122,219 [B ock 2
66.249.81.218 |[Israel 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 2
185. 89. 217. 232 |Net her| ands 147.237.0.19 |madimatal .idf.il |[DOstributed Suspicious Response Code B ock 2
185. 89. 217. 225 |Net herl ands 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Code B ock 2
84.229.57.151 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df . il/sachar/ B ock 1
185. 89. 217. 234 |Net her| ands 147.237.0.19 |madimatal .idf.il |[DOstributed Suspicious Response Code B ock 1
176.13.14.189  [Israel 147.237.77.234|hal ag. i df . i | i;t ;'33‘“7‘;‘1zégﬁ?gggsfiiat’:a/ﬁﬁs; l‘_”;}i . B ock 1
66.249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | Lhknown Paranet er docid in v aka. i df.il/kanhar/klali/default.asp None

46. 19. 85. 202 I srael 147.237.76.86 |navy.idf.il Unknown HTTP Request Method Syogzei hpl gdio in URL B ock

109. 253. 129. 1501 sr ael 147.237.72. 166 |aka. i df . i | ma';fge: d';e_"’i‘(: /C:;jy n/\'l;’(':?ai;’pegii et o zard st ep3, aspx None 1
2.53.175. 88 I 'srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwy aka. idf.il/main/ Bl ock 1
207.46.13.109 |lnited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.i|Mitiple Unauthorized URL Access from 84. 95. 208. 20 B ock 1
75.82.146.1 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for waw aka. i df.i |/ mai n/ hone/ def aul t . aspx |Bl ock 1
138. 134.192. 10 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod CPTIONS for wwwu aka. i df.il/sip_storage/files/7 [B ock 1
84.229.59.155 [israel 147.237.76.42 |refuah.idf . 237 76, 45, 1519- ol of cane s Bl ock 1
37.26.149.141 |[Israel 147.237.0.19 |madimatal .idf.il [Mitiple Untraceabl e SSL Sessions from37.26.149. 141 (Cpen Mde) None 1
79.176.119.128 [Israel 147.237.77.243|nobi l e.idf . i | D stributed Suspici ous Response Code B ock 1
66.249.81.212 |lIsrael 147.237.77. 216 |dover.i df.i D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
84. 95. 208. 20 I srael 147.237.77.74 |lawidf .il PHP At t enpt B ock 1
138. 134.192. 10 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip storagelfiles/ 7/ B ock 1
66.249.65. 182 I srael 147.237.76.42 [refuah.idf.il ﬂ;uzt;?(.)r?lG.zigshLR{;\refilchiS:ntts?:ri pts/scroller/jquery.jcarousel .js B ock !
85. 64. 144. 223 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il./favicon.ico B ock
37.26.149.141 |Israel 147.237.0.19 |madimatal .idf.il [SSL Wntraceabl e Connection - Cpen Mde None

192. 115. 177. 2021 srael 147.237.72. 166 |aka. i df . i | mnsg iE?T ?ﬁ;;rn/;\!hﬁﬁiméz;& None 1
79.177.176.185 |[Israel 147.237.77.243|nobi l e.idf . i | D stributed Suspici ous Response Code B ock 1
176.13. 247. 244 |Israel 147.237.77. 234|hal ag. i df . i | ?;t rz'ssmgd2;27:‘;:3;';2?@%/@?5?5; fr;i . B ock 1
66.249.81.215 |[Israel 147.237.77.216|dover.idf .l D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
109. 253. 146. 2511 sr ael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Gode Bl ock 1
84.95. 208. 20 I srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | awidf.il/tenpl ates/ news/ piwvi k. php |Bl ock 1
37.26.148.231 |[Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1517- he/ at al . aspx B ock 1
77.139.40.63  |France 147.237.72. 166 |aka. i df . i | mt;; ;‘:t d?f’i wg:;h';’” zed Method for Known URL on B ock 1
185. 89. 217. 229 |Net her| ands 147.237.0.19 |nadimatal .idf.il [DOstributed Suspicious Response Qode B ock

157. 55. 2. 159 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
66.249.73.219 I srael 147.237.77. 176 |nat pash. i df . i | muégg; Z.eéjfﬁaﬁﬁiffieﬁﬁn ol peges! i ki gl . 2 B ock 1
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