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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address | site |Signature  |Device Action  |Count |
82.80.78.2 | srael 147.237.77.176 nat pash. i df . il B ack List drop 2
109. 64. 147. 8 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
79. 180. 242. 95 | srael 147.237.77. 234 hal ag.idf.il B ack List drop 1




08-30-2016-07:04:08 to 08-30-2016-08:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
149. 202. 48. 176 France 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 5
149. 202. 48. 176 France 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2




08-30-2016-07:04:08 to 08-30-2016-08:04:08

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122. 219 |147.237.72. 166 (I srael aka.idf.il Xenu Link Seuth User Agent 12
46.120.122.219 |147.237.77. 216 I srael dover.idf.il Xenu Link S euth User Agent 2
46.120. 122. 219 (147.237.77. 170l srael n@ar achot . i df .i | Xenu Link Seuth User Agent 2
66. 249. 93. 16 147, 237. 77. 226 |Eur ope wan chamat z. aka. i df . i | |ET SCAN NVAP - sA (2) 2
197. 211. 244. 181(147. 237. 0. 200 |Zi nbabwe . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
58.218. 204. 245 |147.237.76. 148 |thi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
116. 12. 175. 233 |147. 237. 72. 167 |S ngapor e i shurimaka.idf.il ET SCAN NVAP -sS w ndow 3072 1
50.116.123.135 |147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 131. 236|147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
91.224.160. 106 |[147.237.76.42 |[Netherlands refuah.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237.0.16 |[Netherlands  |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
5.28.187. 177 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
82. 165. 133. 137 |147. 237. 76. 202 |Ger nany e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
82.165. 133. 137 [147.237.0.33 |Ger many idf.il ET SCAN Potential VNC Scan 5900- 5920 1
217.118.23.124 |147.237.72. 156 |Ger many anan. i df.il ET SCAN NVAP -sS w ndow 1024 1
79.178.170.69 |147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
197. 211. 244. 181(147. 237. 0. 200 |Zi nbabwe . i df . i | ET SCAN NVAP -sS wi ndow 4096 1
66.249. 93. 13 147, 237. 77. 226 |Eur ope waw chanat z. aka. i df .i1 [ET SCAN NVAP -sA (2) 1
190. 147. 75. 207 [147.237.8.28 |Col onbi a e.nobi | e-ks. i df .il ET SCAN Behavi oral thusually fast inbound Tel et Connect i ons, 1
Potential Scan or Brute Force
58.218. 204. 245 [147.237.76.34 |China yohal an. i df . il ET SCAN Potential SSH Scan 1
116. 12. 175. 233 |147. 237. 72. 167 |S ngapore i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.227.67.172 |147.237.0.16 |Sweden ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 [147.237.77.179|Netherlands  |e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.160. 106 |147.237.76.38 |[Netherlands |e.eneitav.idf.il ET SCAN Potential SSH Scan 1
5.102. 253. 31 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
84.108.50.179  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
2.53.17. 229 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
82.165. 133. 137 |147.237.76.30 |Ger many hi nush. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
82.165.133. 137 [147.237.0.19 |Ger many madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
201.38.68.132 |[147.237.0.35 |Eazil akaws. i df .i | ET SCAN NMAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
37.60. 148. 16 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
37.60. 148. 16 Pal estinian Territory, Qcupi ed 147.237.77.176 nat pash. i df . il dr op First packet isn't drop 6
192.169. 7. 223 Lhited Sates 147. 237.76. 148 gocenter. aka.idf.il |drop drop 5
46. 19. 85. 81 I srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 4
194.58. 75. 34 Russi an Federation 147.237.77.176 nat pash. i df . il dr op Frst packet isn't drop 3
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
37.232.111. 149 Georgi a 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 3
85. 130. 183. 197 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
95. 35.138. 67 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 2
194. 58. 75. 34 Russi an Federation 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
176. 13. 21. 195 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't drop 2
85. 130. 183. 197 | srael 147. 237.76. 42 refuah.idf.il drop First packet isn't drop 2
141.212. 122. 126 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il  |drop drop 1
176. 13. 241. 16 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
109. 253. 197. 178 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
62. 0. 197. 205 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
169.229.3.91 Lhited Sates 147.237. 72. 217 e.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77. 243 nobi le.idf.il drop SAMrul e drop 1
109. 253. 198. 223 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
66. 249. 64. 19 | srael 147.237.0. 33 idf.il dr op drop 1
176. 13. 11. 249 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
109. 253. 131. 51 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
184. 105. 247. 232 Lhited Sates 147.237.0. 200 mu. i df il dr op drop 1
109. 253. 203. 2 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
85. 114. 108. 65 Pal estinian Territory, Qccupied 147.237.0. 33 idf.il drop drop 1
109. 253. 139. 107 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
188. 161. 150. 114 Pal estinian Territory, Qcupied 147. 237. 0. 200 mu. i df il drop drop 1
141.212. 122. 125 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il  |drop drop 1
213. 6. 148. 130 Pal estinian Territory, QGccupied 147.237.0.35 akaws. i df .il drop drop 1
176. 13. 225. 166 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
109. 253. 194. 194 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 229. 136|I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 65
176.13.0. 172 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 14
46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 46. 120. 122. 219 Bl ock
2.55. 52, 230 I 'srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
. . . Paraneter Type M ol ati on NewPassword in
109. 253. 135. 174/l srael 147.237.77.243|nobi l e.idf . il nobi | e. i df i | / sachar/ changepassvor d B ock 4
37.46.41. 194 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.53.170. 255 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
93.172.246.194 |[Israel 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185. 32.179. 103 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
37.26.147.197 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.216|dover.idf .l Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 2
79.177.239.233 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 79. 177. 239. 233 Bl ock 2
77.138.211.194 |France 147.237.72.166|aka. i df . i | Unhaut hori zed Method PCST for waw aka. i df . il /gi yus/ kadat z/ B ock 1
192.169.7.223 |Wited Sates |147.237.76.42 |refuah.idf.il Unaut hor i zed Met hod HEAD for 147.237.76. 42/ B ock 1
. . Unhaut hori zed URL Access to
66. 249.65. 19 I srael 147.237.76.42 [refuah.idf.il wan refua. atal . idf.il/tenpl at es/ shared/ user cont rol s/ navnenu/ undef i ned Bl ock !
91.199. 69. 254  [Israel 147.237.72. 166 [aka. i df . i | Lhknown Par anet er sbredirect in vww aka.idf.il/mai n/ sachar/ None
79.180.242.95 |[Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul l et 1. gi f  |B ock
66. 249. 85. 51 | srael 147.237.77.216|dover. i df .il D stributed Uhaut hori zed UR. Access on waww i df.il/error. htm B ock
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
141. 226.218. 12 |l srael 147.237.72. 166 |aka. i df . i | aka. i df .i |/ mai v sachar/ pi r sumeynof et . aspx None 1
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . i PHP At t enpt B ock
77.139.34.200 |France 147.237.72.166|aka. i df . i | Unhaut hori zed Method PCST for www aka. i df .il/nmain/snalindsmalimaspx |B ock
. . D stributed Unaut hori zed Method for Known URL on
195. 167. 10. 2 G eece 147.237.72. 166 |aka. i df . i | vy aka. i df . i | / mai n/ sachar / vi ewpays! i p. aspx B ock 1
66.249.76.112 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. i df.il/minain/giyus/ general .aspx |B ock 1
. . Distributed Lhaut hori zed URL Access on
91.227.71.250 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka, i of i1/ i sachar/ undef i ned B ock 1
79.181.23.203 [Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
] . O stributed Uhaut hori zed URL Access on
66. 249. 93. 82 I srael 147.237.77.234|hal ag. i df . i | 147. 237, 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . Unaut hori zed Met hod HEAD for
148.251.2.180 |Ger many 147.237.72. 166 [aka. i df . i | vowv aka. i of . i1/ turi i asp/ di spl ayonesol di er . asp Bl ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover.idf.il Unaut hori zed URL Access to v idf.il/tenpl ates/articlel piw k. php B ock 1
77.139.87.71 France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for vy aka. i df . i/ mai n/ sachar B ock 1
’ . . Unaut hori zed Met hod PCST for
204.79.180. 174 |Uhited Sates [147.237.72.166|aka.idf.il vaw aka i o i 1/ il ui it enpl at es/ hone. asp B ock 1
. . Unaut hori zed URL Access to
66.249.76.116 |Israel 147.237.77. 216 |dover . i df . i | 147, 237. 7. 216/ 1133- 22805- he/ i df gdover . aspx Bl ock 1
79.181.59.162 |l srael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to wanidf.il/https:/vwnidf.il/ Bl ock 1
77.138.78.39 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df . i |/ nai n/ sachar/kl al i . aspx Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.120.238.81 |Israel 147.237.72. 166 |aka. i df . i | vow aka. i df .i |/ nai v sachar/ nai | box. aspx None 1
84.111. 244.200 |lsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Distributed Lhaut hori zed URL Access on
213.57.183. 133 |[Israel 147.237.72. 166 |aka. i df . i | v aka, i df i1/ i sachar/ undef i ned B ock 1
66. 249. 85. 41 I srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wawnidf.il/error.htm Bl ock 1
24.232.179.138 |Argentina 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka. i df . il/sites/ hone/ def aul t. asp B ock 1
79.183.88.149 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.138.207.94 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df . i |/ sachar B ock 1
] . O stributed Uhaut hori zed URL Access on
62.219. 195. 139 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
85. 64. 144. 11 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock
79.177.239. 233 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wwwy aka. i df . i/ mai n/ gi yus/ | ogi n. aspx B ock 1
66. 249. 85. 46 I srael 147.237.77.216|dover. i df .i | Ostributed Wnhaut hori zed URL Access on ww i df.il/error. htm Bl ock 1
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