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|Top Attackers | n DDoS- Def ence |
Attacker Address

|Attacker Country |Target Address | site |Signature  |Device Action |Count |
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 4
93. 158. 200. 97 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 105 Chi na 147.237.77.74 lawidf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 4
151. 80. 158. 97 France 147.237.77. 216 dover.idf.il [24910: HITP. Python urllib User-Agent Header Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address A(;)tua:;kre; Signature

46.120.122. 219 |147.237.72. 166 (I srael aka.idf.il Xenu Link Seuth User Agent 11
46.120.122. 219 |(147.237.77. 170l srael n@ar achot . i df . i | Xenu Link Seuth Wser Agent 8
46.120. 122. 219 (147.237.77. 216 |l srael dover.idf.il Xenu Link Seuth User Agent 2
163. 172. 169. 150{147. 237. 0. 16 LKJ?ir:;gom ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
142.54.191. 210 |147.237.77.170|lhited Sates |mmarachot.idf.il ET SCAN NVAP -sS wi ndow 2048 1
120.26.213.39  [147.237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1

Potential Scan or Brute Force

142,54, 191. 210 |147.237.77.170|thited Sates |nmarachot.idf.il ET SCAN NVAP -sS wi ndow 3072 1
142. 54, 191. 210 |147.237.77.170|Wited Sates |mmarachot.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
93.172.212. 63 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 6
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 5
109. 253. 221. 205 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 4
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i | dr op drop 4
109. 253. 213. 39 | srael 147.237.77. 243 nobi le.idf.il dr op Frst packet isn't SN drop 4
176. 13. 231. 27 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 2
66. 249. 64. 16 | srael 147.237.0. 33 idf.il dr op drop 1
176. 13. 6. 248 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SWN drop 1
216. 218. 206. 82 Lhited Sates 147.237.0. 35 akaws. i df.il dr op drop 1
109. 253. 128. 56 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
183. 129. 160. 229 Chi na 147.237.77. 121 e.navy.idf.il drop SAMrul e drop 1
218.92.147.79 Chi na 147.237.76. 34 yohal an.idf.il dr op drop 1
185. 3. 147. 204 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.139.85.144 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df . il/mai n/ sachar B ock 4
. . Mil ti pl e Unhaut hori zed Method for Known URL from
46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | 46. 120. 122. 219 B ock 4
109. 253.130. 4 [Israel 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation QurrentPassvord in B ock 4
nobi | e. i df . i|/sachar/changepasswor d
24.70.214.181 [Canada 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for wwwy aka. i df . i|/sachar Bl ock 2
. . D stributed Unaut hori zed Method for Known URL on
77.139. 96. 80 France 147.237.72. 166 |aka. i df . i | e aka i df i1/ sachar B ock 2
89. 237.77. 35 France 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod PCST for ww aka. i df . i|/sachar B ock 2
185. 27. 106. 123 |l srael 147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwu i df.i|/wp-1ogin. php Bl ock
66.102.9.13  |lnited Sates |147. 237.72. 166 |aka. i df . i | Whaut hor i zed Method PCST for B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
: . . Uhaut hori zed URL Access to
207.46.13.149 |Uited Sates [147.237.77.216|dover.idf.il wwi o i1 /it ernati onal traini ng/international cour ses. asp B ock 1
92.80.187.30  |Romania 147.237.72. 166 |aka. i df . i | tnaut hori zed Method POST f or B ock 1
wan aka. i df . i |/ mai n/ sachar/ f ag. aspx
66.249. 76.113  [Israel 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 76. 113 Bl ock 1
192.169.7.223 |Wited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed Met hod HEAD for 147.237.76. 42/ Bl ock 1
66. 249. 76. 35 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 66.249. 76. 35 B ock 1
m ny- kosher -kravi . i d
218.92.147.79 |China 147.237.0. 17 f inly Unaut hori zed HTTP Met hod B ock 1
66.249.76.113 | srael 147.237.72. 166 |aka. i df . i | tnaut hor | zed UR. Access to . B ock 1
wwy aka. i df . i | / appl e- app- si t e-associ ati on
. . Unaut hori zed Met hod HEAD f or
46.120.122. 219 |Israel 147.237.72. 166 [aka. i df . i | v aka. i o i |/ nai v i yus/ general . aspx B ock 1
207.46.13.109 |Wnited Sates [147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
. . . Ostributed Paraneter Type Mol ation on
79.181.103.173 Israel 147.237.77. 243 |nobi | e. i df . i1 nobi | e. i df.i|/sachar/changepassword paranet er Qurrent Passwor d Bl ock !
66. 249. 76. 35 — 147.237.72. 166 |aka. i df i | 1l_gaut horized URL Access to aka.idf.il/sip_storagel/files/ 6/ Noipw B ock 1
m ny- kosher - kravi . i d
218.92.147.79 |China 147.237.0. 17 f inly Unhaut hori zed URL Access to 147.237.0.17/ B ock 1
109. 253. 219. 109]l srael 147.237.77.243|nobi [ e.i df . il Suspi ci ous Response Code Bl ock 1
} . . Uhaut hori zed URL Access to
68. 180. 230. 47 Wited Sates |147.237.76.86 |navy. | df.il v navy. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.121. 232. 143 |Israel 147.237.72. 166 [aka. i df . i | vaw aka. i dff i |/ nai r/ sachar/ pi r suneymof et . aspx None 1
207.46.13.109 |Wited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to ww i df.il/atal 1/izkor/formasp Bl ock 1
. . Unaut hori zed Met hod PCST for
89.237.70.223 |Fance 147.237.72. 166 [aka. i df . i | v aka. i o i |/ rai v sachar/ vi ewpays! i p. aspx B ock 1
66. 249. 76. 85 I srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to www i df.il/1294-en/vwwn i df .il/english [Bl ock 1
185. 27. 106. 123 |Israel 147.237.77.216|dover. i df . il PHP At t enpt B ock 1
74.74.170.185 |lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwi i df . il/894-en/i df gdover. aspx Bl ock 1
66. 102. 6. 30 Uited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for ww aka. i df.il/ishurim Bl ock 1
207.46.13.149 |Wited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawn i df.il/error. htm Bl ock 1
. . Uhaut hori zed URL Access to
66.249.76.112 |[Israel 147.237.72. 166 |aka. i df . i | v aka, i df i1/ el | - knowny asset | i nks. | son B ock 1
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