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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
168. 235. 207. 150 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 78

168. 235. 207. 150 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 34
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

168. 235. 207. 150 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack GCon Htp drop 3
8.21.198. 22 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

204. 42. 253. 130 Lhited Sates 147.237. 76. 30 hi nush. i df .i | B ack List drop 2

204. 42. 253. 130 Lhited Sates 147.237.76. 34 yohal an.idf.il B ack Li st drop 2

209. 126. 136. 2 Lhited Sates 147.237. 76. 148 ggcenter.aka.idf.il |Back List dr op 1




08-30-2016-04:04:01 to 08-30-2016-05:04:01

|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount |
173.208.194. 114 |lhited Sates 147.237.77.234 |hal ag.idf.il| |20086: HITP. Mi ebl ackcat Security Scanner B ock 5
106. 38. 241. 105 Chi na 147.237.72.156 |aman.idf.il |CLO00071: HTTP: User Agent Sogou+web+spi der Per it 2
106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der Pernit 2
106. 38. 241. 105 Chi na 147.237.77.216 |dover.idf.il| [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 2
98. 218. 34. 60 Lhited Sates 147.237.76.42  |refuah.idf.il|Cl000074: HITP. najestic bot Per nit 2
173.208.194. 114 |lWhited Sates 147.237.77.234 |hal ag.idf.il |20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1




08-30-2016-04:04:01 to 08-30-2016-05:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 8
46.120.122.219 |147.237.72. 166 I srael aka.idf.il Xenu Link S euth User Agent 3
46.120. 122. 219 [147.237.76.86 |[Israel navy.idf.il Xenu Link S euth User Agent 2
87.236.194. 161 |147.237.76.38 |Czech Republic |e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.165.253.25 |147.237.77.19 |Ger many | awforumidf.il ET SCAN Potential SSH Scan 1
173. 208. 194. 114|147. 237.77. 234 |thited Sates |halag.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
111.91. 163. 205 |147.237.0.34 |FOV€& ReRUBIIC |0y i i i ) y 1
of Potential Scan or Brute Force
87.236.194. 161 |147.237.77.212|Czech Republic |e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.172.71.251 |147.237.8.24 |Wkraine e lifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
217.118.23.124 |147.237.76.38 |Ger many eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150(147. 237. 77. 179 LK?';gegom e nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
88.249.106.23 |147.237.0.16 |Turkey ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1




08-30-2016-04:04:01 to 08-30-2016-05:04:01

|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |dte \Signature ‘Message Devi ce Action |Oount |
168. 235. 207. 150 |Lhited S ates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
118.173. 137. 151 |Thai | and 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 10
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
192.169. 7. 223 Lhited Sates 147.237. 76. 148 |gqcenter.aka.idf.il [drop drop 4
77.138.52. 97 France 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 2
185. 130. 6. 49 Li t huani a 147.237.76. 199 |e. nakchal .idf.il drop SAMrul e drop 1
37.247. 36. 119 Net her | ands 147.237. 76. 148 |gqcenter.aka.idf.il [drop drop 1
185. 130. 6. 49 Li t huani a 147.237.76.38 |e.e.neitav.idf.il dr op SAMrul e drop 1
185. 130. 6. 49 Li t huani a 147.237.77. 176 |nat pash.idf.il drop SAMrul e drop 1
185. 130. 6. 49 Li t huani a 147.237.76.39 |nobile neitav.idf.il{drop SAMrul e drop 1
185. 130. 6. 49 Li t huani a 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
77.138.52. 97 France 147.237.77.216 |dover.idf.il dr op Unexpect ed post SYN packet - RST or SYN expected |drop 1
185. 130. 6. 49 Li t huani a 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
185. 130. 6. 49 Li t huani a 147.237.77.234 |halag.idf.il drop SAMrul e drop 1
185. 130. 6. 49 Li t huani a 147.237.76. 148 |gqcenter.aka.idf.il [drop SAMrul e drop 1
5.102. 195. 62 | srael 147.237.77. 176 |natpash.idf.il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
66. 249. 76. 83 I srael 147.237.77.216|dover.idf.i| |[Dstributed Lhauthorized LRL Access on wanidf.il/error.htm Bl ock 4
131. 253. 25. 233 [lhited Sates 147.237.77.216|dover.idf.i| [Distributed Unhauthorized URL Access on wawidf.il/error. htm B ock 3
178. 137. 164. 171|krai ne 147.237.76.86 |navy.idf.il [Mitiple Unauthorized URL Access from 178.137.164. 171 B ock 2
46.120.122. 219 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 46. 120. 122. 219 Bl ock 2
207.46.13.149 |Lnited Sates 147.237.77.216|dover.idf.i| [Distributed Unhauthorized URL Access on wawidf.il/error. htm B ock 2
109. 64.19.77  |Israel 147.237.72. 166 |aka. i df . i | m”;k*;”,[fﬂ ,'\f;j T,?i;f:}? \,f. (;:/\paysl i p. aspx B ock 1
5.28.181. 114 I srael 147.237.77. 216 |dover. i df . i| |Unauthorized UR. Access to wwwuidf.il/igdf Bl ock 1
192.169.7.223 |Wited Sates 147.237.76.42 [refuah.idf.il|wauthorized Method HEAD for 147.237.76. 42/ B ock 1
66. 249. 76. 85 I srael 147.237.77. 216 |dover. i df . il |Uhauthorized URL Access to vwwvidf.il/english/ organization/iaf/iaf7 B ock 1
157.55. 39. 101 Lhited Sates 147.237.76.31 |nakchal . i df . i|Uaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
66.102. 6. 25 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for ww aka. i df.il/mai n/rabanut/general . aspx |B ock 1
199. 30. 25. 72 Lhited Sates 147.237.77.216|dover.idf.i| |DOstributed Lhaut horized LRL Access on waw idf.il/error. htm B ock 1
66.249.76.106 |lsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LR Access to www aka. i df .il/reservel Bl ock 1
157.55.39.240 |Uited Sates 147.237.72. 166 [aka. i df . i | Uhknown Paraneter docid in aka.idf.il/nain/sachar/klali.aspx None 1
66. 249. 65. 51 I srael 147.237.77.216|dover.idf.i| |DOstributed Lhaut horized LRL Access on waw idf.il/error. htm B ock 1
68. 180. 230. 47 Lhited Sates 147.237.77.216|dover.i df .i| [Paraneter Type Mol ation PageNumin www i df .il/1380-he/ dover. aspx Bl ock 1
5. 15. 15. 185 Rormani a 147.237.77. 216 |dover. i df .i| |Unhauthorized URL Access to wwidf.il/sip_storagelfiles/2/4912. png B ock 1
178. 137. 164. 171 |krai ne 147.237.76.86 |navy.idf.il |Dstributed PH> Atenpt B ock 1
66. 249. 65. 51 I srael 147.237.77.216|dover. i df . i| |Unauthorized LR. Access to wanidf.il/navy/htn/tool fs.asp Bl ock 1
207.46.13.149 [lLnited Sates 147.237.77.216|dover. i df . il |Unhauthorized LRL Access to wawidf.il/atal 1/izkor/vi ew norei nfo. asp B ock 1
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