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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action  |Count |
123. 59. 59. 52 Chi na 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf 1 forward 2
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack dr op 2
89. 248. 167. 131 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
93. 158. 200. 97 Net her | ands 147.237. 76. 200 eitan aka.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
106. 38. 241. 105 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per nit 3
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 3
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 2
52.41.116. 86 Lhited Sates 147.237.72.166 |aka.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
61. 135. 189. 120 Chi na 147.237.77.233 |atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 1
141. 95. 0. 58 United Ki ngdom 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot Per nirt 1
71.6.135.131 Lhited Sates 147.237.76.177 |ncore.idf .il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
46.120.122. 219 |147.237.77. 170 |l srael mearachot.idf.il [Xenu Link S euth User Agent 18
46.120. 122. 219 |147.237.72. 166 I srael akaidf.il Xenu Link Seuth Wser Agent 12
46.120.122. 219 |147.237.77. 216 I srael dover.idf.il Xenu Link S euth Wser Agent 4
46.120.122. 219 |147.237.76. 147 |I srael chinuch.aka.idf.il [Xenu Li nk S euth User Agent 4
91.224.160. 106 |147.237.76.31 |Netherlands nakchal .idf.il ET SCAN Potential SSH Scan 2
162. 250. 190. 142|147. 237. 77. 216 |Canada dover.idf.il Xenu Link S euth Wser Agent 2
91.224.160. 106 |147.237. 76. 196 [Net her | ands e.sviva idf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 |147.237.76.44 |Netherlands e.refush.idf.il |ET SCAN Potential SSH Scan 1
58.218. 204. 245 [147.237.76.198|hi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
58.218. 204. 245 |147.237.76.38 |China eeneitav.id.il |ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.76. 201 |Net her | ands e.aa.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 245 |[147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.8.45 [Netherlands e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.160. 106 |147.237.76. 200 |Net her | ands eitan.aka idf.il |ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76. 147 [Net her| ands chinuch.aka.idf.il |JET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76.34 [Netherlands yohal an. i df . i ET SCAN Potential SSH Scan 1
64.137.171.55 |147.237.76.86 |Canada navy.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |147.237.76. 148 |Chi na gacenter. aka. i of .i [ET SCAN Potential SSH Scan 1
106. 38. 241. 105 [147. 237. 72. 166 |Chi na aka.idf.il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
58.218. 204. 245 |[147.237.76.30 [China hi nush. i df . i | ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237. 76. 147 [Net her| ands chinuch.aka.idf.il |JET SCAN NVAP -sS wi ndow 1024 1
58.218.204. 245 [147.237.0.15 |China kosher-kravi .idf.i|ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237. 76. 202 [Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76. 198 [Net her | ands e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237.76. 177 [Net her| ands ncore.idf.il ET SCAN Potential SSH Scan 1




|Top Attackers In FW |

08-30-2016-03:04:01 to 08-30-2016-04:04:01

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
176. 195. 78. 247 Russi an Federation 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 978
196. 69. 31. 143 Mor occo 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 9
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df il drop drop 3
178.140. 10. 121 Russi an Federation 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
2.92.32.107 Russi an Federation 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
151. 25. 249. 115 Italy 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
5.228.35. 111 Russi an Federation 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il drop Frst packet isn't drop 1
46.120. 12. 155 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 176 test.ncore.idf.il drop First packet isn't drop 1
66. 249. 64. 111 I srael 147.237.77. 74 lawidf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
46.120.122. 219 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 46. 120. 122. 219 Bl ock 7
37.19.121.146 |[Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 4
216.244.66. 242 |lhited Sates |147.237.76.86 [navy.idf.il Ml tipl e Unhauthorized URL Access from 216. 244. 66. 242 B ock 4
31.168.13.78 | srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Gode B ock 3
37.26.146.238 |Israel 147.237.72. 156 |anan. i df . i | Distributed Suspicious Response Code B ock 3
109. 65. 33. 6 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 2
41.97. 96. 105 Ageria 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw i df .il/894-ar B ock 2
81.218.229.198 |[lIsrael 147.237.77.74 |lawidf.il Mil tiple Unhauthorized URL Access from 81.218. 229. 198 B ock 1
66. 249. 65. 185 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9841- he/ r ef uah. aspx |Bl ock 1
157. 55. 39. 16 Lhited Sates |147.237.72. 166 |aka. i df .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.76.83  |[Israel 147.237.77. 216 |dover. i df . i | mir;fbﬂtﬁd axl;;?jti Zokgrfsf’eﬁ ngfgssjs:” Bl ock 1
46.120.122.219 |israel 147. 237. 76. 147 |chi nuch. aka. i df . i ||taut hori zed Method HEAD for waw chi nuch. aka.idf.il/ None 1
216.244.66.242 |Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed LR. Access to navy.idf.il/edinilibrary/library.asp B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
66. 249. 69. 92 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1234-he/ at al . aspx B ock 1
157.55.39.175 |Uhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/tiznoret/klali/default.asp None 1
68.180. 228.231 United Sates [147.237.77. 176 [nat pash. i df . i | mag;zmﬁe M /Oigéjlf’ﬁefggg;"_“aisgx Bl ock 1
65.55.210.200 |lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on ww idf.il/error. htm Bl ock

220. 255. 145. 120|S ngapor e 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wwidf.il/error. htm B ock 1
106. 38. 241. 105 |chi na 147.237.72.166 |aka. i df . i | %ﬁﬁﬂfﬁfﬁ:f& - Protocol vidlation None 1

Unhaut hori zed URL Access to
66.249.73.219 [Israel 147.237.77. 176 |mat pash. i df . i | waw cogat . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ mor ei nf of ti chnun. yosh@|B ock 1
grmai | . com

203.127.96. 214 |9 ngapore 147.237.77.216|dover. i df . i | Distributed Unaut hori zed LRL Access on wawnidf.il/error. htm B ock 1
77.139.222. 181 |France 147.237.72.166 |aka. i df . i | m”;g: ! d??idl /ﬁrﬁﬁmﬁnjfgﬂm at s/ er. asp Bl ock 1
66.102.9. 24 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for ww aka. i df .il/mai n/ hone/ defaul t.aspx |B ock 1
220. 255. 148. 68 |9 ngapore 147.237.77. 216 |dover.idf . il Distributed Whaut horized URL Access on waw idf.il/error.htm B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
203. 127. 96. 247 |S ngapore 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
81.218.229.198 |[Israel 147.237.0.15 |kosher-kravi.idf.i|Mitiple Unauthorized URL Access from 81.218. 229. 198 B ock 1
66. 249. 65. 182 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
157. 55. 39. 14 Lhited Sates |147.237.72. 166 |aka. i df .il Lhknown Paraneter catid in aka. idf.il/nain/rabanut/general . aspx None 1
66. 249. 76. 79 I srael 147.237.72. 166 [aka. i df . i | D stributed Waut hori zed URL Access on 147. 237. 72. 166/ B ock 1
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