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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
2.53.2.241 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 3
120. 132. 50. 135 Chi na 147.237.77.234 hal ag.idf.il|bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Device Action |Count
61. 135. 189. 120 Chi na 147.237.77. 233 atal .idf.il]|Cl000071: HTTP. User Agent Sogou+web+spi der Per nirt 1
216.119. 125. 57 Lhited Sates 147.237.77. 233 atal .idf.il|5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

|Signature

46.120. 122. 219 147.237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 6
46.120. 122. 219 147.237.77. 170 I 'srael maar achot . i df . i | Xenu Link Seuth User Agent 4
216.119. 125. 57 147.237.77. 233 Lhited Sates atal.idf.il S Injection - Select From 2
46.120. 122. 219 147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 2
46.120. 122. 219 147.237.77. 74 I srael lawidf.il Xenu Link Seuth User Agent 2
163. 172. 67. 13 147. 237. 76. 42 Uni ted Ki ngdom refuah.idf.il ET SCAN Potential SSH Scan 1
120. 27. 25. 236 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
201. 38. 68. 132 147.237.77. 235 Brazil svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
120. 27. 25. 236 147. 237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 123 147.237.77. 226 Lhited Sates vy chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
89. 109. 238. 79 147.237.8.14 Russi an Feder ati on e.orchot.idf.il ET SCAN NVAP -sS wi ndow 4096 1
169. 54. 233. 123 147. 237.77. 176 Lhited Sates nat pash. i df . ET SCAN Potential SSH Scan 1
79.220.92. 136 147.237. 8. 46 Ger many e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 4096 1
169. 54. 233. 123 147. 237.72. 156 Lhited Sates aman. i df.il ET SCAN Potential SSH Scan 1
169. 54. 233. 123 147. 237.8. 28 Lhited Sates e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
163. 172. 67. 13 147. 237.76. 196 Lhi ted Ki ngdom e.sviva.idf.il ET SCAN Potential SSH Scan 1
163.172. 67. 13 147. 237. 76. 147 Uhi ted Ki ngdom chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
163. 172. 67. 13 147.237. 8. 46 Uni ted Ki ngdom e. chinuch.idf.il ET SCAN Potential SSH Scan 1
120. 27. 25. 236 147. 237.76. 34 Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 123 147.237.77. 234 Lhited Sates hal ag.i df.il ET SCAN Potential SSH Scan 1
120. 27. 25. 236 147.237.0. 17 Chi na m ny-kosher - kravi . i df .i ET SCAN Potential SSH Scan 1
169. 54. 233. 123 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN Potential SSH Scan 1
89. 109. 238. 79 147.237.8.14 Russi an Federation e.orchot.idf.il ET SCAN NVAP -sS wi ndow 3072 1
169. 54. 233. 123 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 123 147. 237.8. 45 Lhited Sates e.eitanidf.il ET SCAN Potential SSH Scan 1
163. 172. 67. 13 147.237.77. 227 Uni ted Ki ngdom e. hanaz. i df .il ET SCAN Potential SSH Scan 1
163. 172. 67. 13 147.237.76. 176 Uhi ted Ki ngdom test.ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
201. 82. 169. 36 Brazil 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 10
192. 169. 7. 223 Lhited Sates 147.237.76. 148 gacenter. aka. i df . i dr op drop 5
109. 253. 141. 230 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't SYN drop 5
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 4
176. 13. 244. 128 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 3
89. 139. 149. 30 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 3
189. 179. 70. 241 Mexi co 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
120. 132. 67. 190 Chi na 147.237.0. 200 ndu.idf.il dr op drop 1
139. 162. 37. 113 Lhited Sates 147.237.0. 35 akaws. i df.il dr op drop 1
183. 129. 160. 229 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
169. 229.3.91 Lhited Sates 147. 237. 0. 200 . idf.il drop Frst packet isn't SN drop 1
169. 229.3.91 Lhited Sates 147.237.72. 156 anan.idf.il dr op First packet isn't SYN drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 74 lawidf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

At t acker Address|Attacker Qount ry |Target Addr ess |Site

|9 gnature

Devi ce Action |Count |

213.57.128. 141 |[Israel 147.237.72.156 [anan. i df . i| [Suspi ci ous Response Code B ock 5
46. 19. 85. 232 | srael 147.237.77.243 |nobi | e. i df . i [|O stributed Suspi ci ous Response Code B ock 4
89. 237. 66. 97 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for ww aka. i df . il/mai n/ sachar B ock 3
46.120. 122. 219 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 46.120. 122. 219 B ock 3
66. 249. 76. 83 | srael 147.237.77.216 |dover.idf.i| |Mitipl e Unauthorized URL Access from 66. 249. 76. 83 B ock 3
176. 13. 23. 47 I srael 147.237.77.243 |nobi | e. i df . i [|Di stributed Suspi ci ous Response Code B ock 3
46.19. 86. 25 I srael 147.237.77.243 |nobi | e. i df . i [|Di stributed Suspicious Response Code B ock 3
207.46.13.64  [Lnited Sates 147.237.77.216 |dover.idf.i| |Ostributed Lhauthori zed URL Access on wwnidf.il/error.htm Bl ock 2
2.53. 52. 240 I srael 147.237.77.243 |nobi | e. i df . i [|Di stributed Suspi ci ous Response Code B ock 2
105. 225. 92. 220 |South Arica 147.237.77.216 |dover. i df.i| |Uhauthorized URL Access to v i df.il/wp-1ogin. php B ock 1
66. 249. 76. 83 I srael 147.237.77.216 |dover.idf.i| |Dstributed Unhauthorized URL Access on v idf.il/error. htm Bl ock 1
192.169.7.223 |Wited Sates 147.237.76.42 |refuah. i df.illUnaut hori zed Method HEAD for 147.237.76. 42/ B ock 1
176.13.7. 67 I srael 147.237.77.243 |nobi | e. i df . i [|Di stributed Suspici ous Response Code B ock 1
89. 237. 66. 97 France 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. idf.il/main/ Bl ock 1
61.135. 189. 120 |Chi na 147.237.77.233 |atal .idf.il [|Uauthorized URL Access to 147.237.77.233/robots. txt B ock 1
176.13. 10. 200 |l srael 147.237.77.243 |nobi | e. i df . i [|Di stributed Suspici ous Response Code B ock 1
79.178.33.211 |lsrael 147.237.77.243 |nobi | e. i df . i [|O stributed Suspi ci ous Response Code B ock 1
207.46.13.109 |thited Sates 147.237.77.216 |dover.idf.i| |Dstributed Unhauthorized URL Access on vww idf.il/error. htm B ock 1
95.221.211.70 |Russian Federation |147.237.72.166 |aka.idf.il Uhaut hori zed Met hod PCBT for wwww aka.idf.i|/main/ kapat z/ Bl ock 1
66.102.9.2 Lited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for v aka. i df.il/mai n/ hone/ defaul t.aspx |[B ock 1
81.218.229.198 |[Israel 147.237.0.34 |ti kshuv. i df. i|Mil tiple Unaut horized URL Access from 81.218. 229. 198 B ock 1
105. 225. 92. 220 |South Arica 147.237.77.216 |dover.idf.i| [PHP Attenpt B ock 1
66. 249. 65. 51 I srael 147.237.77.216 |dover. i df .i| |Unhauthorized URL Access to ww idf.il/atal 1/izkor/vi ew i ngt op. asp Bl ock 1
176. 13. 251. 217 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
81.218.229.198 |[Israel 147.237.77.74 |lawidf.il Mil tipl e Unhaut horized URL Access from 81.218. 229. 198 B ock 1
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