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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

Count

94.102. 49. 193 Net her | ands 147.237.76. 34 yohal an.idf.il B ack List drop 1
178. 239. 62. 141 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List drop 1
93. 158. 200. 97 Net her | ands 147.237.76. 30 hi nush. i df.il B ack List drop 1
178. 239. 62. 201 Net her | ands 147.237.76. 200 eitan. aka.idf.il B ack List drop 1
93. 158. 200. 97 Net her | ands 147.237. 76. 201 e.atal.idf.il B ack Li st drop 1
192. 162. 101. 50 Russi an Federation 147.237.76. 38 e.e.netav.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site |Sgnature Devi ce Action |Count ‘
207.54.144.207 |Whited Sates 147.237.72.166 |aka.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 18
173.208.169. 42 |lhited Sates 147.237.76.31 |nakchal . i df. il |Cl000125: HITP. B ock adnin login to gov.il sites ?g=user Per nirt 8
173.208.169. 42 |Lhited Sates 147.237.76.86 |navy.idf.il C1000125: HITP. B ock admin login to gov.il sites ?2g=user Per nirt 8
213.246. 49. 11 France 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
207.54.144.207 |Whited Sates 147.237.72.166 |aka.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 6

66. 29. 216. 39 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
61.135.189.120 |China 147.237.77.233 |atal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
89.248.172.16  |Netherl ands 147.237.77.121 |e.navy.idf.il| [13840: TLS (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

207. 54. 144. 207 |147.237.72. 166 |Uhited Sates |aka idf.il A Injection - Select From 72
66.29.216.39 [147.237.77.233|Wited Sates |atal.idf.il SQ Injection - Select From 8
213.246.49. 11 |147.237.72. 166 |France aka.idf.il SQ Injection - Select From 8
183.222.97. 82 |147.237. 72. 156 |Chi na anan. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
175 253 55, 199 |147. 237 76, 30 |OT€R Republic | ET SCAN Behavi oral Uwusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
104.232.98.38 |147.237.0.19 |lhited Sates |madimatal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
94.102. 48.195 |[147.237. 77. 233|Net her| ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 [147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 [147. 237. 76. 38 |Chi na eeneitav.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 [147. 237. 72. 14 |China dover.idf.il(old) ET SCAN Potential SSH Scan 1
218. 87. 109. 253 [147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
179,33 8557|147 237 0.33  |col onbi & il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104.232.98.38 |[147.237.0.19 |Wnited Sates |nadimatal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
104.232.98.38 |147.237.0.19 |lhited Sates |madimatal .idf.il ET SCAN NVAP -f -sS 1
218.87.109. 253 |147. 237.77.19 [Chi na | awforumidf.il ET SCAN Potential SSH Scan 1
94.102. 48.195 |147.237.77. 216 |Net her| ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 87. 109. 253 [147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
218. 87.109. 253 |147. 237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 |147.237.0.35 |Chi na akavs. i df . il ET SCAN Potential SSH Scan 1




|Top Attackers In FW |
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Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
193.28.95.4 Italy 147.237.72. 166 aka.idf.il dr op SAMrule drop 36
84. 169. 245. 38 Cer many 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
92.24.47.104 Uni ted Ki ngdom 147.237.77. 74 lawidf.il dr op First packet isn't drop 3
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i | dr op drop 3
128. 242. 249. 13 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
173.185.47. 10 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
46. 19. 86. 113 | srael 147.237.0. 34 tikshuv.idf.il drop First packet isn't drop 2
109. 253. 210. 251 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 2
141. 212.122. 123 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
141. 212.122. 124 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
176. 13. 241. 97 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
109. 253. 158. 191 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
169. 229.3.91 Lhited Sates 147. 237. 0. 200 . idf.il drop Frst packet isn't drop 1
188. 120. 154. 114 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 30 hi nush. i df.il dr op First packet isn't drop 1
169.229.3.91 Lhited Sates 147. 237. 76. 86 navy.idf.il dr op Frst packet isn't drop 1
85. 250. 126. 150 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.23.229 |Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock
77.138.249.43 |France 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to wwy anan.idf.il/favicon.ico Bl ock

46.19. 85. 12 I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock

83. 146. 225. 237 |Finl and 147.237.72. 166 |aka. i df . i | stut ;ji( :L:t d‘?éiwg :;’;;Zﬁ:r /“ﬁg\ggy;ﬂrpﬁns‘;‘i” UL on Bl ock 2
81.218.229. 198 |Israel 147.237.0.34 |tikshuv.idf.il m“tt Ihs;']jfo: deF_’; I/j‘i‘;ffpfattzs/ nevs! neus. aspx Bl ock 1
66. 249. 76. 70 | srael 147.237.77.216|dover. i df .il Mil tipl e Unaut hori zed URL Access from 66.249. 76. 70 Bl ock 1
207.46.13.109 |lLnited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 1
109. 253. 138. 136|I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
77.138.162. 143 |France 147.237.72. 166 |aka. i df . i | :Eaa'“it gfo'riilzlenii Nn?tszgﬁarpffgps‘g/ e ki veacher . asp Bl ock 1
192. 116. 177. 194/ srael 147.237.72. 166 |aka. i df . i | ma’:::ri gf_"";jl ?gﬁ;’;ﬁ;ﬁ?pg&lpymki ysachar . asp None 1
81.218.229.198 |lsrael 147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 81.218. 229. 198 Bl ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/print_text.asp B ock 1
207.46.13.109 [lnited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 109 B ock
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | mu;kr:irgfzﬁ? /rfgthr?edrsiﬁﬁ;%;f it ssp Bl ock 1
192.169.7.223 |Uited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ B ock 1
68.180.230.47 |Lhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/kesher B ock 1
207.46.13.149 |Wited Sates |[147.237.77.216|dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm B ock 1
157. 55. 39. 97 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
80.246.139.58 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Gode B ock 1
61.135.189. 120 |China 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
199. 30. 24. 98 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
105. 225.92. 220 |South Africa |147.237.77.216|dover.idf .il PHP At t enpt B ock 1
77.138.105. 125 |France 147.237.72.166|aka. i df . i | Lhaut hori zed Met hod PCST for v aka. i df .il/rights/asp/info.asp Bl ock 1
207.46.13.149 |Lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwidf.il/atal 1/izkor/print_bottomasp |B ock 1
81.218.229. 198 |Israel 147.237.0.15  [kosher-kravi . idf.i|haunori zed R Access /iznpl at es/ homepage homepage. asx Bl ock 1
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock

207. 46. 13. 64 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock

105. 225.92. 220 |South Africa |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wa i df.il/wp-1ogin. php B ock 1
77.138.115.17  |France 147.237.72. 166 |aka. i df . i | \'ﬁf;&:"it diéiw?mli't r:]/o;;czr?;r /"\fter\;ggy;ﬂrpznsc;‘i” R on Bl ock 1
178.63. 101. 134 |Ger many 147.237.72. 166 |aka. i df . i | m“;;]:rii dzf?‘fl?’en;hﬁfhﬁeffih (. aspx B ock 1
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