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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

Signature Device Action |Count]|
41.67.121. 183 Egypt 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- Ur | dest - reset 5
93. 158. 200. 97 Net her | ands 147.237.76. 196 e.svivaidf.il B ack List drop 1
37.112. 229. 255 Russi an Federation 147.237.72. 167 i shuri maka.idf.il|TGP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site Sgnature Devi ce Action ‘Count |
144.76.29.162 |Germany 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per mit 13
173.208. 169. 42 |Uhited Sates 147.237.0.15 kosher -kravi . i df . i1|Cl000125: HITP. B ock adnin login to gov.il sites ?g=user Per nit 8
144.76.29.162 |Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Permit 7
144.76.29.162 |Germany 147.237.77.74 |lawidf.il C1000074: HITP. maj estic bot Per mit 2
41.67.121.183  |Egypt 147.237.77.216 |dover.idf.il 10767: HITP. Acunetix Security Scanner Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

46.120.122. 219 |147.237.72. 166 (I srael aka.idf.il Xenu Link Seuth User Agent 8
46.120. 122. 219 |147.237.76.86 |lsrael navy. i df.il Xenu Link S euth User Agent 4
46.120. 122. 219 (147.237.77. 216 |l srael dover.idf.il Xenu Link Seuth User Agent 2
198. 167. 223.33 [147.237.0. 33 ijwms Kttsand ;g 4 ET SCAN NVAP -sS wi ndow 1024 1
183.222.97.82 |147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
139. 162. 13. 205 |147. 237. 76. 196 |S ngapor e esviva.idf.il SERVER APAO_E Apac.he nDd—SS| non-SS. connection to SS. 1

port denial of service attenpt

85. 65. 48. 28 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
50.116. 123. 135 [147.237.77. 226 |Wited Sates waw chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
46.120.122.219 |147.237.77. 176 (I srael nat pash. i df . i | Xenu Link Seuth User Agent 1
212.224.109. 175(147. 237. 77. 216 |Ger many dover.idf.il ET SCAN Potential SSH Scan 1
108.167.223.33 [147.237.0.19 i‘\"”ts Kitts and | i matal . idh.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150(147. 237.0.34  |United Ki ngdom [tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 250. 255. 121 |[147.237. 72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
50.116. 123. 135 [147.237.77.234|Whited Sates hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
46. 19. 85. 81 I srael 147.237.72. 166 aka idf.il drop SAMrul e drop 20
192. 169. 7. 223 Lhited Sates 147.237.76. 148 gacenter.aka. i df.il dr op drop 6
195. 239. 16. 40 Russi an Federation 147.237.77. 74 lawidf.il dr op First packet isn't drop 4
195. 239. 16. 53 Russi an Federation 147.237.77. 74 lawidf.il drop Frst packet isn't drop 4
176. 13. 20. 49 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't drop 4
176.13.2.191 | srael 147.237.72. 166 aka idf.il drop First packet isn't drop 3
212. 143.142.56 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
93. 173.240. 71 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't drop 2
104.173. 243. 178 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
176.13.20. 171 I srael 147.237.72. 156 aman. i df.il drop Frst packet isn't drop 2
109. 253. 159. 62 | srael 147.237.72. 166 aka idf.il drop Frst packet isn't drop 2
66. 249. 76. 83 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 132. 127 I srael 147.237.72. 166 aka idf.il dr op Frst packet isn't drop 1
5.79. 65. 180 Net her | ands 147.237. 76. 197 e hinush.idf.il drop SAMrul e drop 1
176. 13. 21. 22 | srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
163.172. 169. 150 Uni ted Ki ngdom 147.237.0. 33 idf.il dr op drop 1
79.181.254. 3 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't drop 1
5. 79. 65. 180 Net her | ands 147.237.76. 38 eenetav.idf.il drop SAMrul e drop 1
176. 13. 10. 185 I srael 147.237.72. 166 aka idf.il drop Frst packet isn't drop 1
109. 253. 134. 184 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
176.13.23. 61 | srael 147.237. 77. 243 nobi | e.idf.il drop First packet isn't drop 1
163. 172. 169. 150 Uni ted Ki ngdom 147.237.0.35 akaws. i df . il drop drop 1
5. 79. 65. 180 Net her | ands 147.237.76. 148 gocenter.aka.idf.il dr op SAMrul e drop 1
109. 253.143.5 | srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
54.169. 197. 38 S ngapor e 147.237.0. 33 idf.il dr op drop 1
176. 13. 237. 105 | srael 147.237.72. 166 aka idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 1
94. 61. 182. 255 Port ugal 147.237.72. 166 aka idf.il drop Frst packet isn't drop 1
5.79.65. 180 Net her | ands 147.237.76.176 test.ncore.idf.il dr op SAMrul e drop 1
176. 13. 20. 56 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
109. 253. 157. 134 I srael 147.237.72. 166 aka idf.il dr op Frst packet isn't drop 1
54.169. 197. 38 S ngapor e 147.237.0. 35 akaws. i df .il dr op drop 1
2.53.167.35 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 243. 98 I srael 147.237.72. 166 aka idf.il drop Frst packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op Frst packet isn't drop 1
5.79.65.180 Net her | ands 147.237.76. 177 ncore.idf.il dr op SAMrul e drop 1
218.22.211. 69 Chi na 147.237.76. 34 yohal an. i df .il drop drop 1
5.79. 65. 180 Net her | ands 147.237.76. 30 hi nush.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.243.60 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 45
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 46. 120. 122. 219 B ock 5
79.181.118.59 [Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 5
66.249.81.212 |lsrael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 5
213.57.43.106 |[Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 4
80.246.136.29 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
66.249.81.215 |Israel 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wan idf.il/error. htm B ock 3
66.249.81.218 |[Israel 147.237.77.216|dover.i df . il Distributed Uhaut hori zed LRL Access on waw idf.il/error. htm Bl ock 3
46.116. 124. 223 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 3
. . . DO stributed Unaut hori zed URL Access on
37.142.225.59 |Israel 147.237.77.243|nobi l e.i df . i | nobi l e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 Bl ock 3
37.26.148.139 [Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
207.46.13.109 [lhited Sates 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wanidf.il/atal 1/izkor/ print_bottom asp B ock 2
80.246.136.29 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 2
93.173.33.249 [Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
71.196.123.129 [hited Sates  |147.237.72. 166 |aka. i df . i | Distributed Lhauthori zed Method for Known LRL on B ock 2
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
176.13.21.175 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
. . Unaut hori zed Met hod PCST for
77.138.49.129 |France 147.237.72. 166 |aka. i df . i | vaww aka, i df i 1/ mai n/ gi yus/ mi yun/ ni yunasnacht a, asp B ock 2
Mol dova, . ] D stributed Unaut hori zed Method for Known URL on
217.19. 208. 110 Republ i ¢ of 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai v sachar/vi ewpays] i p. aspx Bl ock 2
. . D stributed Unaut hori zed Method for Known URL on
77.138.80.112 |France 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ hore/ def aul t . aspx B ock 1
66.249.64.126 |lIsrael 147.237.0.34 |tikshuv.idf.il |Uauthorized LRL Access to tikshuv.idf.il/tiznoret/news/ default.asp B ock 1
37.26.148.139 [Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock
105. 155. 3. 10 Mor occo 147.237.77. 216 |dover.i df . il Mil tipl e Unaut horized URL Access from 105. 155. 3. 10 B ock
217.19. 208. 110 g"ﬂ?&‘ﬁ' o 147. 237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wuw aka. i df. i/ main/ B ock 1
46.116.4.243  |israel 147.237. 72. 166 |aka. i df . i | Illegal Byte Qe Character in R /main kapatz//resf012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
178. 63. 101. 134 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df .il/mai n/ hone/ def aul t. aspx |B ock 1
. . D stributed Unaut hori zed Method for Known URL on
89.138.254.32 |[lIsrael 147.237.72. 166 |aka. i df . i | e aka i o i1/ nai v sachar/ Bl ock 1
77.138. 210. 140 |France 147. 237.72. 166 |aka. i df . i | Distri bu_t ed _Lhaut_horl zed Method for Known URL on B ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
207.46.13.149 [lLnited Sates 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to wawidf.il/daily statistics/english B ock 1
66. 249. 65. 51 I srael 147.237.77.216|dover.i df . il Distributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 1
37.26.148.157 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
109. 253. 134. 53 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
84.108.250.23 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
185.32.179. 176 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
. . D stributed Unaut hori zed Method for Known URL on
77.139.79. 23 France 147.237.72. 166 |aka. i df . i | wwv aka. i df . i | / nai 0/ sachar / vi ewpaysl i p. aspx B ock 1
207.46.13.171 |Wited Sates 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
66. 249. 76. 70 I srael 147.237.77. 216 |dover . i df . il Uhaut hori zed URL Access to v i df . i1/ appl e- app-si t e-associ ati on B ock 1
37.142.110.54 |[Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to ww idf.il/watch B ock 1
176.13.7.182 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/sachar/ Bl ock 1
. . Unaut hori zed Met hod PCST for
84.169.245.38  |Ger many 147.237.72. 166 [aka. i df . i | v aka. i df . i 1/ mai n/ kapat 2/ cont act Us. aspx Bl ock 1
192.169.7.223 |lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed Met hod HEAD for 147.237.76. 42/ B ock
104.173. 243. 178|United Sates 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
. . Unknown Paraneter _ PREVI QUSPACE in
2.53. 145. 217 I srael 147.237.72. 166 |aka. i df . i | v aka. i df .|/ nai 1V sachar/ def aul t . aspx None 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
. . D stributed Lhauthorized URL Access on
85. 64. 255. 47 I srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ reset . css Bl ock 1
195.167.10.2  |Greece 147. 237. 72. 166 |aka. i df . i | thaut hor i zed et hod POST f or . B ock 1
wan aka. i df . i |/ mai n/ sachar/ vi ewpaysl i p. aspx
62.0.119. 135 I srael 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Met hod HEAD for ww aka. i df.i|/mai n/ sachar/ Bl ock 1
105. 155. 3. 10 Mbr occo 147.237.77.216|dover.idf .l Mil tipl e Admin B ocking from 105. 155. 3. 10 B ock 1
46.19.85.235  |Israel 147. 237.72. 166 |aka. i df . i | tnknoun Paraneter __VI BEASTATEENCRYPTED i n None 1
ww aka. i df . i |/ nai n/ sachar/ nai | box. aspx
87. 68. 33. 93 I srael 147.237.72. 166 |aka. i df . i | Wnknown Paraneter VI EABTATEENCRYPTED i n None 1

wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
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