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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address | site |Signature  |Device Action  |Count |
93. 158. 200. 97 Net her | ands 147.237.76. 201 eatal.idf.il B ack List drop 1
178. 239. 62. 141 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 1
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List dr op 1
209. 126. 136. 2 Lhited Sates 147.237.76. 200 eitan. aka.idf.il B ack List drop 1
93. 158. 200. 97 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

176. 31. 180. 157 France 147.237.77. 216 dover.idf.il |[24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Target Address

A t acker
Count ry

Signature

197. 36. 37. 167 |147.237.77. 216 |Egypt dover.idf.il ET WEB SERVER LA C Javascri pt DDoS | nbound 19
50.234.32.186 [147.237.77.216|lhited Sates [dover.idf.il  |Xenu Link Seuth Wser Agent 2
46.120. 122. 219 |147.237.76.86 |l srael navy. idf.il Xenu Link S euth User Agent 2
121. 32. 129. 130 [147. 237. 76. 202 |Chi na ehaag.idf.il |[GPL SCAN nmap TCP 2
2.53.31.59 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 2
87.236.194. 161 |147. 237. 77. 227 [zech Republic |e.hanaz.idf.il |ET SCAN NVAP -sS w ndow 1024 1
58. 218. 204. 245 |147. 237. 76. 196 |Chi na esvivaidf.il [ET SCAN Potential SSH Scan 1
101, 109. 127 24 |147. 237 77 121 |col ortbi & o ravy. i il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
116. 31. 116. 12 [147.237.76.38 [Chi na eeneitav.idf.iiET SCAN Potential SSH Scan 1
116. 31. 116. 12 |147.237.76.30 [China hinush.idf.il |ET SCAN Potential SSH Scan 1
94.102. 48.195 |[147.237.0.35 [Netherlands akaws. i df .i | ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 [147.237.0.35 |Wkraine akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 66 [147.237.76. 201 |Chi na eatal.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 245 |147.237.76. 31 |hina nakchal .idf.il |ET SCAN Potential SSH Scan 1
46.172.71.251 |147.237.77. 179 |krai ne enazi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
187 172 98. 197 |147. 237 76. 30 |vexti co himsh i df | ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
12.68.215.78 [147.237.77.235|lnited Sates |svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
116. 31. 116. 12 |147.237.76. 42 |[China refush.idf.il |ET SCAN Potential SSH Scan 1
116.31.116. 12 |147.237.76.31 |China nakchal .idf.il |ET SCAN Potential SSH Scan 1
94.102. 48.195 |[147.237.76.30 [Netherlands hinush.idf.il |ET SCAN NVAP -sS w ndow 1024 1
93. 173. 226. 228 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
185. 130. 6. 49 Li t huani a 147.237.77. 234 hal ag.idf.il dr op SAMrul e drop 6
93.91.80. 6 Ger many 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
109. 253. 138. 196 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 5
185. 65. 252. 22 Iraq 147.237.77.121 e.navy.idf.il dr op First packet isn't drop 5
46.116. 73. 75 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 4
109. 253. 197. 146 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 3
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i | dr op drop 3
5.29. 153. 60 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
66. 249. 81. 233 Eur ope 147.237.77. 176 nat pash. i df . i | dr op First packet isn't drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
79.182. 36. 194 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
216.243.31. 2 Lhited Sates 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 1
176. 13. 3. 217 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
5.79.65.180 Net her | ands 147.237.76. 196 e.svivaidf.il dr op SAMrul e drop 1
109. 253. 218. 8 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
176. 13. 225. 35 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
95. 86. 88. 218 I srael 147.237.72. 156 anan.idf.il drop First packet isn't drop 1
5. 79. 65. 180 Net her | ands 147.237. 76. 198 e.yohal an.idf.il dr op SAMrul e drop 1
163. 172. 169. 150 Uni ted Ki ngdom 147.237.76. 34 yohal an.idf.il dr op drop 1
79. 44. 246. 126 Italy 147.237.76. 86 navy.idf.il drop First packet isn't drop 1
176. 13. 226. 26 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 130. 38 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
5. 79. 65. 180 Net her | ands 147.237. 76. 202 e.halag.idf.il drop SAMrul e drop 1
163. 172. 169. 150 Uni ted Ki ngdom 147.237. 76. 148 gacenter. aka. i df . i dr op drop 1
5. 79. 65. 180 Net her | ands 147.237.76. 31 nakchal .idf.il dr op SAMrul e drop 1
176. 13. 247. 139 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
5.79.65.180 Net her | ands 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
216.243.31.2 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
176. 13. 3. 101 | srael 147.237.77. 243 nobi le.idf.il dr op First packet isn't drop 1
82. 201. 242. 62 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
5. 79. 65. 180 Net her | ands 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.102.253.151 |[lIsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 234
109. 253. 243. 180|1 sr ael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 114
46.19. 85. 162 I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 33
2.55.182. 165 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspicious Response Code B ock 8
93.172.222.92 |Israel 147.237.77.243|nobi l e.i df . i | DO stributed Suspicious Response Code B ock 5
95. 86. 101. 15 I srael 147.237.77.243|nobi l e.idf . i | Dstributed Suspicious Response Code B ock 5
46.121.25.230 |[Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
185.32.179. 150 |[lsrael 147.237.77.243|nobi l e.i df . i | DO stributed Suspicious Response Code B ock 3
207.46.13.149 |nited Sates  [147.237.77.216|dover.idf .il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 3
176.13.228. 130 |Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
109. 253. 198. 102/l sr ael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Code B ock 3
80. 246. 130. 254 |[lIsrael 147.237.77.216|dover.idf .l D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 3
31.168.248.41 |lsrael 147.237.77.243|mobi l e. i df . i | D stributed Suspicious Response Code B ock 2
. - - D stributed Unaut hori zed Method for Known URL on
82.22.90. 45 Uni ted Kingdom|147.237.72. 166 |aka. i df . i | vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 2
79.179.61.187 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response CGode B ock 2
2.53.150. 214 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
213.57.57. 27 I srael 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
79.176.100.97 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode B ock 2
79.183.91.215 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
] . - Unaut hori zed URL Access to
216.244.66.242 |Uhited Sates  [147.237.76.86 [navy.idf.il navy. i df . 1/ gi yus/ f or und asp/ showf or um asp B ock 2
79.177.109. 214 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
. . Unaut hori zed Met hod GPTI ONS for
80.178.191. 251 I srael 147.237.72.166 [aka. i df . i | wwv aka. i df . i |/ mai n/ gi yus/aut henti cati onservi ce. asnx/ get aut huser Bl ock 2
207. 46. 13. 64 Lhited Sates  [147.237.77.216|dover.idf .il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock
89. 139. 168. 175 |l srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock
163.172.138.81 |United Kingdom|147.237.77.233|atal .idf.il Ml ti pl e Uhaut horized URL Access from 163.172. 138. 81 B ock
79 178.215.13 |1 srael 147.237.77.74 |lawidf.il Par anet er Type Mol ation Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 1
wan | aw i df . i | /441- hel pat zar . aspx
Russi an - - D stributed Unaut hori zed Met hod for Known URL on
217. 66. 159. 109 e ot i on 147.237.72. 166 |aka. i df . i | vw aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 1
77.138.9.5 France 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to ww anan.idf.il/favicon.ico B ock
105. 155. 3. 10 Mor occo 147.237.77.216|dover. i df . il Lhaut hori zed LRL Access to ww i df.il/ar/upl oddshel B ock
46.19. 85. 240 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
77.139. 120, 45 France 147. 237.72. 166 |aka. i df . i | Dstri bl_Jt ed_ Unaut hori zed Method for Known URL on B ock 1
vy aka. i df . i | / sachar
62.0.119. 135 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for vww aka. i df . i |/ mai n/ sachar/ B ock 1
176.13.23. 174 |Israel 147.237.77.243|nobi l e.idf . i | Dstributed Suspicious Response Code B ock 1
37.120.80.40  |Germany 147.237.77. 216 |dover . i df . i | Distributed thaut horized URL Access on B ock 1
ww i df . i | /894-en/ i df gdover . aspx
. . . D stributed Lhaut hori zed URL Access on
93.173.52. 70 I srael 147.237.77.243|nobi | e. i df . i | nobi l e, i df i 1/ cat egoryt enpl at es/ 1 st chi | ddocunent s/ 1152 B ock 1
77.138.164. 168 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCBT for wan aka. i df . il/sachar Bl ock 1
. . Unaut hori zed Met hod PCBT for
195. 167. 10. 2 G eece 147.237.72. 166 |aka. i df . i | v aka i of i1/ i sachar/ vi ysl i p. aspx B ock 1
109. 65. 183.68 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 1
46. 19. 86. 230 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
84.169. 245.38  |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df .il/mai n/kapat z/ B ock 1
66. 102. 9. 10 Wited Sates  |147.237.72. 166 [aka. i df . i | Distributed thauthori zed Method for Known LRL on B ock 1
ww aka. i df . i |/ mai n/ hone/ def aul t. aspx
37.142.190. 114 |[Israel 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to waw anan. i df.il/https:/wa anan.idf.il/ |B ock
199. 30. 25. 58 Lhited Sates [147.237.77.216|dover.idf .il Dstributed Unaut hori zed URL Access on waidf.il/error.htm B ock
77.139.36.219  |France 147. 237.72. 166 |aka. i df . i | Distributed Uhauthorized Mthod for Known LRL on Bl ock 1
vy aka. i df . i |/ mai n/ sachar/kl al i . aspx
46.117.142.181 |Israel 147.237.77.216|dover.idf .il PHP Attenpt B ock 1
84.229.49.44  |israel 147.237.72. 166 |aka. i df . i | nknown Parameter __VI EABTATEENGRYPTED i n None 1
waww aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
. -|Uhaut hori zed URL Access to
66.249.64.182 |Israel 147.237.0.15  |kosher-kravi.idf.if " o /t enpl at es/ homepage/ homepage. asp Bl ock 1
. . . Unaut hori zed URL Access to
176. 13.228. 130 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi l e, i df . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 1
105. 155. 3. 10 Mor occo 147.237.77.216|dover . i df . il Ostributed PHP Attenpt B ock
46.19. 85. 112 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Suspicious Response Code B ock
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