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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country Target Address Signature Device Action
82.80.78.2 | srael 147.237.77.176 nat pash. i df.il B ack List drop
209. 126. 136. 2 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ack List dr op
82.80.78.2 | srael 147.237. 76. 86 navy.idf.il B ack List drop
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site Devi ce Action |Count |
106. 38. 241. 105 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 19
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mit 13
71.171. 93. 66 Lhited Sates 147.237.72.166 |aka.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 12
95. 110. 142. 198 Italy 147.237.72.166 |aka.idf.il 6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 7
188. 165. 250. 173 |France 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
71.171. 93. 66 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
108. 59. 8. 80 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per mit 5
106. 38. 241. 105 Chi na 147.237.77.176 |matpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Per mit 4
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP:. User Agent Sogou+web+spi der Per nirt 1
95. 110. 142. 198 Italy 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count |
71.171. 93. 66 147.237.72. 166 Lhited Sates aka idf.il SQ Injection - Select From 20
95.110. 142. 198 147.237.72. 166 Italy aka.idf.il QA Injection - Select From 12
188. 165. 250. 173 147.237.77. 233 France atal.idf.il S Injection - Select From 8
46.120. 122. 219 147.237.72. 166 I srael aka idf.il Xenu Link Seuth User Agent 2
46.120. 122. 219 147.237.77. 170 I 'srael maar achot . i df . i | Xenu Link Seuth Wser Agent 2
50. 116. 123. 135 147. 237.77.178 Lhited Sates e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 167. 138 147.237.77.176 Lhited Sates nat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 202 Chi na e haagidf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0. 34 Chi na ti kshuv. i df.il ET SCAN Potential SSH Scan 1
109. 66. 176. 182 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
91. 224. 160. 106 147.237.0.35 Net her | ands akave. i df . il ET SCAN Potential SSH Scan 1
87.236.194. 161 147. 237.76. 42 Czech Republic refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 147.237.77.19 Chi na | awforumidf.il ET SCAN Potential VNC Scan 5800- 5820 1
210. 73. 208. 201 147.237.0. 16 Chi na ny- kosher -kravi . i df .i | ET SCAN Potential SSH Scan 1
2.53.139. 180 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150 147.237.8. 27 Uni ted Ki ngdom e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 60. 153. 178 147. 237.77. 176 Russi an Federation nat pash. i df .| ET SCAN NVAP -sS wi ndow 1024 1
91. 224. 160. 106 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
87.236. 194. 161 147.237.77. 74 Czech Republic lawidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
79.182.92.8 I srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 10
2.55.188.21 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
173. 208. 194. 114 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 6
176. 13. 241. 122 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
192. 169. 7. 223 Lhited Sates 147.237.76. 148 gacenter. aka. i df.il dr op drop 5
46.120. 122. 219 | srael 147.237.77. 170 naar achot . i df . i | drop SAMrul e drop 4
109. 65. 88. 61 I srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 4
109. 253. 210. 56 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 3
46.120. 122. 219 | srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 3
199. 30. 80. 116 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
141. 226. 218. 112 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 2
176.13.7. 236 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
79.179. 58. 249 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
79.181.0. 125 | srael 147.237.77.74 lawidf.il drop First packet isn't drop 2
2.53.149. 109 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
66. 249. 64. 13 | srael 147.237.0. 33 idf.il dr op drop 1
176.13.241. 7 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
46.120. 122. 219 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
207. 46. 13. 109 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
31. 13.160. 36 Pal estinian Territory, Qccupied 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 1
109. 253. 141. 163 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
207. 46. 13. 149 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
46.120. 122. 219 | srael 147.237.72. 156 anan.idf.il dr op SAMrul e drop 1
185. 120. 125. 115 | srael 147.237. 72. 167 ishurimaka.idf.il drop Frst packet isn't drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
176.13. 21. 121 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
139. 162. 37. 147 Lhited Sates 147.237.76. 34 yohal an.i df .il drop drop 1
61. 240. 144. 65 Chi na 147.237.76. 148 gocenter. aka.idf.il  |drop drop 1
216.243.31. 2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
176. 13. 224. 141 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.53.32.27 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 208
109. 253. 142. 216|l srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 122
5.102.253.150 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 34
46.19.86.4 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 24
109. 253. 140. 65 |l srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 13
46.120.38.133 |Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock 10
66.249.81.212 |[Israel 147.237.77. 216 |dover.i df . i | Distributed Lhaut horized UR. Access on www idf.il/error. htm Bl ock
84.111.104.32 |[Israel 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code Bl ock 7
2.53.174.176  |Israel 147.237.77. 243 |nobi | e. i df . i | %g“lt eh?rc;fzf‘lj | Cm;‘eggfﬁsem‘;esu et | ddocunent </ 1302 Bl ock 5
66.249.81.215 |[Israel 147.237.77. 216 |dover.i df . i | Distributed Lhaut horized UR. Access on v idf.il/error.htm Bl ock 5
89.139.174. 127 [israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock 4
216.81.94.72 Lhited Sates |147.237.72.166aka.idf.il Lhaut hori zed Met hod PCST for ww aka. i df . i/ mai n/ sachar/kl al i . aspx Bl ock 4
84. 94. 40. 150 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
2.53.174. 176 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
46.19. 86. 121 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
80. 246. 139. 100 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
181. 67. 103. 228 |RFeru 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for v aka. i df . i1/ chi nuch/kl al i / def aul t. asp Bl ock 3
82.81.81.214 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
89. 139. 168. 175 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
66.249.81.218 [Israel 147.237.77. 216 |dover.i df .i | Ostributed Whaut horized URL Access on waw idf.il/error.htm Bl ock 2
37.26.146.136 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
2.53.56. 184 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Qode Character in URL from2.53.56. 184 Bl ock 2
68.101.233. 221 [Uhited Sates |147.237.72.166 |aka. i df .i | m;(g’it;q iﬂaﬁgjwﬂoﬁﬁ d';f;ﬁf’f_;;’;xmo"‘” AL on Bl ock 2
85. 64. 165.209 |l srael 147.237.72. 156 |aman. i df . i | Unaut hor i zed HTTP Met hod Bl ock 2
99. 31. 227. 98 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method POST for waw aka.idf.il/mai n/sachar Bl ock 2
176. 13. 234. 203 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
87.71.29.74 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Qode B ock 2
192.116.190. 42 |Israel 147.237.77. 233 [at al .i df .| oot aed Mahor zed W .A;:;fjs on Bock |2
46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka.idf.il/rights Bl ock
131.253.27.80 |Uhited Sates [147.237.72.156|aman.idf.il Unaut hori zed URL Access to wwv aman. idf.il/scripts. asnx/getjs Bl ock
2.53.56. 184 I srael 147.237.72.166 |aka. i df . i | :)L'ri%"f‘sl ’ iﬁgeﬁinﬁ:;;féoibgcﬁi/ fm’j IV kapat z/ /1 es#012 Bl ock 1
212.76.122.88 |lsrael 147.237.77.216|dover. i df . i | D stributed Whaut hori zed URL Access on v i df.il/https: /v idf.il/ B ock 1
163.172.138. 81 zi;g’gom 147.237.77.233|atal .idf.il Mil tipl e Uhaut hori zed URL Access from 163. 172. 138. 81 Bl ock 1
109. 186. 86. 113 |l srael 147.237.72. 166 |aka. i df . i | mn:k‘f:i?me;;;/;&mfgmm in None 1
85. 64. 165. 209 |l srael 147.237.72. 156 |anan. i df . i | Mil tipl e Unaut hori zed URL Access from 85. 64. 165. 209 Bl ock 1
79. 180. 60. 52 I srael 147.237.76.31 |nakchal .idf.il |Unhauthorized URL Access to 147.237.76.31/si p_storage/ fil es/ 8/ 1668. doc [B ock 1
192.169.7.223 |lhited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ Bl ock 1
141. 226. 217. 1421 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
66.249.69.65  |israel 147.237.77.233|atal .idf il ;”s‘i‘)‘(”j%'ggd LR Access to waw atal.idf.il/900-he/ Abni AION N B ock 1
84.108. 125. 170 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut horized URL Access from 84.108. 125. 170 Bl ock
176. 13.13. 83 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
79.181.155.75 | srael 147.237.72. 166 |aka. i df . i | m”;’k":lz{:r?ﬁﬁ nf;;g?ic/zaﬁicBzf;;prh$char$°t'37 in None 1
i i ; . - - . e Ix!
207.46.13.109 |Wited Sates |147.237.77.216|dover.idf.il ﬁf@gj&i&gﬁ; to waw idf.il/1133-13606- hef dover. aspx B ock 1
157.55.39. 1 Lhited Sates |147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to navy.idf.il|/mai n/drushi nimsrot.aspx Bl ock 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
84.108.125.170 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagel/files/2/ Bl ock 1
76.79.189.147 |lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 1
85. 65. 20. 238 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i|/mai n/ sachar/ undef i ned Bl ock 1
207.46.13.148 |wited Sates [147.237.72. 156 [anan. i df . i | m;:r‘:tie;_w?ii??giiégsnﬂ‘gg‘}cfss on Bl ock 1
157.55. 39. 14 Lhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter KEY in wwy aka. idf.il/ishurinmcityofficers/ None 1
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