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08-29-2016-21:04:00 to 08-29-2016-22:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 64. 124 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 2
220.181.167. 182 Chi na 147.237.76. 34 yohal an.idf.il |JLM Under Attack_Con_Tcp drop 2
209. 126. 136. 2 Lhited Sates 147.237. 76. 196 e.sviva.idf.il |Back List drop 1
2.53. 144. 252 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
188. 138. 102. 144 Ger nany 147.237.76. 44 e.refuah.idf.il |Back List drop 1
45.55. 219. 114 Lhited Sates 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1
198. 20. 70. 114 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
45.55.219. 114 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |B ack List drop 1




08-29-2016-21:04:00 to 08-29-2016-22:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
95. 110. 142. 198 Italy 147.237.72.166  |aka.idf.i| [6134 HITP SQ Injection Variabl e Decl aration Evasion B ock 7
23.96. 97. 203 Lhited Sates 147.237.72.166  |aka.idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 6
67.174.112. 111 Lhited Sates 147.237.77. 74 law idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
91.219.122. 2 Pol and 147.237.77.233 |atal .idf.il|5670: HITP. SQ Injection (SALECT) B ock 6
95.110. 142. 198 Italy 147.237.72.166  |aka.idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 4




08-29-2016-21:04:00 to 08-29-2016-22:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|9te |Signature |Count\
95.110. 142. 198 |147.237.72. 166 |Italy aka.idf.il SQ Injection - Select From 44
23. 96. 97. 203 147.237.72. 166 |Lhited Sates aka.idf.il QA Injection - Select From 8
67.174.112. 111 |147.237.77.74 |lhited Sates lawidf.il S Injection - Select From 8
91.219.122.2 147.237. 77. 233 |Pol and atal.idf.il SQ Injection - Select From 8
77.125.63. 91 147.237. 72. 166 |I srael akaidf.il Xenu Link Seuth User Agent 4
77.125.63. 91 147.237.77. 216 |I srael dover.idf.il Xenu Link Seuth Wser Agent 2
45, 63. 16. 209 147.237.76.31 |Lnited Sates nakchal .idf.il ET SCAN Potential SSH Scan 1
97.105.173. 114 |147.237.77. 176 |Lhited Sates nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
45, 63. 16. 209 147.237.0.34 |wnited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
94. 102. 50. 45 147.237.0.35 [Netherl ands akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
66.102. 9. 167 147.237.77. 216 |Wnited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
45, 63. 16. 209 147.237.76. 200 |Lhited Sates eitanakaidf.il |ET SCAN Potential SSH Scan 1
220. 181. 167. 182|147. 237. 76. 202 |Chi na e.halagidf.il ET SCAN Potential SSH Scan 1
45, 63. 16. 209 147.237.76. 177 |Lhited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
198. 167. 223. 33 |147.237.76. 38 i'w”ts Mttsand o o witavid.il |ET SCAN NMAP -sS wi ndow 1024 1
45, 63. 16. 209 147.237.76.34 |Lhited Sates yohal an.idf . il ET SCAN Potential SSH Scan 1
163. 172. 169. 150[147. 237. 77. 176 |Uni ted Ki ngdom |nat pash. i df.i| ET SCAN NMAP -sS wi ndow 1024 1
45, 63. 16. 209 147.237.76.30 |Lited Sates hi nush. i df . i ET SCAN Potential SSH Scan 1
37.142.219.230 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
66.249. 76. 117  |147.237.72.166 |Lhited Sates aka.idf.il SER\E APAO—E.Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt

46.172.71.251 |147.237.0.15 |Wraine kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
45, 63. 16. 209 147.237.76. 197 |Lhited Sates e. hinush.idf.il ET SCAN Potential SSH Scan 1
217.118.23.124 |147.237.77. 212 |Ger many e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
45, 63. 16. 209 147.237.76.39 [Lnited Sates nobi | e.nei tav.idf.i|ET SCAN Potential SSH Scan 1
168. 235. 196. 94 |147.237.77.216|Lnited Sates dover.idf.il portscan: TGP D stributed Portscan 1




08-29-2016-21:04:00 to 08-29-2016-22:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
62.219. 135. 220 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
176. 13. 232. 189 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 7
46. 116. 222. 17 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 7
176. 67. 104. 90 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 5
46.19. 85. 106 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
46.120. 122. 219 | srael 147.237.77. 170 naar achot . i df . i | drop SAMrul e drop 4
46.117.97. 134 I srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 3
192. 169. 7. 223 Lhited Sates 147.237.76. 148 gacenter. aka. i df.il dr op drop 3
176. 13. 0. 100 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
37.46. 38. 198 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
109. 253. 211. 20 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
176. 13. 227. 235 | srael 147.237.77. 243 nobi | e.idf.il drop Frst packet isn't drop 2
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
216.243.31.2 Lhited Sates 147.237.76.34 yohal an.idf.il drop drop 1
141.212.121. 182 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il  |drop drop 1
100. 92. 180. 7 147.237.77.176 nat pash. i df .i | drop Frst packet isn't drop 1
109. 253. 192. 196 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
185.120. 124. 44 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
46.120. 122. 219 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147. 237.76. 42 refuah.idf.il drop SAMrul e drop 1
109. 253. 212. 104 | srael 147.237.72. 167 ishurimaka.idf.il drop Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df .i | dr op SAMrul e drop 1
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
141. 212.121. 181 Lhited Sates 147.237.0.35 akaws. idf . il dr op drop 1
66. 249. 81. 183 | srael 147.237.77.170 naar achot . i df . il drop Frst packet isn't drop 1
176. 13. 248. 154 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1




08-29-2016-21:04:00 to 08-29-2016-22:04:00

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80.178. 83. 12 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response (ode Bl ock 12
65.222.202.202 |Whited Sates |[147.237.77.216|dover.idf.il Dstributed Lhauthori zed LR Access on wawidf.il/error. htm B ock 9
77.138.205. 170 |France 147.237.72. 166 |aka. i df . i | izu,téfw:: ,Z,?; rﬁazﬁi/?m;% i p. aspx Bl ock 6
66. 249. 76. 83 I srael 147.237.77.216|dover.i df .i | Dstributed Uhauthorized LR Access on waw idf.il/error. htm Bl ock 6
46.19. 85. 88 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
46.19. 86. 121 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
79.177.89.225 |lIsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 3
176. 13. 241. 169 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 108 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
109. 65. 6.9 I sr el 147.237.72.166 |aka. i df . i | \Au;;v“;?gii jfe_‘? |ﬁm¢1‘/:3?§zs; O e i ned B ock 3
65.222.202.205 |[Whited Sates |[147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 3
46.19. 86. 2 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
37.26.148.215 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
77.139.157.22 |France 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
176.13.235.21 [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬁt:?r(;fz‘f? , tg‘egpgrcytesem s/ 1 st chi | cdocument s/ 1390 B ock 2
62.219. 92. 25 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock

109. 66. 143. 113 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
2.53.149.54 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
71.190.221.51 |[ited Sates |147.237.72.166|aka. i df . il m;:(:_“it;d_ i‘f}a#;ihn(;rrjozni? d'e\‘:g;??_ ;;’;Xmo"‘” L on B ock 2
65.222.202.204 |[lhited Sates |[147.237.77.216|dover.idf.il Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 2
176. 13. 234. 240 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
176.13.235.21 |Israel 147.237.77.243|nobi [ e.i df . i | Mil tipl e Unaut hori zed URL Access from 176. 13. 235, 21 B ock 2
109. 65. 15. 240 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 2
87.71.1.198  [Israel 147.237.77. 234 |hal ag. i df .i | o ;';;“;‘;dzﬁffﬁzgsfzﬂaﬁlﬁﬁf; f;i . Bl ock 1
220. 255. 183. 170|9 ngapore 147.237.77. 216 |dover.i df .i | Distributed Waut hori zed URL Access on waw idf.il/error. htm B ock 1
66.249.76.117 | srael 147.237.72. 166 |aka. i df . i | %&g‘ﬁﬂfﬁfiﬁg' Protocol violation None 1
192.169.7.223 |wnited Sates [147.237.76.42 |refuah.idf.il Unaut hor i zed Met hod HEAD for 147.237.76. 42/ B ock 1

; . . SS. Untraceabl e Gonnection - Rrotocol violation
169.229.3.91  [lhited Sates [147.237.77.234|hal ag.idf.il (SSL_OONN LI ENT HELLO) None 1

Uhaut hori zed URL Access to

66.249. 64.122  |Israel 147.237.0.34 |tikshuv.idf.il tikshuv. i of i |/ nai v gi yus/ general . asp B ock 1
89.138.160. 21 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wan aka. i df.il/milui mw Bl ock 1
46. 31. 97. 24 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/vww tikshuv.idf.il B ock 1
109. 253. 141. 43 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
84.229.27.98  |Israel 147.237.0.19 |madimatal .idf.il Wnaut hori zed LRL Access to B ock 1

nadi matal .idf.il/shared aj ax/ updat enakat qaunti ty. aspx

. . D stributed UWaut hori zed Met hod for Known URL on
77.138.243.99 |France 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1

192. 211. 49. 200 |Wited Sates |147.237.72. 156 |aman. i df .i | Distributed Lhauthori zed URL Access on B ock 1
wan anan. i df . i1/ favicon.ico

Untraceabl e S Sessions: Protocol violation

169. 229. 3. 91 Lhited Sates |147.237.77.235]|sviva.idf.il (SSL_OONN LI ENT HELLO) None 1

m ny-kosher-kravi.id i1l1egal Paraneter Encoding rnd in

66. 249. 65. 57 | sr ael 147.237.0.17 foil m ny- kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx None 1

89.237.70.83  |France 147.237.72. 156 |aman. i df . i | Distributed Whaut hori zed LR Access on B ock 1
wan anan. i df . i1/ favicon.ico

46. 31. 160. 45 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/mluim B ock 1
. . Uhaut hori zed URL Access to

5.102.195. 111 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1

. . D stributed Unaut hori zed URL Access on

79.177.172.240 |Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1136- hel at al . aspx Bl ock 1

77.125.63. 91 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.125. 63. 91 |B ock 1
. . Uhaut hori zed URL Access to

176. 228. 24. 128 |l srael 147.237.72. 166 [aka. i df . i | wv aka. i o i1/ i/ sachar ] undef i ned B ock 1
. . Uhaut hori zed URL Access to

132.74.95. 19 I srael 147.237.77. 170 |maar achot . i df . i | maar achot . | df i 1/ pdf /£1 1 es/ Of 112450, pf B ock 1

85. 64. 255. 167 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx |Bl ock 1

46. 19. 85. 169 I srael 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1

. . Unhaut hori zed Met hod PCST for

77.139. 152. 243 |France 147.237.72. 166 |aka. i df . i | vw aka i o i 1/l ui it enpl at es/ hone. asp B ock 1

207. 46. 13. 64 Uited Sates [147.237.77.216|dover.idf.il Abnormal |y Long Request URL B ock 1

66.249.66.15  |Israel 147.237.77. 243 |nobi L e. i df . i | Uhaut hor | zed LRL Access to B ock 1

nobi | e.idf.il/.well-knowVassetlinks.json

. . Uhaut hori zed URL Access to
46.116.49. 187 | st ael 147.237.72. 156 [anan. i df . i wan anan. i df . i |/ nodi i n/ resour ces/ i mages/ f avi con/ f avi con. png B ock 1
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