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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
46. 121. 96. 252 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 14

185. 89. 217. 233 Net her | ands 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8

185. 89. 217. 234 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 7

168. 235. 196. 94 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 3

185. 89. 217. 224 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1

85. 64. 230. 174 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

120. 132. 50. 135 Chi na 147.237.77.176 nat pash.i df.il |bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

46.165. 197. 141 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 6
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature

87. 68. 55. 216 147.237.72. 156 I srael aman.idf.il ET SCAN NVAP -sA (2) 2
185. 159. 36. 2 147.237.77. 226 waw chanat z. aka. i df .i | [ET SCAN Potential SSH Scan 2
185. 159. 36. 2 147. 237.77. 176 mat pash. i df .i ET SCAN Potential SSH Scan 2
185. 159. 36. 2 147.237.77.179 e.nazi.idf.il ET SCAN Potential SSH Scan 2
185. 159. 36. 2 147.237.77.19 | awforumidf.il ET SCAN Potential SSH Scan 1
112. 217. 150. 112|147, 237. 76. 202 Okfrea' RepUDIIC o il ag. i i ET SCAN Potential SSH Scan 1
112. 217. 150. 112|147. 237. 0. 33 g‘f’rea’ Republic f; e ET SCAN Potential SSH Scan 1
97.105.173.114 |147.237.8.24 |[whited Sates e lifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 159. 36. 2 147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1

- SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
139. 162. 13. 205 |147.237.76. 42 |S ngapore refuah.idf.il . . - 1
deni al of service attenpt

112. 217. 150. 112|147. 237. 0. 200 Okfrea’ RepUbl i C | i o i ET SCAN Potential SSH Scan 1
109. 64. 16. 125  |147.237.76.86 |Israel navy. i df .il ET SCAN NVAP -sA (2) 1
91. 201. 236. 155 |147.237.8.46 |kraine e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 4096 1
12.68. 215. 78 147.237.76. 147 |Lhited Sates |chinuch. aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 159. 36. 2 147.237.77. 227 e. hanaz. i df .il ET SCAN Potential SSH Scan 1
185. 159. 36. 2 147. 237.77. 170 maar achot . i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
46. 28. 142. 28 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 24
213.14.52.238 Tur key 147.237.77. 216 dover.idf.il dr op First packet isn't drop 16
185. 89. 217. 227 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 14
185. 89. 217. 233 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 12
185. 89. 217. 235 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 12
185. 89. 217. 226 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 12
185. 89. 217. 232 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 10
185. 89. 217. 230 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 10
185. 89. 217. 229 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
185. 89. 217. 225 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
46.120. 122. 219 | srael 147.237.77. 170 naar achot . i df . il dr op SAMrul e drop 8
185. 89. 217. 231 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
46. 19. 86. 125 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
46. 28. 142. 28 Pal estinian Territory, QGccupied 147.237.77.176 nat pash. i df .i | drop Frst packet isn't drop 7
46.120. 122. 219 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 6
185. 89. 217. 234 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
185. 89. 217. 224 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
95. 187.43. 20 Saudi Arabia 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
100. 92. 38. 82 147.237. 72. 156 anan.idf.il dr op First packet isn't drop 4
192.169. 7. 223 Lhited Sates 147. 237.76. 148 gocenter. aka.idf.il |drop drop 4
85. 64. 230. 174 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
185. 89. 217. 228 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
176. 13. 232. 93 | srael 147.237.77. 243 nobi le.idf.il drop Frst packet isn't drop 3
46.19.85.4 | srael 147.237.76. 42 refuah.idf.il drop Frst packet isn't drop 3
46.120. 122. 219 | srael 147.237.72. 166 aka.idf.il dr op SAMrul e drop 3
100. 92. 14. 207 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 3
46. 19. 85. 144 | srael 147.237.76. 86 navy.idf.il drop Frst packet isn't drop 3
84.109. 51. 94 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
31.210. 188. 53 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
100. 92. 181. 102 147.237.77. 243 nobi le.idf.il drop Frst packet isn't drop 2
46.19. 86. 74 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 2
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il drop SAMrul e drop 2
46.19.85.21 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
109. 253. 147. 202 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
176.13. 11. 180 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 2
213.220. 76. 76 I cel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
183.129. 160. 229  |Chi na 147.237.76.148  |ggcenter.akaidf.il [drop SAMrule drop 1
123.184. 18. 133 Chi na 147.237.0. 33 idf.il drop drop 1
207. 46. 13. 149 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
71. 6. 146. 185 Lhited Sates 147.237.0. 35 akaws. idf.il drop drop 1
109. 65. 47. 27 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
87.69. 249. 219 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
46.116. 211. 227 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 1
141. 212. 121. 186 Lhited Sates 147. 237. 0. 200 mu. i df il drop drop 1
77.138.52.97 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
176. 13. 234. 63 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |Site S gnature Action ‘Count
2.55.52. 230 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 246
87.69.1.131 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 78
109. 64.82.24  |Israel 147.237.72. 156 |anan. i df . i | O stributed Suspicious Response Code Bl ock 7
176.13.239.49 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
37.26.148.208 |lsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 4
80. 246. 138. 95 |l srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code Bl ock 4
77.139.57.13  |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df . i|/mai n/ sachar B ock 4
80. 246. 138. 107 [l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 4
84.94.39.250 |lsrael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
185. 89. 217. 235 |Net her | ands 147.237.77.216|dover . i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 3
66.249. 76. 112 |l srael 147.237.72. 166 |aka. i df . i | m ;I'(zult Sfd. ﬂqf‘:; ::ir;fgeidyﬁg:ﬁ:f;f ;’:px Bl ock 3
66.249.76.83 |[lIsrael 147.237.77.216|dover . i df .i | Ostributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
176.13.21. 175 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.116. 169. 149 [l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
2.55.141.245 |[lsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 2
185. 29. 168. 240 |Ger many 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
176. 13. 232. 93 |Israel 147.237.77.243|mobi | e. i df . i | O stributed Suspicious Response Code B ock 2
5.28.136. 71 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 2
185. 32. 179. 138 [l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
66. 102. 6. 25 Lhited Sates |147.237.72.166|aka.idf.il m”;f; ri id?eﬁ }”ﬁ;hﬁ,dsaﬁ, t/ioév\paysl i p. aspx Bl ock 1
109. 186. 83. 193 [l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Met hod for Known URL from 109. 186. 83. 193 B ock 1
79.176. 106. 141 [l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 1
185. 89. 217. 224 |Net her| ands 147.237.77. 216 |dover . i df .i | Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
157.55.39.240 [lLhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/mai n/snal i mishowbi g. aspx None 1
46.19.86.180 |Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 1
2.53.139.167 |lsrael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code Bl ock 1
207.46.13.109 |Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to waw idf.il/atal 1/i zkor/vi ew pi ctures. asp B ock 1
80. 246. 137. 140 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
176. 13. 243. 167 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.139.45.87 |France 147.237.72. 156 |anan. i df . i | Ostributed Wauthorized URL Access on vww anan. i df .il/favicon.ico B ock 1
66.102.9. 13 Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed Method POST for ww aka. i df.il/mai n/ home/ defaul t.aspx  |H ock 1
109. 186. 83. 193 |Israel 147.237.72. 166 |aka. i df . i | m“;g: i dﬁdl /'”ﬁ;hn‘;(;%'/gfh;;rl cati onser i ce, asn get aut huser Bl ock 1
84.94.82.87 I srael 147.237.77. 216 [dover . i df . i | muit Qfo .riI Izletder::)l1 atptfs(;esshsarte?ﬂ user cont r ol s/ navnenu/ undef i ned Bl ock !
46.19. 85. 51 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code Bl ock
79.177.192. 133 |I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . il/nai ns/ sachar B ock
169.229.3.91 |Wnited Sates [147.237.0.34 |ti kshuv.idf.il %{“&;ﬁﬁfﬁ?ﬁ'ﬁgﬁf& - Protocol violation None 1
87.204.52.13  |Pol and 147.237.72. 156 |anan. i df . i | D stributed Unaut horized LRL Access on www anan. i df .il/favicon.ico B ock
46.116.13.81 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None
207.46.13.149 |lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp Bl ock 1
176.13.244.96 |Israel 147.237.72. 166 |aka. i df . i | m";’k‘f:i sziiﬁeéa?;/;imfm ED in None 1
66.102.9.118 |lhited States |147.237.72.166|aka. i df .i| m;}igﬂt deﬁ iﬁ'}a#;ihnc/’rrjozni‘? dﬁ;ﬂfflggéxmo‘m L on Bl ock 1
139. 162. 13. 205 |9 ngapor e 147.237.76.42 |refuah.idf.il Untraceabl e SSL Sessions: Protocol violation (SSL_CONN (LI ENT_HALLQ None 1
84.108. 5. 185 | srael 147.237.77.216|dover . i df . i | Lhaut horized LR. Access to wawnidf.il/https:/wuidf.il/ B ock 1
46.19. 85. 72 I srael 147.237.77.243|mobi | e. i df . i | O stributed Suspicious Response Code Bl ock 1
79.177.192. 133 I srael 147.237.72. 166 |aka. i df . i | m”:k": Farame o ;;;gﬁﬁ%ﬁffggﬁgfcphsacw Sctl13 in None 1
192.169.7.223 [thited Sates [147.237.76.42 [refuah.idf.il Unaut hor i zed Method HEAD for 147.237.76. 42/ B ock 1
66.249.76. 112 I srael 147. 237.72. 166 |aka. i df . i | shaut horzed LR Aocess Lo o g0t passuord. asp Bl ock 1
77.139.106. 92 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for www aka.idf.il/main/smalinismalimaspx |B ock 1
66. 249. 66. 250 |l srael 147.237.77.234|hal ag. i df . | mﬂtor;?rs'ﬂzgg_aﬁ_f?ﬁsf/:;plateslshared/usercomdS/trajector/ Bl ock 1
157.55.39.14 |Whited Sates |[147.237.72.166|aka.idf.il Lhknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
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