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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
8. 37. 225. 196 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con_Htp drop 6
207. 46. 13. 149 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
109. 253. 141. 68 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf1 forward 1
79.183. 6. 135 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
123. 151. 42. 61 Chi na 147.237.76. 198 e.yohal an.idf.il|JLM Under Attack Con_Udp drop 1
87.69.99. 229 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
149. 56. 8. 111 Lhited Sates 147.237. 76. 197 e hinush.idf.il |Back List drop 1
198. 48. 92. 104 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
151. 80. 31. 159 France 147.237.77. 233 atal.idf.il C1000146: HTTP. AhrefBot craw er B ock 1
71. 6. 158. 166 Lhited Sates 147.237.77. 243 nobi le.idf.il 13840: TLS. (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

‘Target Addr ess A(?totuictkre)r/ Signature
77.125.63.91  |147.237.72. 166 | srael akaidf.il Xenu Link Seuth User Agent 9
77.125.63.91  |147.237.77. 216 || srael dover.idf.il Xenu Link S euth User Agent 4
46.19.85 225|147 237 76. 30 | srael i rush i | ET DC5 Large amount of TCP ZeroWndow - Possible Niller2 DDos 3
attack
87.115.230. 45 [147.237.77.216|United Ki ngdom |dover.idf.il Tehila - Perl LWP with fake user agent 2
58. 218. 204. 245 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
36.72.228.72 |147.237.77.74 |Indonesia lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
103. 207.39. 82 |147.237.0.15 [V etnam kosher-kravi .idf.i [ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 245 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |147. 237. 76. 147 |Chi na chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |147. 237. 76. 44 |Chi na erefuah.idf.il ET SCAN Potential SSH Scan 1
36.72.228.72  |147.237.77. 74 |Indonesia lawidf.il ET SCAN NMVAP -sS w ndow 2048 1
36.72.228.72 |147.237.77. 74 |Indonesia lawidf.il ET SCAN NVAP -f -sS 1
202. 79. 243. 160 |147. 237. 77. 216 |Japan dover.idf.il Tehila - Perl LWP with fake user agent 1
58. 218. 204. 245 |147. 237. 76. 148 |Chi na gqcenter. aka.idf.i [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
8. 37.225. 196 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 100
79.180. 37. 253 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 7
84. 229. 60. 36 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 6
176.13.0. 201 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 6
46.120. 122. 219 | srael 147.237.77. 170 naar achot . i df .il dr op SAMrul e drop 5
46. 120. 122. 219 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 5
176.13. 11. 180 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 4
46.19. 86. 106 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
46.19. 86. 134 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
46.19. 85. 190 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 3
109. 253. 193. 18 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 3
87.69. 99. 229 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
93.219.51. 126 Ger many 147.237.72. 166 aka.idf.il dr op First packet isn't drop 3
109. 253. 141. 68 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
69. 31. 50. 151 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
46. 19. 85. 112 | srael 147.237.77. 74 lawidf.il dr op First packet isn't drop 2
109. 253. 158. 201 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
213.99. 33. 186 Spain 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
79.176. 136. 10 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
79.179.97. 29 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 2
141. 212. 122. 125 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
176. 13.247. 72 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
46. 120. 122. 219 | srael 147.237.0. 34 tikshuv.idf.il dr op SAMrule drop 1
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
85. 130. 233. 232 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
46.120. 122. 219 | srael 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
176.13.2. 178 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df .il dr op SAMrul e drop 1
46. 19. 86. 106 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 1
207. 46. 13. 149 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 253. 216. 247 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
212.96.59. 95 Hungary 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
141. 212.122. 124 Lhited Sates 147.237.0. 35 akaws. idf.il dr op drop 1
176. 13. 232. 49 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1




08-29-2016-19:04:03 to 08-29-2016-20:04:03

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.176.121. 207 |lsrael 147.237.0.19 |madimatal .idf.il{DOstributed Suspicious Response Code B ock 121
2.55. 52, 230 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 78
2.53.8.183 I srael 147.237.0.19 |[nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 44
109. 253. 128. 103|I srael 147.237.0.19 |madimatal .idf.il{DOstributed Suspicious Response Code B ock 22
109. 64. 82. 24 I srael 147.237.72. 156 |aman. i df . i | DO stributed Suspici ous Response Code B ock 14
82.80. 141. 193 [l srael 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthorized URL Access from 82.80. 141. 193 B ock 11
66. 249. 76. 83 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 83 Bl ock 6
75. 83. 88. 149 Wited Sates |147.237.72.166|aka.idf.il Unaut hori zed Method POST for waw aka. i df.il/sachar B ock 6
46.117.4.86 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 5
109. 253. 130. 37 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspicious Response Code Bl ock 4
46. 19. 85. 99 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 177 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.10. 248 |Israel 147.237.0.19 |madimatal .idf.il{DOstributed Suspicious Response Code B ock 3
77.125.10.208 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/aman B ock 2
46.117.4.86 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.125.63.91 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 77.125.63. 91 Bl ock 2
66.249.76.112 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/mimain/ gi yus/ general . aspx B ock 2
79. 180. 8. 117 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 79. 180. 8. 117 B ock 2
2.53.149.54 I srael 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code B ock 2
77.138.178.159 |France 147.237.72. 166 |aka. i df . i | m;'(:lfd?iwim‘f m;czr?:r Method for Knoun LRL on Bl ock 2
216.244.66. 242 |lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/forunasp/ showforumasp |B ock
2.53.150. 195 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None

85. 65. 165. 192  [Israel 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock
77.139.152. 194 [France 147.237.72. 166 |aka. i df . i | thautt hori zed et hod PCST for Bl ock 1

vy aka. i df . il /mai n/ gi yus/i nf ornati on. aspx
Unknown Paraneter _ PREMIOJUSPACE in

2.53.38.255 I srael 147.237.72. 166 |aka. i df . i | voww aka. i df i |/ nai r/ sachar/ def aul t. aspx None 1
66. 249. 65. 51 I srael 147.237.77. 216 |dover.i df.i |l Ml tipl e Unauthorized URL Access from 66. 249, 65. 51 Bl ock 1
80. 246. 139. 233 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
37.26.148.198 [Israel 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 1
77.125. 63. 91 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in v aka.idf.il/sites/hone/ defaul t.asp None 1
176. 13. 243. 167 |Israel 147.237.72.166|aka. i df . i | Uhtraceabl e SSL Sessi ons: Qpen Mde None 1
66.102. 9. 13 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for www aka. i df.il/mai n/ hone/ def aul t. aspx B ock 1
87. 70. 46. 40 I srael 147.237.72.167|i shuri maka. i df . i|ntraceabl e SIS Sessi ons: Qpen Mbde None 1
46. 19. 86. 66 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
2.53. 49. 196 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
66. 249. 65. 51 I srael 147.237.77. 216 |dover.i df.i |l Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp Bl ock 1
40.77.167.29  |hited Sates [147.237.77. 216 |dover. i df .i | :’:ﬁg Eg;g:gsﬁﬁcgfs;;;awga% Z?ZQSZZ;" aataeafaesacafe g ooy 1
77.126.12.209 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . i/ mai n/ sachar/ undefi ned B ock 1
192.116.128.90 |Israel 147.237.77. 234|hal ag. i df . i | ?;t rz'sgmgd2;27?‘;:32572%%/@?5?5; f;i . Bl ock 1
66.220. 145. 246 |Wited Sates |147.237.77.216|dover.idf.i | Ostributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
104. 254. 215. 102|Uhited Sates [147.237.72.156|aman. i df .| D stributed Unaut hori zed LRL Access on ww anan. i df .il/favicon.ico B ock 1
77.125.63.91 | srael 147.237.72.166|aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 77.125. 63. 91 B ock 1
117. 68.220.37 |China 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df .il/1589-en/ dover. aspx/trackback/  |B ock 1
66. 249. 66. 15 I srael 147.237.77.243|nobi l e.idf . il Uhaut hori zed LRL Access to nobil e.idf.il/appl e-app-site-associ ation B ock 1
46.117. 4. 86 I srael 147.237.77.243|nobi l e.idf . i | Uhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 1
84.94.82.87 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wawn aka. i df . il/sip_storege B ock 1
46.14.248.241 |Sntzerland |147.237.72. 156 |anman. i df .il D stributed Unaut hori zed LRL Access on ww anan. i df .il/favicon.ico B ock 1
60.31.50.151  [Lhited Sates [147.237.77. 216 |dover. i df .i | par ameL et Ix%%geor'féé\?; .ctalsgg$03nt ent M acekbl der 19t xt Last Nare i n Bl ock 1
66.249. 64.105 I srael 147.237. 72. 166 |aka. i df . i | Dstr) buted Lnaut :;r;fgeidy[ij‘g:ﬁgfjf_ o Bock |1
79. 180. 8. 117 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/mai n/sachar B ock 1
46. 19. 86. 204 I srael 147.237.77. 216|dover . i df .i | Mal formed URL B ock 1
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