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08-29-2016-18:04:01 to 08-29-2016-19:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
217.132.111. 177 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
209. 126. 136. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
123. 151. 42. 61 Chi na 147.237.76. 198 e.yohal an.idf.il|[JLMPurple Gon Limt Udp drop 1
123. 151. 42. 61 Chi na 147.237.76. 198 e.yohal an.idf.il|JLM Under Attack Con Udp drop 1
178. 239. 62. 201 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
5.79. 65.180 Net her | ands 147.237.76. 201 eatal.idf.il B ack List drop 1




08-29-2016-18:04:01 to 08-29-2016-19:04:01

|Top Attackers In IPS|

Attacker Address |Attacker GQountry | Target Address |Site |Sgnalure Devi ce Action |Oount |
173.208.169. 42 [Lnited Sates 147.237.77.233 |atal .idf.i|Cl000125: HITP. B ock adnin login to gov.il sites ?g=user Per mit 8
192.169.249.95 |lhited Sates 147.237.77.233 |atal .idf.il5670: HTTP. SQ Injection (SALECT) Bl ock 6
173.201.216.68 |lLhited Sates 147.237.77.74 law idf.il|5670: HITP. SQ Injection (SELECT) B ock 6




08-29-2016-18:04:01 to 08-29-2016-19:04:01

|Top Attackers In |D|

Attacker Address ‘Target Address Attacker Qountry \Signature

192. 169. 249. 95 147.237.77. 233 Lhited Sates aal.idf.il SQ Injection - Select From 8
173.201. 216. 68 147.237.77. 74 Lited Sates lawidf.il QA Injection - Select From 8
154. 16. 199. 49 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN Potential SSH Scan 1
154. 16. 199. 49 147.237.0.34 Lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
87.236.194. 161 147.237.77. 235 Czech Republic svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
192. 3.177. 195 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
177. 200. 192. 50 147. 237.76. 199 Brazil e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
154. 16. 199. 49 147.237.77. 216 Wited Sates dover.idf.il ET SCAN Potential SSH Scan 1
154. 16. 199. 49 147.237.77.61 Lhited Sates e.cogat.idf.il ET SCAN Potential SSH Scan 1
154. 16. 199. 49 147. 237.76. 196 Lhited Sates e.svivaidf.il ET SCAN Potential SSH Scan 1
154. 16. 199. 49 147. 237.72. 167 Wited Sates i shuri maka.idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 195 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
192.3.177. 195 147. 237.76. 199 Lhited Sates e. nakchal .idf.il ET SCAN Potential SSH Scan 1
87.236.194. 161 147.237.0. 34 Czech Republic tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
192. 3. 177. 195 147.237.0. 16 Lhited Sates ny- kosher - kravi . i df . il ET SCAN Potential SSH Scan 1
177. 200. 192. 50 147. 237.76. 199 Brazil e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 169. 150 147. 237.76. 147 Lhi ted Ki ngdom chi nuch. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
154. 16. 199. 49 147.237.77. 74 Lhited Sates lawidf.il ET SCAN Potential SSH Scan 1
154. 16. 199. 49 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN Potential SSH Scan 1




08-29-2016-18:04:01 to 08-29-2016-19:04:01

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
141. 0. 14. 218 Eur ope 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 94
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 7
82.166. 42. 184 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
46.120. 122. 219 I srael 147.237.72. 166 aka idf.il drop SAMrul e drop 6
46.19. 85. 112 | srael 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 6
213.99. 33. 186 Spai n 147.237.72. 166 aka idf.il drop First packet isn't drop 5
46.120. 122. 219 I srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 5
46.120. 122. 219 | srael 147.237.77.170 naar achot . i df . i | dr op SAMrul e drop 4
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df il drop drop 4
212. 143.142.56 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
106. 38. 241. 105 Chi na 147.237.72. 166 aka idf.il dr op SAMrul e drop 2
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
141.8.132.78 Russi an Federation 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
84.95. 208. 198 | srael 147.237. 72. 156 anan.idf.il drop First packet isn't drop 2
46. 120. 180. 21 | srael 147.237.72. 166 aka idf.il drop First packet isn't drop 2
93.172. 205. 14 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
176. 13. 251. 35 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't drop 1
109. 253.201. 9 | srael 147.237. 72. 167 ishurimaka.idf.il drop First packet isn't drop 1
77.138.52.97 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
46.120. 122. 219 | srael 147.237.0.34 tikshuv.idf.il drop SAMrul e drop 1
176. 13. 14. 182 | srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il drop SAMrul e drop 1
46.120. 122. 219 | srael 147.237.77.176 nat pash. i df .i | dr op SAMrul e drop 1
176. 13. 15. 59 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 1
46. 120. 122. 219 | srael 147. 237. 76. 42 refuah.idf.il dr op SAMrul e drop 1
176. 13. 228. 69 | srael 147.237.72. 156 anan. i df .l drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
141. 212.121. 180 Lhited Sates 147.237.76. 34 yohal an. i df .il dr op drop 1
46. 120. 122. 219 I srael 147.237.76. 86 navy.idf.il dr op SAMrul e drop 1
176. 13. 244. 86 I srael 147.237.72. 166 aka idf.il drop Frst packet isn't drop 1
109. 253. 135. 172 | srael 147.237.72. 166 aka idf.il dr op First packet isn't drop 1
54.169. 197. 38 S ngapor e 147.237.76. 34 yohal an. i df .il drop drop 1
148. 75. 91. 245 Lhited Sates 147.237.72. 166 aka idf.il drop Frst packet isn't drop 1




08-29-2016-18:04:01 to 08-29-2016-19:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 252 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 53
109. 253. 128. 103|l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 33
46.19. 85. 245 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 27
46.19.86.5 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 9
77.139.84.133 |France 147.237.72.166 |aka. i df . i | m;&:‘f;ﬁiiwﬂ 2/02;5:; Method for Knoun LR on B ock 7
109. 64. 82. 24 I srael 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 6
80. 246. 136. 188 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
207. 46. 13. 64 Uhited Sates [147.237.77.216|dover.idf.il Dstributed Wnaut horized URL Access on waw idf.il/error. htm B ock 6
213.57.59. 50 I srael 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 5
80. 246. 133. 147 |l srael 147.237.77. 216 |dover.i df . i | Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock 5
79.177.68.245 |lsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 5
46.120.38.133 |Israel 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 4
79.177.68.245 |lIsrael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ B ock 4
213.151.32.163 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 4
87.71.29. 74 I srael 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 4
77.124.5.23 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
213.57.128.141 [israel 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 3
46.19.86.5 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
2.55. 144. 165 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 140. 65 |l srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 3
5.102.195.129 [Israel 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 3
37.26.149.167 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.53.179. 230 I srael 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 2
82.80.53.190  [Israel 147.237.77.74 |lawi df .i | pvamer VP /\A4g'1atr:e‘/";airf::efs pixn Bl ock 2
62.219.92. 25 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
37.142.191.197 [israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
77.138.177.110 |France 147.237.72. 156 |anan. i df . i | Distributed Lhaut horized UR. Access on ww anan. i df .il/favicon.ico |Bl ock 2
176.13.11. 22 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 2
32.97.110. 60 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for ww aka. i df.il/nain/ kapat z/ B ock 2
66. 249. 76. 83 I srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df.il/atal 1/izkor/ vi ew i ng. asp B ock 2
217.132.124. 110/l srael 147.237.72. 156 |anan. i df . i | DO stributed Suspici ous Response Qode B ock 2
80. 246. 139. 196 |[lIsrael 147.237.72. 156 [anan. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
148.75.91. 245 |lnited Sates [147.237.72. 166 |aka. i df . il Untraceabl e SSL Sessi ons: Qpen Mode None 2
79.177.43.186 |Israel 147.237.77. 176 |mat pash. i df . i | DO stributed Suspici ous Response Qode B ock 1
185. 3. 147. 169 |l srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to waw aman. i df.il/https:/ww aman.idf.il/ [B ock 1
79. 180. 208. 2 | srael 147.237.77.233|atal .idf.il PHP Attenpt Bl ock 1
5.102.242.3 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
157.55.39.119 |Uwited Sates |147. 237.0. 16 n|y| kosher-kravi. i df | hori zed WAL Access to w ny- kosher -kravi . i df i/ B ock 1
89.138.102. 119 |(lIsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock 1
66.249.76.106 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waww aka. i df.il/news/ news. asp B ock 1
46.117.226.32 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237.76. 42/ styl e/ shared/ | ayout . css  |Bl ock 1
192.169.7.223 |wited Sates [147.237.76.42 [refuah.idf.il Unaut hor i zed Met hod HEAD for 147.237.76. 42/ B ock 1
2.55.24. 226 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
109. 66. 150. 31 |l srael 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 1
82.80.53.190 | srael 147.237.77.74 |lawidf.il maffvf: d?‘ﬁ /\';;L_aii?gg_ r'\]’z/s:):{sz;:‘?‘izrp?“cmaderSeamhs;“‘t Search infg oo 1
66. 102. 6. 21 Lhited Sates |147.237.72. 166 |aka. i df . i | mu;;: riidzféﬁ }W n;h:/dsag/{,?;v\payg i p. aspx B ock 1
79. 180. 208. 2 I srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to waww atal .idf.il/wp-1ogin. php Bl ock 1
24.207.173.56 |Uited Sates |147.237.72. 166 [aka. i df .|| m“;k':: 'dfzelo: /'\i'ftu?iogﬁami fsglray ol o i ers. asp B ock 1
77.139.89.70  |France 147.237.72. 166 |aka. i df . i | mu;:;rii jfeldi I“ﬁ:ﬂ?‘ﬁ Spnﬁn; i aspx B ock 1
66.249. 79. 16 I srael 147.237.0.19 [madimatal .idf.il Uhaut hori zed URL Access to madi matal .idf.il/robots.txt B ock 1
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