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08-29-2016-17:04:01 to 08-29-2016-18:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
141.226.217. 124 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
109. 253. 138. 202 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
120. 132. 50. 135 Chi na 147.237.0. 34 tikshuv.idf.il |bl ock-sp-trafl forward 2
123. 59. 59. 52 Chi na 147.237.0. 34 tikshuv.idf.il |bl ock-sp-trafl forward 2
178.239. 62. 141 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
104. 238. 184. 170 Uni ted Ki ngdom 147.237. 76. 199 e. nakchal .idf.il |B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1
109. 241. 231. 15 Pol and 147.237.77. 243 nobi | e.idf.il Frk_Under At tack_Con_Tcp drop 1
123. 59. 59. 52 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 1




08-29-2016-17:04:01 to 08-29-2016-18:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Count ‘
185. 130. 6. 49 Li t huani a 147.237.77.216 |dover.idf.il|20086: HITP. Mi ebl ackcat Security Scanner B ock 5
185. 129. 62. 63 Denmar k 147.237.77.216 |dover.i df.i1]24910: HITP. Python urllib User-Agent Header B ock 1
185. 130. 6. 49 Li t huani a 147.237.77.216 |dover.i df.i1]20085: HITP. Miebl ackcat Security Scanner Initial Request Bl ock 1




08-29-2016-17:04:01 to 08-29-2016-18:04:01

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

79.179.114.5 147.237.77. 233 I 'srael atal.idf.il ET SCAN NVAP -sA (2) 6
183. 39. 174. 220 147.237.72. 217 Chi na e.idf.il ET SCAN Potential SSH Scan 2
183. 39. 174. 220 147.237.8. 46 Chi na e. chinuch. i df .i| ET SCAN Potential SSH Scan 2
183. 39. 174. 220 147.237. 76. 42 (hi na refuah.idf.il ET SCAN Potential SSH Scan 2
82. 81. 215. 221 147.237.76. 42 I srael refuah.idf.il ET SCAN NVAP -sA (2) 2
37. 235.52. 66 147.237.8. 24 Gle elifestyle.idf.il ET SCAN Potential SSH Scan 1
132. 70. 66. 14 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
183. 39. 174. 220 147.237.76. 34 (hi na yohal an. i df .il ET SCAN Potential SSH Scan 1
31.154.81.7 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 186. 75. 131 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
77.138.177. 110 147.237.72. 156 France anan. i of . i | portscan: TCP Distributed Portscan 1
13. 89. 50. 108 147. 237.77. 176 Lhited Sates mat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48. 195 147. 237. 76. 147 Net her | ands chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
212.179. 23. 28 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
46.121. 214. 188 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 39. 174. 220 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
91. 201. 236. 155 147. 237. 76. 199 Wkr ai ne e.nakchal .idf .il ET SCAN NVAP -sS w ndow 3072 1
185. 130. 6. 49 147.237.77. 216 Li t huani a dover.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
5.29. 90. 43 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
37.235.52. 66 147.237.77. 205 Qiile prisha.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 155 147. 237. 76. 199 kr ai ne e.nakchal .idf.il ET SCAN NVAP -f -sS 1
185. 32. 179. 24 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.53.190. 86 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
183. 39. 174. 220 147.237.0. 35 Chi na akaws. i df . il ET SCAN Potential SSH Scan 1
37.235.52. 66 147. 237. 76. 200 Gle eitan aka.idf.il ET SCAN Potential SSH Scan 1
87. 68. 25. 44 147.237.72. 156 I srael anan. i df . i | portscan: TCP Distributed Portscan 1
183. 39. 174. 220 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150 147.237.77. 235 Lhi ted Ki ngdom sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.235.52. 66 147.237.76. 86 Qiile navy. i df.il ET SCAN Potential SSH Scan 1
183. 39. 174. 220 147. 237.77. 176 Chi na mat pash. i df .i | ET SCAN Potential SSH Scan 1
84.111. 100. 58 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
154. 16. 199. 49 147.237.77.19 Lhited Sates | awforumi df . i | ET SCAN Potential SSH Scan 1
37.235.52. 66 147. 237. 72. 166 Qile aka.idf.il ET SCAN Potential SSH Scan 1
183. 39. 174. 220 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
82. 80. 59. 252 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
37.235.52. 66 147.237.8. 45 Qile e.etanidf.il ET SCAN Potential SSH Scan 1
154. 16. 199. 49 147.237.0. 15 Lhited Sates kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
80. 246. 138. 181 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
37.235.52. 66 147.237.0. 34 Qile tikshuv.idf.il ET SCAN Potential SSH Scan 1
109. 253. 197. 56 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.178. 105. 234 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
183. 39. 174. 220 147.237.76. 30 Chi na hi nush. i df . i ET SCAN Potential SSH Scan 1
24.105. 159. 242 147.237.76. 38 Lhited Sates e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 65. 188. 91 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
77.138.58. 90 147.237.72. 166 France aka.idf.il portscan: TCP D stributed Portscan 1
183. 39. 174. 220 147.237. 72. 156 hi na aman. i df.il ET SCAN Potential SSH Scan 1
5.29. 213. 169 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
93. 172. 214. 104 147.237.72. 156 I 'srael anan. i of . i | portscan: TCP D stributed Portscan 1
199. 203. 68. 10 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.235.52. 66 147.237.77. 233 Qiile atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
147.235.236. 1 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 88
79.204.197. 169 Cer many 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 72
109. 253. 138. 65 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 16
79.180. 135. 185 I srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 13
192. 95. 22. 82 Lhited Sates 147.237.77. 74 lawidf.il drop SAMrul e drop 12
46.120. 122. 219 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
12.27.109. 44 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
131. 82. 74. 57 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 7
109. 253. 212. 167 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 6
46. 19. 85. 209 | srael 147.237.76. 42 refuah.idf.il drop Frst packet isn't drop 6
2.54.104. 126 | srael 147.237.0. 34 tikshuv.idf.il dr op First packet isn't drop 6
84. 95. 208. 198 | srael 147.237.72. 156 anan. i df.il drop First packet isn't drop 5
46. 19. 86. 100 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 4
109. 66. 9. 96 I srael 147.237.72.156  |anan.idf.il drop Frst packet isn't drop 4
176. 13. 228. 69 | srael 147.237.72. 156 anan. i df.il drop First packet isn't drop 4
46. 19. 85. 237 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
192. 169. 7. 223 Lhited Sates 147.237.76. 148 gacenter. aka. i df il dr op drop 3
46.120. 122. 219 | srael 147.237.77. 170 naar achot . i df . i | drop SAMrul e drop 3
77.138.52.97 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
109. 253. 199. 105 | srael 147.237.77. 243 nobi le.idf.il drop First packet isn't drop 2
46. 253. 93. 137 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
79.178. 3. 223 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 2
217.10. 240. 82 Bul garia 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 2
46.120. 122. 219 | srael 147.237.76. 86 navy.idf.il drop SAMrul e drop 2
46.120. 122. 219 | srael 147.237.77.74 lawidf.il dr op SAMrul e drop 2
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il drop SAMrul e drop 2
2.54.104. 126 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
71. 6. 216. 50 Lhited Sates 147.237.76. 34 yohal an.i of .i | drop drop 1
207. 46. 13. 109 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
141. 212.121. 179 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
184. 105. 247. 248 Lhited Sates 147.237.76. 34 yohal an.idf .il dr op drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 1
46.120. 122. 219 | srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 1
85. 130. 190. 227 | srael 147.237.77.74 lawidf.il dr op Frst packet isn't drop 1
188. 126. 80. 52 Sweden 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
37.26. 146. 135 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
109. 253. 222. 87 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
176. 13. 23. 224 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 1
2.53.151. 47 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
109. 253. 209. 104 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
100. 92. 0. 156 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 1
54.169. 197. 38 9 ngapor e 147.237. 0. 200 . i of i | drop drop 1
109. 253. 210. 94 | srael 147.237.0.19 nadi matal .idf.il drop Frst packet isn't drop 1
54.169. 197. 38 S ngapor e 147.237.76. 148 gocenter. aka.idf.il  |drop drop 1
139. 162. 37. 113 Lhited Sates 147.237. 0. 200 mu. i df il dr op drop 1
109. 253. 136. 212 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 1
176.13.251. 7 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
109. 253. 211. 58 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
176.13.241.10 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 54
77.127.51.79 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 50
85. 65.165. 192  [Israel 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 7
87.71.29.74 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 7
109. 253.193.59 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 5
109. 67.27.210 |Israel 147.237.72. 156 [anan. i df . i | Dstributed Suspicious Response Code B ock 5
89. 164. 11. 68 Qoatia 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 5
212.199. 16. 193 |[lIsrael 147.237.77. 216 |dover . i df . i | D stributed Unaut hori zed HTTP Met hod B ock 5
85. 64. 48. 180 I srael 147.237.72. 156 [anan. i df . i | Dstributed Suspicious Response Code B ock 5
212.199. 108. 62 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 212.199. 108. 62 B ock 4
2.53. 169. 242 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 4
46.19. 86. 118 I srael 147.237.72. 156 [anan. i df . i | Dstributed Suspicious Response Code B ock 4
195. 200. 205. 35 |Israel 147.237.76.42 |refuah.idf.il D stributed Waut hori zed HTTP Mt hod Bl ock 4
81.218. 225.134 |[Israel 147.237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Code B ock 3
89.139.96.164 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
77.138.3.123 France 147.237.72. 156 [anan. i df . i | D stributed Unaut hori zed LRL Access on ww anan. i df.il/favicon.ico |B ock 2
2.55.9.69 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
158. 194. 110. 11 (FZpeu?:)Ihl c 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 2
217.132. 124. 110|I srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock
176.13.228.69 |lsrael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None
99.31.227.98  |United Sates |147.237.72.166|aka. i df .|| Dstr buted Mauthor zed Wethod for Known LR on Bl ock 2
109. 65. 3. 43 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
37.26.147.155 |Israel 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
212.199. 16. 193 |Israel 147.237.77. 216 |dover. i df . i | Mil ti pl e Waut hori zed URL Access from 212.199. 16. 193 B ock 1
81.218.70.243 | srael 147.237.76. 147 chi nuch. aka. i df . i | vmlimuc?;l;ﬁtd?i Iv>bslr112r6;d7lzcl7i4erlnnscri pts/scroll er/jquery.jcarousel .js None !
81.218.70.243 [Israel 147. 237. 76. 147 |chi nuch. aka. i df .i| |Miltipl e Waut hori zed URL Access from 81.218. 70. 243 B ock 1
109. 253. 138. 65 |Israel 147.237.72. 156 |anan. i df . i | Lht raceabl e SSL Sessi ons: Cpen Mde None 1
75.101.174.81 |lhited Sates |147.237.72.156 |aman.idf.il D stributed Waut hori zed LRL Access on waw anan.idf.il/robots.txt  |B ock 1
101.178.206.92 |Australia 147.237. 76. 39 ImeI le.neitay. idf.i Uhaut hori zed URL Access to 147. 237. 76. 39/ br oadweb/ bwr oot . asp B ock 1
195, 200. 205. 35 |l srael 147.237.76.42 |refuah.idf.il Ml tipl e Unhauthorized URL Access from 195. 200. 205. 35 B ock 1
148.75.91. 245 |Uhited Sates |147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None
81.218.70.243 | srael 147. 237.76. 147 |chi nuch. aka. i df . i | Vm‘\(‘nc?]‘i"ﬂuc?;sgﬁtd?ri I"}iﬁgiﬁer'nnsm ot s/] cpery/dl obal s None 1
109. 65. 188. 91 |l srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
77.139.187.91 |France 147.237.72. 156 |aman. i df . i | D stributed Whaut horized LRL Access on waw anan. i df.il/favicon.ico |B ock 1
37.26.147.192 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
192. 118. 27. 253 |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 192.118. 27. 253 B ock 1
81.218.70.243 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | mg‘i"ﬂuﬁxgtﬁi I"}‘lﬁ;},if?ﬂ'ﬂlﬂi s/ si deber/ si debar | & None 1
81.218.70.243 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | mnci‘i"ﬂufs rai?it & i‘l’“/ffﬁlp:igm:rle_ o None 1
101.178.206.92 |Australia 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 101. 178. 206. 92 B ock 1
77.126.68.204 | srael 147. 237.72. 166 |aka. i df . i | mnsg iZ?T ?W;;r NE\C/IhmT.iEﬁYPTED in None 1
82. 81. 50. 127 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
195. 200. 205. 35 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to waw refua atal .idf.il/sip_storage/files/6/ |B ock 1
157. 55. 39. 14 Lhited Sates |[147.237.72.166|aka.idf.il Unhaut hori zed URL Access to aka.idf.il/edinitheproj/ B ock 1
81.218.70.243 |l srael 147.237. 76. 147 |chi nuch. aka. i df .| [henomn Paraneter waseirara 1n s/ aueryl| cuery-1.4.2 rin. | s |\ 1
79.179.114.5 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
212.199.108.62 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/main/mtgaysim B ock 1
81.218.70.243 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | ml?]‘i“ﬂw?;‘;ﬁt;fiI"}‘lﬁ;iﬁa’nlmi s/ dat epi cker. | S None 1
192, 118. 27. 253 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip_storagelfil es/ 6/ B ock 1
Unknown Par anet er wb48617274 in
81.218.70.243 |lsrael 147.237.76. 147 |chi nuch. aka. i df . i | |ww chinuch. aka.idf.il/shared/ clientscripts/jquery.plugins/jquery.chart |None 1
s.js
109. 253. 205. 245]I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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