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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
41.104. 118. 210 Ageria 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 534
2.53. 38. 166 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
2.53.51. 208 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
104. 193. 252. 231 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il |bl ock-sp-trafl forvard 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
104. 238. 184. 170 Uni ted Ki ngdom 147.237. 76. 201 eatal.idf.il B ack List drop 1
71.6.135.131 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ack List drop 1
178. 239. 62. 141 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
178. 239. 62. 141 Net her | ands 147.237.76. 201 e atal.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
41.104. 118. 210 147.237.77. 216 Ageria dover.idf.il ET SCAN NMAP -sS wi ndow 1024 9
201. 238. 202. 219 147.237.76. 34 Qiile yohal an. i df .il ET SCAN NVAP -sS w ndow 1024 1
77.126. 14. 54 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
193. 192. 59. 61 147.237.0.15 Ger many kosher-kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
77.125. 66. 252 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
183. 222. 97. 82 147.237. 8. 27 Chi na e.madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 204. 245 147.237.76. 38 Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
115. 85. 192. 40 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential SSH Scan 1
52.74.147. 121 147. 237.72. 167 S ngapore i shuri maka.idf.il ET SCAN NVAP -sS w ndow 3072 1
93.173. 224. 81 147.237. 72. 166 I srael aka idf.il portscan: TCQP D stributed Portscan 1
5.29.141. 145 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
82. 81. 74. 60 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
80. 179. 104. 226 147.237. 72. 166 I srael aka idf.il portscan: TP D stributed Portscan 1
79.179. 148. 12 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
213. 151. 50. 77 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
77.127. 84. 157 147.237. 72. 166 I srael aka idf.il portscan: TP D stributed Portscan 1
193. 192. 59. 61 147.237. 76. 201 Ger many e.atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
77.126.13. 68 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 120. 124. 32 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
62. 219. 210. 153 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
147. 236. 238. 41 147.237.77. 233 I 'srael atal.idf.il ET SCAN NVAP -sA (2) 1
52.74.147.121 147.237.72. 167 S ngapore i shuri maka.idf.il ET SCAN NVAP -sS w ndow 4096 1
94.102. 48. 195 147.237.76. 34 Net her | ands yohal an. i df il ET SCAN NVAP -sS wi ndow 1024 1
85. 64. 240. 26 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
2.55. 45. 208 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
82. 80. 198. 164 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
80. 74. 122. 85 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
77.139. 168. 24 147.237. 72. 166 France aka idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
62.128. 48. 130 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 29
109. 65. 105. 150 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 16
109. 67. 100. 78 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 11
79.182.92.8 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 8
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
85. 130. 187. 99 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 7
85. 130. 230. 251 | srael 147.237.77. 170 naar achot . i df .il dr op First packet isn't drop 7
2.53.151. 47 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 5
77.125. 40. 113 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 4
79.178. 202. 64 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 4
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
66.102. 9. 187 Lhited Sates 147.237.77. 233 atal .idf.il dr op First packet isn't drop 4
66. 102. 9. 131 Lhited Sates 147.237.77. 233 atal.idf.il dr op Frst packet isn't drop 3
109. 67. 100. 78 | srael 147.237.77. 243 nobi le.idf.il dr op Frst packet isn't drop 3
176. 13. 245. 30 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 3
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
109. 253. 200. 136 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 2
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i dr op drop 2
109. 253. 145. 21 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 2
176. 13. 13. 242 | srael 147.237.77. 243 nobi le.idf.il dr op First packet isn't drop 1
201. 238. 202. 219 Quile 147.237.76.34 yohal an.idf.il dr op drop 1
109. 253. 157. 233 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
62.219.198. 6 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.76.34 yohal an.idf.il dr op drop 1
176.13.18. 16 | srael 147.237.0.19 nadi matal .idf.il dr op First packet isn't drop 1
202. 28.10. 20 Thai | and 147.237.77.74 lawidf.il dr op SAMrul e drop 1
109. 253. 197. 86 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
176. 13. 227. 150 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df . i | dr op SAMrul e drop 1
109. 253. 133. 134 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
41.104. 118. 210 Ageria 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
212.199. 218. 246 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
139. 162. 37. 147 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i dr op drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
71.6.216.53 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
216. 218. 206. 91 Lhited Sates 147.237. 0. 200 ndu.idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
176.13. 16. 74 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 29
209. 88. 183. 193 |lIsrael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 10
209. 88.183. 193 [Israel 147.237.76.31 |nakchal .idf.il Ml ti pl e Uhaut hori zed URL Access from 209. 88. 183. 193 B ock 9
2.53.182. 243 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 8
46. 19. 86. 107 I srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 7
2.55.47.74 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 6
109. 66. 143. 113 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
46. 19. 86. 89 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
2.53.33.135 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 3
46. 19. 86. 221 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19.86. 4 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
213.57.241.171 [israel 147.237.72. 166 [aka. i df . i | Ml tipl e Uhaut horized URL Access from 213.57.241. 171 B ock 3
79.180.199. 42 I srael 147.237.77.233|atal . i df . il \;P;rwa':;efigﬁmﬁihﬁ ast?r,cahsﬁ?t in B ock 3
176. 13. 251. 169 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 3
2.53.185. 10 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode B ock 3
107. 6. 186. 91 Netherlands  |147.237.77.216|dover.idf .il PHP Att enpt B ock 2
37.142.189.179 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
77.139.160.86 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for ww aka. idf.il/mluin B ock 2
109. 253. 245. 226l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.120. 113. 100 |Israel 147.237.72. 156 [anan. i df . i | Ml ti pl e Unhaut horized URL Access from 46.120. 113. 100 B ock 2
107. 6. 186. 91 Netherlands  |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to ww i df.il/index. php B ock 2
46.19. 85. 45 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.53.4.227 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
2.55. 147. 145 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
37.26.146.240 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
79.181.27.7 I srael 147.237.77.216|dover.idf .i | Ostributed Wnaut hori zed URL Access on waw i df.il/error.htm B ock 2
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unauthorized URL Access from 66. 249, 76. 83 B ock 1
199. 30. 24. 57 Lhited Sates |[147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
46.116. 100. 133 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius B ock 1
133.242. 4.52 Japan 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ pages/ ui . php B ock 1
212.199.71.94 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
178.122.31. 208 |Bel arus 147.237.72. 166 |aka. i df . i | m;z‘ff_ iﬂar:';jhnc;rgoﬁ? dﬁ;ﬂff;’;’xmo"‘" R on B ock 1
65.55.210.168 [lLnited Sates |[147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock
213.57.241.171 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip_storagelfiles/3/ B ock 1
82. 80. 23. 114 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 1
66.249.76.115 I srael 147. 237.77. 216 |dover . i df . i | D o oo el dover aspx Bl ock 1
208. 100. 26. 231 |[Wnited Sates |[147.237.72.166aka.idf.il Unaut hori zed URL Access to / B ock 1
138. 134. 102. 16 |Israel 147.237.76.31 |nakchal .idf.il Distributed haut hori zed HITP Met hod B ock 1
212.199.151. 138l sr ael 147.237.77. 226 :‘MA:I}/ chamatz. aka. 1d mut:zgrn;id allg._i/zicf(.:?slsl tteonpl at es/ honepage/ honepage. aspx Bl ock !
77.139.180.13 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to vwwy aman. i df .il/favicon.ico B ock

192. 115. 100. 190l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. idf.il/ituriniasp/wars. asp |B ock

66. 102. 6. 23 Wited Sates [147.237.72.166|aka. i df .il ml‘hmfv“;?:rii;‘??l'}kn;hg/dr;mtflc;ener . asix B ock 1
124.188.97.27 |Australia 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx B ock 1
217. 132. 122. 246|i srael 147.237.72. 166 |aka. i df . i | mmm:vngkv: i??ﬁﬁ n/i;gr?;c/t;a?gficE:ﬁgfophsachar$°t' alin None 1
82.80.23.114  [Israel 147.237.76.42 |refuah.idf.il chaut for | ze¢ _lijgf‘_ff/c;s;_stt‘;rag . Bl ock 1
68. 180. 229. 49 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
176. 13. 10. 31 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
46.120. 113. 100 |Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to v anan. i df.il/robots. t xt B ock 1
109. 64. 158. 161 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
46.19. 85. 106 I srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
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