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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
85. 64. 202. 24 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
8. 37.225.230 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 3
8. 37. 225. 230 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
60. 54. 75. 237 Ml aysi a 147.237.76. 44 e.refuah.idf.il B ack List drop 2
176. 13. 231. 94 | srael 147.237.0.19 nadi matal .idf.il DCBS- SSL- A ear Text drop 1
198. 48. 92. 104 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ack List drop 1
94.102. 49. 193 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |Back List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 30 hi nush.idf.il B ack List drop 1
46.19. 86.0 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
95. 35. 213. 133 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 202 e halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste \Signature |Count\
147.235.185. 74 |147.237.77. 216 |I srael dover . i df .i | portscan: TCP DO stributed Portscan 1
77.127.26.247 |147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
116. 12. 175. 233 |147.237.0.15 |9 ngapore kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 3072 1
77.124.19.3 147.237.77. 216 |I srael dover . i df .i | portscan: TCP DO stributed Portscan 1
109. 253. 135. 125|147. 237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 85. 8 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
109. 186. 94. 124 [147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
2.55.174. 179 147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
85.130. 223. 241 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
2.53.63.68 147.237. 77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
84.229.25.132 |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
83. 130. 251. 148 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
212.143.138.22 |147.237.72.166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
80. 246. 133. 241 |147.237. 72. 166 || srael aka idf.il portscan: TGP D stributed Portscan 1
178. 220. 165. 231|147. 237. 76. 198 e.yohalan.idf.il |ET SCAN NMVAP -sS w ndow 4096 1
79.178.222.71  |147.237.72.166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
132. 74.209. 153 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
77.124.50.138  [147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
116. 12. 175. 233 |147.237.0.15 |9 ngapore kosher-kravi.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
46.19. 86. 211 147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
109. 226. 44. 128 |147.237. 77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
5. 255. 90. 133 147. 237. 77. 178 |Net her | ands ematpash.idf.il |ET SCAN NMAP -sS w ndow 1024 1
109,109, 43. 232|147 237 0.34 |lran Islanic Cikshuv.idh il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Republ i ¢ of Potential Scan or Brute Force
2.53.150. 11 147.237.77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
85. 64.147.140  |147.237.77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
2.53.22.120 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
84.94.194. 70 147.237. 72. 166 |I srael akaidf.il portscan: TQP D stributed Portscan 1
213.57.203.37 |147.237.77.216|Israel dover.idf.il portscan: TP D stributed Portscan 1
82. 80. 168. 13 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
199. 203. 83. 226 |147.237. 77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
79.179.199.87 |147.237.72.166 |l srael aka.idf.il portscan: TQP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry |Target Address |Ste |Signature ‘Message Devi ce Action |Count |
8. 37.225. 230 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 306
40.77.169. 102 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 14
95. 35. 213. 133 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
84.149.194. 158 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
193. 103. 207. 10  |Ger nany 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 6
176. 13. 13. 155 I srael 147.237.0.19 nedi matal .idf.il |[drop First packet isn't SYN drop 5
62.219. 227. 25 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
85. 130. 187. 99 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4
46.117. 215. 46 I srael 147.237.72. 156 |anan.idf.il drop First packet isn't SYN drop 4
109. 253. 145. 21 |[Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
80.178.222.233 |lsrael 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
192.169. 7. 223 Lhited Sates 147.237.76. 148 |gocenter. aka.idf il |dr op drop 3
31.168.162. 158 |[lsrael 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 3
84.109. 1. 80 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
109. 253. 145. 21 |l srael 147.237.72. 167 |ishurimaka idf.il [drop First packet isn't SYN drop 3
93. 84. 230. 165 Bel arus 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 3
157. 55. 39. 201 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
85. 64. 202. 24 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
68. 180. 230. 47 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
106. 38.241. 105 |China 147.237.72. 166 |aka.idf.il drop SAMrul e drop 2
80. 179.41. 10 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
212.143.135.92 |[lsrael 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 2
217.194.197.80 |lsrael 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 2
80. 246. 133. 248 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
93. 63. 226. 141 Italy 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
79.177.125.14 | srael 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 2
37.26. 148. 252 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
216.243.31.2 Lhited Sates 147.237.0.200 |rdu.idf.il dr op drop 1
176. 13. 236. 3 | srael 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 1
5.29.38.52 I srael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 1
141.212.122. 113 |Lhited Sates 147.237.0.200 |rdu.idf.il dr op drop 1
176. 13. 2. 163 | srael 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 1
109. 253. 131. 143 (I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
77.138.52. 97 France 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 1
176.13. 236. 249 |l srael 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 1
141.212.122. 114 |lhited Sates 147.237.0.200 |rdu.idf.il dr op drop 1
106. 38.241. 105 |China 147.237.76.42 |refuah.idf.il dr op SAMrul e drop 1
212. 143.142.56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
46. 19. 86. 225 I srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 1
176.13.3.95 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't SN drop 1
109. 253. 143.76 |l srael 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 1
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop Unexpect ed post SYN packet - RST or SYN expected |drop 1
141.212.122.122 |lhited Sates 147.237.0. 33 idf.il dr op drop 1
106. 38.241. 105 |China 147.237.77. 176 |natpash.idf.il drop SAMrul e drop 1
212.199. 75. 26 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
141.212.122. 123 |Lhited Sates 147.237.0. 33 idf.il dr op drop 1
106. 38.241. 105 |China 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
176. 13. 230. 2 | srael 147.237.77. 243 |nobi le.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.231.94 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 165
37.46.38.178 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 71
176. 13. 230. 236 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 67
46. 19. 85. 215 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 35
185. 120. 125. 24 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 23
131. 253.27.8 Lhited Sates [147.237.77.216|dover.idf.il Ostributed Wnhaut horized URL Access on waw i df.il/error.htm B ock 22
109. 253. 222. 233|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 16
91.199.73.194  |[Turkey 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 10
138. 134. 102. 16 |l srael 147.237.76.31 |nakchal .idf.il |[Distributed Unauthorized HTTP Mt hod B ock 9
2.53.21.130 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
176. 13. 244. 228 |l srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 6
46.19. 86. 89 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 4
195. 160. 242. 40 |l srael 147.237.77. 74 |lawidf.il Distributed Unaut horized HTTP Met hod B ock 4
176.13.19.210 |[lIsrael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 3
2.55.52. 230 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
176. 13. 247. 160 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
37.26.148.238 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
91.199.73.196 [Turkey 147.237.77. 216 |dover.idf . il Ostributed Whaut horized URL Access on waw i df.il/error.htm B ock 3
2.53.190. 67 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
145. 255. 16. 86 gz::;”i o 147.237.72. 166 |aka. i df . i | m;zﬂt jfd. illj}arf;hnc/’rgozni? dﬁ;ﬁf?;’;}(m’m R on Bl ock 2
37.26.148.208 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 2
95. 35. 131. 63 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i|/mai n/ gi yus/ geneal . aspx B ock 2
62.219.147.212 |[israel 147.237.77.74 [lawidf.il D stributed Unaut hori zed HTTP Met hod B ock 2
176. 13. 230. 236 |l srael 147.237.0.19 |nadi matal .idf.i|untraceabl e SSL Sessions: (pen Mde None 2
91.199.73.195  |Turkey 147.237.77.216|dover . i df .i | D stributed Lhauthori zed URL Access on www i df.il/error.htm Bl ock 2
192. 116. 232. 69 |l srael 147.237.77. 216 |dover.idf .il Ml ti pl e Uhaut horized URL Access from 192. 116. 232. 69 B ock 2
62.219.147.212 |[israel 147.237.77.74 [lawidf.il Mil tipl e Unaut horized URL Access from 62.219. 147. 212 Bl ock 2
212.179.21.194 |israel 147.237.77. 216 |dover . i df . i | E;;;?gegeﬁﬁ;fr Type Violation on v idf.il1/1065-he/dover. aspx g 2
138. 134.102. 16 |l srael 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 138.134. 102. 16 B ock 2
109. 253. 195. 181 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
40.77. 167. 29 Lhited Sates  [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/sip storage/files/3/ B ock 1
87.71. 47. 190 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
212.235.124.56 |Israel 147.237.72. 166 |aka. i df . i | m;(zult gfd. itlhf‘#;ih:]’/réf;js /L;‘i ecess on aspxs Bl ock 1
62. 0. 30. 109 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 1
195.160. 242. 40 |Israel 147.237.77. 234 |hal ag.i df . i | i;t rz'st;”t;dZﬁffﬁggsiiiaﬁlﬁﬁij fg . Bl ock 1
77.138.34.98  |France 147.237.72.166 |aka. i df . i | m;zﬂt jfd. illj}arf;hnc/’rgozni? dﬁ;ﬁf?;’;}(m’m R on B ock 1
41.187.94.250 |Egypt 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to v i df .il/894-ar Bl ock 1
5.29. 221. 83 I'srael 147.237.77. 216 |dover . i df . i | E;;;?gegeﬁﬁ;fr Type Violation on v idf.i1/1065-he/dover. aspx g 1
213.57.59. 18 I srael 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation SearchText in wwidf.il/1065 he/dover.aspx |B ock 1
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | mu;kr:iriﬁzﬁ? lﬁgthﬁgsiﬁﬁ;%;f it ssp B ock 1
2.53.23. 242 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
101. 178.206. 92 |Australia 147.237.76.200|ei tan. aka. i df . i | |tnaut hori zed URL Access to 147. 237.76. 200/ j et speed/ B ock 1
199. 30. 24. 41 Uited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
79.177.164.172 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
31.13.113.175 [ireland 147.237.72. 166 |aka. i df . i | chaut nor zed Iﬁmﬁ?;‘ff’i; o ot i ndanswer . aspxw Bl ock 1
157. 55. 39. 97 Wited Sates  |147.237.72.166|aka. i df .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
37.26.149.207 |Israel 147.237.77. 234 |hal ag. i df .i | o ;'32“23‘1Zg;‘;":’;:;:sfi‘:]a%/ﬁffﬁ T B ock 1
2.53.33.135 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
109. 66. 130. 226 |l srael 147.237.72. 166 |aka. i df . i | LL'ri%i' ; i%“agegfinﬁ:;fgol);cﬁi/ fm’j IV kapat z/ /1 esi012 B ock 1
84.108. 249. 218 |l srael 147.237.77. 216 |dover.i df . i | D stributed Whauthorized URL Access on v idf.il/https:/wanidf.il/  [B ock 1
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