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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

2.53.61.201 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 4
82.80.78. 2 | srael 147.237.77. 226 ww chanat z. aka. i df . i | |B ack List drop 2
185.94.111.1 Russi an Federation 147.237.76. 201 e atal.idf.il B ack List drop 1
71.6.158. 166 Lhited Sates 147.237.76. 197 e hinush.idf.il B ack List dr op 1
209. 126. 136. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ack List dr op 1
109. 65. 142. 86 | srael 147.237.72. 166 aka.idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
51. 255. 36. 86 France 147.237.77.216  |dover.idf.il| |CL000074: HTTP. majestic bot Per mit 2
71.6.135. 131 Lhited Sates 147.237.77.216  |dover.idf.il [13840: TLS (penSS. Heartbeat Packet B ock 1
84. 20. 63. 93 St zerl and 147.237.77. 74 lawidf.il 14331: HITP. Suspicious User-Agent (M Session) Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

167. 114. 17. 147 147. 237. 77. 216 Canada dover.idf.il Tehila - Perl LW with fake user agent 14
79. 180. 17. 210 147. 237.72. 166 I srael akaidf.il ET SCAN NVAP -sA (2) 4
212.179. 21. 194 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
201. 238. 202. 219 147.237.76. 39 Qiile nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 76. 83 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
185. 120. 126. 19 147. 237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
46. 116. 84. 209 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 115 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 253. 132. 166 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.149. 184 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 26. 98 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
87.70. 25. 105 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
217.132.18. 38 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
82. 80. 33. 234 147.237.77. 216 I srael dover.idf .il portscan: TCP Distributed Portscan 1
213. 8. 204. 47 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
79. 181. 48. 180 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.150. 133. 226 147.237.77. 216 I srael dover.idf .il portscan: TCP Distributed Portscan 1
79.179. 143. 218 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
201. 238. 202. 219 147.237.76. 38 Qiile e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.120. 150. 14 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
176. 228. 202. 18 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
46.116. 21. 192 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
132. 68. 140. 207 147.237.77. 216 I srael dover.idf .il portscan: TCP Distributed Portscan 1
46. 19. 86. 5 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 130. 82 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26. 146. 202 147.237.77. 216 I srael dover.idf .il portscan: TCP Distributed Portscan 1
89.139.217. 181 147. 237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
82. 81. 220. 4 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
216.72.34. 217 147.237.77. 216 I srael dover.idf .il portscan: TCP Distributed Portscan 1
81.218. 80. 162 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
193. 43. 246. 250 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 12
15. 219. 201. 83 India 147.237.77. 216 dover.idf.il dr op First packet isn't drop 10
89. 46. 180. 223 Pal estinian Territory, Qcupied 147.237.77.74 lawidf.il drop Frst packet isn't drop 10
199. 203. 179. 99 I srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 7
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il drop SAMrul e drop 6
46. 19. 85. 191 I srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 6
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
192.169. 7. 223 Lhited Sates 147. 237. 76. 148 gocenter. aka.idf.il |drop drop 3
109. 253. 139. 97 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 2
109. 253. 201. 204 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
176. 13. 244. 173 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
176.13.17.4 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
176. 13. 247. 187 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
37.247.36.81 Net her | ands 147.237.76. 34 yohal an.idf .il drop drop 1
201. 238. 202. 219 Qile 147.237.76. 148 gacenter. aka. i df il dr op drop 1
176. 13. 225. 226 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
184. 105. 139. 79 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
109. 253. 199. 179 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 1
176. 13. 229. 44 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147. 237.76. 42 refuah.idf.il drop SAMrul e drop 1
176. 13. 230. 2 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 1
176.13.7. 143 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
79.176. 59. 36 | srael 147.237. 72. 156 anan.idf.il dr op Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.55.161. 224 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 147
2.53.20. 43 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 77
176. 13. 230. 236 |l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 62
46. 19. 85. 35 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 35
46. 19. 86. 80 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 27
176.13.13. 155 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 26
46. 19. 86. 228 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 11
77.139.69.181 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for vy aka. i df.il/mai n/ sachar B ock 4
167. 114. 17. 147 |Canada 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 167.114. 17. 147 B ock 4
62.219. 147. 212 |lIsrael 147.237.77.74 [lawidf.il Wnaut hori zed HTTP Met hod Bl ock 4
80.246.138.64 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
2.53.33.77 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
66. 249. 76. 83 | srael 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 66. 249. 76. 83 B ock 3
109. 253. 222. 233|l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
46.19. 86. 6 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
62.219. 147. 212 |lIsrael 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 62.219. 147. 212 Bl ock 3
2.53.171.39 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
207.46.13.109 |lnited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 2
80. 246. 139. 157 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 193. 219|1 srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 2
2.53.149. 54 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 2
66. 249. 76. 35 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 76. 35 B ock 2
84.94.43.110  |Israel 147.237.76.42 |refuah.idf.il mafg o z;e. I\A dfoll ﬁt} e nggﬁn;;;ceml deriStxtcntent in g oy o
46.19. 86. 122 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
91.233.55. 16 :Z:::t”i on 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for waw aka. i df.il/main/kapat z/ B ock 1
66.249.76.77  |Israel 147.237.72. 166 |aka. i df . i | ﬂ‘;‘_‘tzg‘;'_'fze_dlgygﬁ;ezz e/ asp/ shouf or um asp Bock |1
109.226. 49.238 |l srael 147.237.72. 156 [anan. i df . i | V\ux;:\zu;::r:.l izjfd. |LIJ7LnD€i‘|:(|:$17? ets?)ur ces/ i mages/ f avi con/ f avi con. png B ock !
62.219.147.212 |Israel 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to waw | aw i df.il/163-7238- he/ B ock 1
84.109.138.36 Israel 147.237.77.74 |lawi df .i | chauthori zed LR Socees 12 ot zar . aspxundef i ned Bock |1
37.142.183.36 |[Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |Bl ock
157.55.39. 101 |lhited Sates [147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ B ock
66. 249.76. 37 | srael 147.237.0.17 (rjnf _rTi!/|- osher-kravi | Lilrw‘)a/?aklos':\aerra}rﬁae\ii Elnngd: In?a; rja?(/icr: eat ecapt chai nage. aspx None !
101.178.206.92 |Australia 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ et speed/ B ock 1
31.168.11.194 |[lIsrael 147.237.77. 170 [maar achot . i df . i | Wnaut hori zed HTTP Met hod Bl ock 1
192. 115. 177. 2021 sr ael 147.237.77.216|dover.i df . i Mil tipl e Unhauthorized URL Access from 192. 115, 177. 202 B ock 1
66.102.9.21  |United Sates |147.237.72. 166 |aka. i df .i | m;l'(:”lt;d iﬁ’}a:;ihn‘;rrioii‘j d'\e‘:;:‘l’?_;g;xm‘m R on Bock |1
84.111.140.16 |[lIsrael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
Unknown Par anet er
2.53.57.39 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP! aceHol der $quest i onUpdat e$conboQu [None 1
estion in wwaka. idf.il/nain/giyus/fag. aspx
212.25.79.133 [Israel 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
77.139.156.11 |France 147. 237. 72. 166 |aka. i df . i | \?;A:\:;L:Jit:ﬁ iﬁr}a;ihn‘;rr:oii‘/j d“g;ﬂ??.;g;xmom UL on B ock 1
157.55.39.240 |Uwited Sates |[147.237.72.166|aka.idf .il Uhknown Paraneter catid in aka.idf.il/tiznoret/gallery/ None
66. 249. 76. 46 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 66.249. 76. 46 B ock
62.0.53. 43 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
101.178. 206. 92 |Australia 147.237.72. 166 |aka. i df . i | l‘ﬂ‘;‘“;g‘;r '722?‘16;’7\‘/5/;‘;;?;/ \:5(1)320/ cor e/ ogi n. aspx Bl ock 1
82. 19. 114. 199 E?i;;gom 147. 237. 72. 166 |aka. i df . i | \?;A:\:;L:Jit:ﬁ iﬁr}a;ihn‘;rr:oii‘/j d“g;ﬂ??.;g;xmom UL on B ock 1
31.168.11.194 [israel 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/pdf/files/7/ B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to v idf.il/atal 1/izkor/viewing. asp  |B ock
192.118.10.10 |Israel 147.237.77.216|dover. i df . il Mil tipl e Lhauthorized LR Access from 192.118.10. 10 B ock
66.102. 9. 24 Wited Sates |147.237.72.166|aka. i df .i | m“;:;’_rii jfe_oi' I'\fr:a??f/’hzcng d‘;f";ul ‘. aspx B ock 1
87.69.221.189 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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