08-29-2016-12:04:08 to 08-29-2016-13:04:08

1"PT SwNn .’
gov IDF Under Attack
www.gov.il Da.||y RepOrt

[Top Targets |

M nadi matal .idf.il

M aka. idf.il

M dover.idf.il

Watal .idf.il

M nobile.idf.il

B wan chanat z. aka. i df . i |

[ ishurimaka.idf.il

Wiawidf.il
refuah.idf.il

M anan.idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

W 2.53.156.7
84. 95. 208. 20
I 109. 253. 209. 186
37.46. 38. 178
Nu fébef M 67. 228. 150. 34
At acks M 109. 253. 145. 21

1253723

Il 184. 168. 46. 19
194. 88. 154. 178

M 2.53.61. 229

Top Attackers



08-29-2016-12:04:08 to 08-29-2016-13:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address

Target Address

Signature

Device Action

Count

|Attacker Country

82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack Li st drop 3
209. 126. 136. 2 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ack List dr op 1
212.179. 64. 162 | srael 147.237.77. 74 lawidf.il B ack List drop 1
125. 67. 228. 51 Chi na 147.237.8. 24 elifestyle.idf.il Invalid TGP H ags drop 1
192. 162. 101. 50 Russi an Federation 147.237.76. 38 e.eneitav.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site Sgnature Devi ce Action |Count |
67.228.150. 34 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on Bl ock 6
85. 232. 60. 142 Lhited Kingdom [147.237.77.74 |lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 6
67.228. 150. 34 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Declaration Evasion Bl ock 6
194.88.154.178 |Pol and 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
67.228.150. 34 Lhited Sates 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SELECT) B ock 6
46.165.197. 141  [Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per it 2
199. 58. 86. 206 Lhited Sates 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot Per mit 2
165. 225. 72. 74 Ger many 147.237.72.167 [ishurimaka.idf.il [13840: TLS (penSS. Heartbeat Packet B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘Ste ‘Signature

67.228.150.34 |147.237.77.233|W0ited Sates |atal.idf.il |SQ Injection - Select From 39
194. 88. 154. 178 [147.237.77. 233 |Pol and atal.idf.il SQ Injection - Select Fom 12
66.249. 93. 243  |147.237.77. 176 |Eur ope nat pash.idf .il [ET SCAN NVAP -sA (2) 10
85.232.60.142 |147.237.77.74 E?i;;gom lawidf.il SQ Injection - Select From 8
79.182. 133. 214 |[147.237.72. 156 || srael aman. i df i ET SCAN NVAP -sA (2) 8
87.115.230.45 |147.237.77.74 Ei"i;;gom lawidf.il Tehila - Perl LWP wth fake user agent 2
46. 19. 85. 87 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 2
46.120. 168. 200 (147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
189.251.12. 57  [147.237.77. 227 |Mexi co e hanaz.idf.il |[ET SCAN NVAP -f -sS 1
84. 95. 208. 20 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.26.148.201 |[147.237.77. 216l srael dover.idf.il |portscan: TCP D stributed Portscan 1
185. 120. 124. 51 [147.237. 77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
84.94.152. 251  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
2.53.54. 143 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
176.13.2.118 147.237.77. 216 (I srael dover.idf.il |portscan: TCP D stributed Portscan 1
82.80.198. 164 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
132. 68. 140. 115 |147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
80. 246. 133. 244 |147.237.77. 233 |I srael atal.idf.il ET DCB Large anmount of TCP ZeroWndow - Possible N ller2 Dhos 1

attack

109. 253. 146. 138|147. 237. 77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
212.179. 146. 134|147. 237. 77. 216 || srael dover.idf.il [portscan: TGP D stributed Portscan 1
79.180.54. 161  [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 66. 141. 218 |147.237. 77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
201. 238. 202. 219|147. 237. 76. 197 |Chi | e e hinush.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
77.139.229.88 |147.237.72. 166 |France akaidf.il portscan: TCP O stributed Portscan 1
193.239.108.4 |147.237.77. 216 |Israel dover.idf.il |portscan: TCP D stributed Portscan 1
77.124.38.100 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
189.251.12. 57  |147.237. 77. 227 |Mexi co e hanaz.idf .il [ET SCAN NVAP -sS wi ndow 1024 1
85. 65. 52. 4 147, 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
185.127.10.42 |147.237.77.216|Israel dover.idf.il [portscan: TGP D stributed Portscan 1
84.94.181.8 147.237.77. 216 |I srael dover.idf.il |portscan: TCP Distributed Portscan 1
37.26.147.231 |147.237.77. 216l srael dover.idf.il |portscan: TCP D stributed Portscan 1
176. 106. 229. 25 |147.237.77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
82.81.141. 146  |147.237.77.216 |l srael dover.idf.il |portscan: TCP Distributed Portscan 1
132.72.89.7 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
82. 80. 55. 63 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 253. 214. 135|147, 237. 77. 216 |I srael dover.idf.il |portscan: TCP Distributed Portscan 1
217.132.137.88 |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
109. 67. 161. 217 [147.237. 77. 216 |I srael dover.idf.il |portscan: TCP DO stributed Portscan 1
212.179.91.34 |147.237.77. 216l srael dover.idf.il |portscan: TCP Distributed Portscan 1
79. 176. 66. 22 147, 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
106. 38. 241. 105 [147.237. 72. 166 |Chi na akaidf.il portscan: TCP O stributed Portscan 1
77.126.72. 42 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
87. 69. 176. 77 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
189.251.12. 57  [147.237.77. 227 |Mexi co e hanaz.idf.il |ET SCAN NVAP -sS w ndow 2048 1
85, 105, 15. 49 147 237.76. 34 |Turkey yohl an. i df. i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Message Devi ce Action |Count
109. 253. 145. 21 | srael 147. 237. 72. 167 ishurimaka.idf.il dr op First packet isn't drop 28
184. 168. 46. 19 Lhited Sates 147.237.76. 42 refuah.idf.il drop SAMrul e drop 17
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 13
40.77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 12
85. 130. 235. 228 | srael 147.237.77.176 nat pash. i df . il dr op Frst packet isn't drop 8
62. 0. 238. 55 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 7
62. 0. 238. 55 | srael 147.237.77. 226 waw chanat z. aka. i df . i | drop First packet isn't drop 7
84.94.170. 66 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
185.99.33.8 Lebanon 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
2.53.185. 245 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
213. 246. 49. 11 France 147.237.77.74 lawidf.il dr op SAMrul e drop 6
121. 40. 25. 174 Chi na 147.237.77. 233 atal.idf.il dr op SAMrul e drop 6
109. 253. 199. 179 | srael 147. 237. 72. 156 anan. i df.il dr op First packet isn't drop 4
184. 168. 46. 19 Lhited Sates 147.237.77. 233 atal.idf.il dr op SAMrul e drop 4
45. 33. 120. 125 Lhited Sates 147.237.77.170 naar achot . i df . i | dr op SAMrul e drop 3
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
84. 95. 208. 20 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
2.53.128.194 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
192.117. 129. 166 | srael 147. 237. 72. 166 aka idf.il dr op First packet isn't drop 2
85. 130. 235. 228 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df .i | drop drop 2
77.138.173. 159 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
178. 39. 89. 218 Sn tzerl and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
88. 202. 218. 242 United Ki ngdom 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 67. 157. 124 | srael 147. 237. 72. 166 aka idf.il dr op First packet isn't drop 2
183. 129. 160. 229 Chi na 147.237.8. 14 e.orchot.idf.il dr op SAMrul e drop 1
169. 229.3.91 Lhited Sates 147.237.76. 31 nakchal .idf.il dr op First packet isn't drop 1
74.82.47. 36 Lhited Sates 147.237. 76. 148 gacenter.aka. i df .il drop drop 1
176. 13. 16. 60 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il drop First packet isn't drop 1
109. 253. 139. 171 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147. 237. 8. 27 e.nadi matal .idf.il drop SAMrul e drop 1
62. 0. 200. 129 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.76. 44 e.refuah.idf.il dr op Frst packet isn't drop 1
109. 253. 206. 14 | srael 147.237.72. 166 aka. idf.il dr op First packet isn't drop 1
106. 38. 241. 105 Chi na 147. 237.76. 42 refuah.idf.il drop SAMrul e drop 1
74.82.47.51 Lhited Sates 147.237.0. 200 mu.idf.il dr op drop 1
176. 13. 243. 149 | srael 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.0. 35 akaws. i df . il dr op First packet isn't drop 1
109. 253. 143. 118 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't drop 1
212.199. 34. 114 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.8. 45 eeitanidf.il drop SAMrul e drop 1
169.229.3.91 Lhited Sates 147. 237. 76. 202 e halag.idf.il dr op Frst packet isn't drop 1
109. 253. 206. 181 | srael 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df . il dr op SAMrul e drop 1
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
176. 13. 245. 30 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.8. 24 e lifestyle.idf.il drop First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.8. 46 e.chinuch.idf.il dr op SAMrul e drop 1
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A tacker
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.156.7 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 188
109. 253. 209. 186|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 149
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 115
37.46.38.178 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 95
84. 95. 208. 20 I srael 147.237.77. 226 }M\IN;I chamat z. aka.id Mil tipl e Unaut horized UR. Access from 84. 95. 208. 20 B ock 26
84. 95. 208. 20 I srael 147.237.77. 216 |dover. i df .|l Ml tiple Unauthorized URL Access from 84. 95, 208. 20 B ock 25
2.53.7.23 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 24
2.53. 61. 229 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 17
37.26.147.195 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 12
46.19. 86. 141 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 11
79.181.53.180 [Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 6
46.210. 169. 244 |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Qode B ock 4
84.95.208.20  |Israel 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 4
2.53. 169. 254 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
2.53.45.56 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 3
2.53.185. 10 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
192. 116. 232. 69 |l srael 147.237.77.216|dover.idf .il Ml ti pl e Unaut horized URL Access from 192. 116. 232. 69 B ock 3
109. 253. 144. 1711 sr ael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
46. 19. 86. 137 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Qode B ock 3
185. 27.106. 95 |l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
109. 253. 211. 141l sr ael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Gode B ock 3
2.53.33.77 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
79.179.167. 149 [israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
109. 253. 195. 181 |l sr ael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
87.68.51.92 [Israel 147.237.77. 243 |nobi | e. i df . i | et : ?r(;fz‘f? , g;eggrcﬁiiptl oo/l st chi | ddoounent o/ 1465 Bock |3
84. 95. 208. 20 I srael 147.237.77. 226 :c'w‘m/ chanat z. aka. i d PHP At t enpt B ock 3
109. 253. 206. 181 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
80.74.107.118 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 2
46. 19. 86. 12 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
2.53.0.176 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
176.13.225.54  |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
89.138.53.190 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 2
37.26.148.245 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 2
176. 13. 226. 222 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
80.246.133.27 |[Israel 147.237.77.216|dover. i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 2
212.179. 226. 179|I srael 147.237. 72. 166 |aka. i df . i | VLW?;“;?:T d??id”u; nﬁifiszt ;/Ocssspi o e Bock |2
84.111.20.128  |Israel 147.237.77. 216|dover. i df . i | v\un)u\x?\zuit gfo .riI IzletdenL:)lq;tics(;ishsarte(c)i/ user cont r ol s/ pronot i oncube/ Bl ock 2
185. 32.179. 167 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
37.26.146.134 |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Qode B ock 2
157.55.39.201 |Uited Sates |147.237.77.216|dover.idf.il Mil tipl e Unhaut horized URL Access from 157.55. 39. 201 B ock 2
46.19. 86. 212 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
176.13.251. 3 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 2
84.94. 56. 132 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
139. 162. 13. 205 |3 ngapore 147.237.77. 234 |hal ag. i df . i | %{“ﬁfg{fﬁﬁﬂf& - Protocol violation None 1
Paraneter Type Mol ation
77.138.221.12 |France 147.237.77.216|dover.i df . il ct100$Cont ent P aceHol der 1$ucArti cl eLobbyCont rol $I mageBut t onl. x |Bl ock 1
in wwidf.il/1842-he/ dover. aspx
87.69.221.189 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
46.191. 159. 253 gs::;”i on 147.237.72. 166 |aka. i df . i | m ;L:_”itc‘:’fd_ iﬂa#;jhn(;rhioﬁj d';f;ﬂ??_ ;;’;XKno‘m L on B ock 1
188.21.3.1 Austria 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: pen Mde None 1
37.26.147.195 |[Israel 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 1
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