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Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
58.177. 206. 250 Hong Kong 147.237.76. 44 e.refuah.idf.il |Back List drop 1
176. 13. 243. 149 | srael 147.237.0. 19 nadi matal .idf.il|DOBS SSL- A ear Text dr op 1

54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Gount ry

Target Address

|Site

|S gnature

Devi ce Action

|Oount

50. 63. 197. 208 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
67.228.150. 34 Lhited Sates 147.237.77. 233 atal.idf.il |5670: HTTP. SQ Injection (SALECT) B ock 6
5. 28. 164. 120 | srael 147.237.72. 166 aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
37.187.129. 166 France 147.237.77. 216 dover.idf.il |[24910: HITP. Python urllib User-Agent Header B ock 1
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Attacker Address
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At acker

Signature

Gountry
66.249. 66.226 [147.237.76.30 |Wited Sates |hinush.idf.il ET SCAN NVAP -sA (2) 63
50. 63.197.208 |147.237.77.74 |lhited Sates |[lawidf.il SQ Injection - Select Fom 12
67.228.150. 34 |147.237.77.233|Wited Sates |atal.idf.il SQ Injection - Select From 10
212.199.231.68 |147.237.72. 166 |l srael aka.idf.il SER\E APAO_E. Apache mod_ssl non- S8 connection to SSL port 2
deni al of service attenpt
109. 253. 142. 23 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 66. 107. 158 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
58. 218. 204. 245 |147.237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
105. 226, 43. 129|147 237.8.28  lsouth Arica e nobileks.idh il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
50. 116. 123. 135 |147.237.76.177 |Uhited Sates |[ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
94. 230. 85. 76 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
46.172.71.251 [147.237.77. 226 |krai ne win charat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |147.237.8.28 |Netherlands e nobile-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.116.21. 39 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 149|147. 237. 76. 200 |Lkr ai ne eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.111.102. 184 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
31.168.151. 66 [147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 149|147, 237. 72. 167 |Wkrai ne i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82. 80. 29. 90 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.173. 133 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
185.32.179. 106 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.177.103. 158 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
163. 172. 169. 150|147. 237. 76. 202 LKJ?i;:gom e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.30.18 147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 76. 39 147.237.72.166|Wited Sates |akaidf.il portscan: TCP O stributed Portscan 1
109. 95. 200. 90  |147. 237. 72. 166 |Pol and aka.idf.il portscan: TCP O stributed Portscan 1
62.219. 24. 52 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 65. 89. 172 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
58. 218. 204. 245 |147.237. 76. 197 |Chi na e himush.idf.il ET SCAN Potential SSH Scan 1
95.252.110. 91 [147.237.77.216|Italy dover.idf.il portscan: TCP O stributed Portscan 1
94.102.60.173 |147.237.0.35 |Netherlands  |akaws.idf.il ET SCAN Potential SSH Scan 1
46.121.120. 113 (147. 237.72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
87.115.230.45 |147.237.77.216 Ei"i;;gom dover.idf.il Tehila - Perl LWP wth fake user agent 1
37.142.3.125 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 149|147. 237. 76. 148 |Wkr ai ne ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
82.229.145.82 |147.237.72. 166 |France aka.idf.il portscan: TCP D stributed Portscan 1
5. 255. 90. 133 147.237.72.14 |Netherl ands dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
192, 116. 94. 110 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.177.133. 133 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
176.13.18.214 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
2.53.49.51 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
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Attacker Address |Attacker Gountry Target Address |Sig nature |Message Devi ce Action |Oount
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 31
62.0.221.1 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 27
62.0.221.1 | srael 147.237.0. 34 tikshuv.idf.il dr op First packet isn't drop 27
2.69.176. 34 Sweden 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 10
176.13.9. 44 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 8
212. 25.84. 200 | srael 147.237.76. 31 nakchal .idf.il dr op First packet isn't drop 6
100. 92. 177. 65 147.237.77.176  |natpash.idf.il drop First packet isn't drop 5
109. 253. 150. 192 | srael 147.237.77. 243 nobi le.idf.il dr op Frst packet isn't drop 5
192.169. 7. 223 Lhited Sates 147.237.76. 148 gqacenter. aka. i df . i drop drop 3
139. 162. 160. 235 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 3
176. 13. 226. 95 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
176. 13. 236. 160 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 2
46. 19. 86. 248 | srael 147.237.76. 42 refuah.idf.il drop Frst packet isn't drop 2
84.94.170. 66 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
2.54.192. 243 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
109. 253. 213. 223 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
85. 130. 230. 251 | srael 147.237.77. 170 naar achot . i df .il drop Frst packet isn't drop 2
141. 212.121. 184 Lhited Sates 147.237.0. 200 nu.idf.il dr op drop 1
109. 253. 139. 78 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
176. 13. 250. 3 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.76. 200 eitan.aka. idf.il dr op First packet isn't drop 1
109. 253. 221. 2 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
198. 20. 69. 74 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.8.14 e.orchot.idf.il drop First packet isn't drop 1
185. 120. 125. 88 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
109. 253. 221. 105 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il drop SAMrul e drop 1
199. 203. 215. 1 I st ael 147.237.77.176  |natpash.idf.il drop First packet isn't drop 1
46. 19. 85. 158 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237. 8. 45 eeitanidf.il drop Frst packet isn't drop 1
109. 253. 196. 109 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
81. 234. 184. 247 Sweden 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | drop Frst packet isn't drop 1
138. 246. 253. 19 Ger many 147.237.0. 35 akaws. idf .il dr op drop 1
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df . i | dr op SAMrul e drop 1
176. 13. 243. 141 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.76. 30 hi nush.idf.il drop Frst packet isn't drop 1
109. 253. 200. 228 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
176. 13. 244. 54 | srael 147.237.0.19 nadi matal .idf.il dr op Frst packet isn't drop 1
169. 229. 3.91 Lhited Sates 147.237.76. 148 gqacenter. aka. i df . i drop First packet isn't drop 1
193. 151. 146. 38 Iran, Islamc Republic of 147.237.76. 34 yohal an.idf.il drop drop 1
176. 13. 16. 97 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176. 13. 243. 149 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 208
109. 253. 211. 212/l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 165
84. 95. 208. 20 I srael 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 78
2.55.153. 244 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 37
109. 253. 128. 211/l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 35
109. 253. 222. 154]I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 34
46.19. 86. 121 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 29
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 27
46.19. 85. 89 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 23
109. 67. 217. 155 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 21
46.19. 86. 141 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 10
84. 95. 208. 20 I srael 147.237.77.216|dover.idf . il PHP At t enpt Bl ock 9
176.13.10.118 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 8
185. 32.179. 167 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 7
79.181.53.180 |[Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 7
46.19. 86. 81 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
46. 19. 85. 223 I srael 147.237.77. 243 |nobi l e. i df . i | Distributed Suspicious Response Code B ock 6
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 5
77.138.175. 180 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df . il/mai n/ sachar B ock 5
82.229.145.82  |France 147. 237.72. 166 |aka. i df . i | m“;li‘;'ii dzf?l'/\‘;;hsfr;mtffgener al. asix B ock 5
84. 95. 208. 20 I 'srael 147.237.77. 226 }'W\:';/ chanat z. aka. i d Ml tiple Unauthorized URL Access from 84.95.208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.77. 226 }'W\IN}/ chamat z. aka.id PHP At tenpt B ock 5
79.178.212.94 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTIONS for waw aka.idf.il/ B ock 5
84.95.208.20 [l srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 4
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 4
80.178.228.42 |[Israel 147.237.77.216|dover . i df .i | Distributed Whaut hori zed URL Access on waw idf.il/error. htm Bl ock 4
79.178.212.94 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to v aka. i df.il/sip_storage/files/4/ B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At tenpt Bl ock 3
77.138.192.28 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df.il/ishurinimai n/ B ock 3
81.218.135.170 |[lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 81.218. 135. 170 B ock 3
85. 250. 144. 202 |[Israel 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on waw aka. i df .il/val tam Bl ock 2
176.13.234. 111 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 2
84. 95. 208. 20 I srael 147.237.77. 234 |hal ag. i df . il Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
213.151.35.218 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for v aka. i df.il/mai n/ gi yus/ ki osk Bl ock 2
194.90.99. 193 |Israel 147.237.77.216|dover . i df .i | Mil tipl e Unauthori zed URL Access from 194. 90. 99. 193 Bl ock 2
84. 95. 208. 20 I srael 147.237.77. 176 [nat pash. i df . i | Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 2
80. 246. 139. 152 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 2
80.178.228.43 |[Israel 147.237.77.216|dover . i df .i | Distributed Whaut horized URL Access on waw idf.il/error.htm Bl ock 2
2.53.149.54 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13.10. 123  |Israel 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
66. 249. 76. 83 I srael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i nut op. asp [B ock 1
212.235. 62. 200 |Israel 147.237.77. 216 |dover. i df . i | Unaut hori zed HTTP Met hod B ock 1
46.121.69.145 |Israel 147.237.76.42 |refuah.idf.il Distributed PHP Attenpt Bl ock 1
80.178.228.45 [Israel 147.237.77.216|dover . i df .i | Distributed Waut horized URL Access on waw idf.il/error. htm Bl ock 1
77.138.126.252 |France 147.237.72. 166 |aka. i df . i | mt;]l;ﬁ‘td?di ﬁ:;cth':r’” zed Method for Known URL on Bl ock 1
66.249.69. 135 I srael 147. 237. 72. 156 |anan. i df . i | shaut hori zed (R Access 10 appl - app- i  6- a550ci at | on Bl ock 1
212.199.231. 68 |Israel 147.237.72. 166 |aka. i df . i | \'\/Ai" Iotl iaf'i iﬂ%;fggﬁ_i;\eﬁﬁg; om212.199.231.68 (Protocol e 1
176.13.10. 217 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
81.218.135. 170 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/sip_storage/files/6 B ock 1
109. 67. 244.54  |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Request Content Type text/ping B ock 1
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