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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count|
89. 248. 163. 3 Net her | ands 147.237.76. 30 hi nush. i df .i | JLM Under At tack_Con_Tcp drop 2
178. 239. 62. 141 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 1
173.231. 189. 39 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |Back List drop 1
31.168.121.73 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
173. 231. 189. 39 Lhited Sates 147.237. 76. 148 gacenter. aka. i df .i||B ack List drop 1
46. 239. 13. 233 Bosni a and Her zegovi na [147. 237. 77. 216 dover.idf.il Frk_Under Attack Con Htp drop 1
176. 13. 244. 54 | srael 147.237.0. 19 nadi matal .idf.il |DCBS SSL-A ear Text drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Count
69. 30. 198. 242 Lhited Sates 147. 237. 72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 33
69. 30. 198. 242 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il C1000074: HITP. maj estic bot Per it 11
69. 30. 198. 242 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HTTP. maj estic bot Per nit 7
103. 238. 138. 4 I ndonesi a 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
69. 30. 198. 242 Lhited Sates 147.237.77. 176 nat pash. i df . i | C1000074: HTTP: naj estic bot Permit 2
69. 30. 198. 242 Lhited Sates 147. 237. 77. 216 dover.idf.il C1000074: HTTP. maj estic bot Per nit 1
69. 30. 198. 242 Lhited Sates 147.237. 76. 86 navy.idf.il C1000074: HTTP: naj estic bot Per it 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |9te |Signature |Count |
103. 238. 138. 4 147.237.77. 74 I ndonesi a lawidf.il SQ Injection - Select From 15
31.168. 121. 73 147.237.0. 34 I srael tikshuv.idf il ET SCAN NVAP -sA (2) 2
109. 67. 218. 12 147.237. 72. 166 I srael aka.idf.il portscan: TCQP Distributed Portscan 2
62.219. 114. 144 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 2
77.125.17. 90 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
185. 3. 147. 130 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
50. 116. 123. 135 147.237.0. 16 Lhited Sates ny- kosher - kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
176.13.2. 110 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.46. 41. 57 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
109. 253. 194. 8 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53. 165. 49 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
93. 174. 93. 187 147.237.76. 176 Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
213.8.204. 29 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.109. 194. 184 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.143.136. 88 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
79.179. 125. 116 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
203.192. 13. 164 147.237.77. 216 Chi na dover.idf.il portscan: TCP O stributed Portscan 1
79.178. 148. 163 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
192. 116. 127. 117 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
176. 13. 226. 95 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 11 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
158. 116. 225. 93 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
37.26. 146. 148 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 253. 145. 68 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
2.53.174. 187 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.8.241. 234 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
87.71. 3. 254 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
212.143.233.71 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.183. 49. 166 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
209. 88. 198. 94 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.178.172. 132 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 149 147.237. 76. 196 Wkrai ne e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
81.218. 149. 182 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 22
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 17
46. 19. 85. 199 | srael 147.237.76. 31 nakchal .idf.il drop Frst packet isn't drop 7
176. 67. 62. 200 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
185.99.33.8 Lebanon 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
109. 253. 146. 127 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 5
109. 64. 143. 15 I srael 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 5
82.205. 127. 192 Pal estinian Territory, QGccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
141.95.0.58 Uni ted Ki ngdom 147.237.77.74 lawidf.il drop SAMrul e drop 4
184. 168. 46. 19 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 4
95. 35. 16. 12 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
109. 64. 143. 15 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
176. 13. 231. 215 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
176.13.9.44 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
192.169. 7. 223 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il  |drop drop 2
176. 13. 225. 190 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
141.95.0.58 Uni ted Ki ngdom 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 2
62. 0. 200. 129 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 2
46. 19. 86. 63 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
141.95.0.58 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
176. 13. 249. 238 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
46. 19. 86. 248 | srael 147. 237.76. 42 refuah.idf.il drop Frst packet isn't drop 2
31.168.221. 149 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
46. 28. 53. 150 Uni ted Ki ngdom 147. 237. 0. 200 mu. i df il drop drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 33 idf.il drop Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.72. 167 ishurimaka.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 212 e.dover.idf.il drop Frst packet isn't drop 1
59. 94. 156. 211 I ndi a 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
176. 13. 225. 190 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.8. 28 e.nobi le-ks.idf.il drop Frst packet isn't drop 1
109. 253. 146. 146 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.72. 217 eidf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 233 atal.idf.il drop Frst packet isn't drop 1
193. 169. 70. 108 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
1.241.109. 76 Korea, Republic of 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 34 yohal an.idf .il drop Frst packet isn't drop 1
109. 253. 193. 219 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
176. 13. 2. 110 | srael 147.237.0.19 nadi matal .idf.il drop Frst packet isn't drop 1
109. 67. 100. 78 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.76. 86 navy.idf.il dr op First packet isn't drop 1
31.154. 33. 190 | srael 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 1
109. 253. 210. 127 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df .i | dr op SAMrul e drop 1
141.212.121.179 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
109. 67. 100. 78 | srael 147.237.77. 243 nobi le.idf.il drop Frst packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.77.179 e.nazi.idf.il dr op Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.171.39 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 198
176.13.244.54 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 126
46.19. 86. 121 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 61
176.13.251. 8 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 32
176.13. 2. 110 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 26
109. 253. 128. 247 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 16
77.138.66. 34 France 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 77.138.66.34 |B ock 7
217.41. 241. 4 zi;;gom 147.237.72. 166 |aka. i df . i | m“;kr::geﬂ /"gtoi'ﬁgrgr?;ef ait, sp Bl ock 6
212.199.224.24 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 212. 199. 224. 24 B ock 5
81.218. 131. 152 |israel 147. 237. 72. 166 |aka. i df . i | g’“l'. tzil'cg_eléf_afégori zed Method for Known LRL from B ock 5
84. 95. 208. 20 | srael 147.237.77. 226 }IW\rI;I chamat z. aka. i d Mil tiple Whauthorized URL Access from 84. 95. 208. 20 B ock 5
77.139.26.89  |France 147. 237. 72. 166 |aka. i df . i | m‘g;;rii di??l /’\bn;jhr?/dsaiﬁrT/i/iO;mpaysl . asp B ock 5
194.90.99. 193  |Israel 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 194. 90. 99. 193 B ock 4
81.218.70.243 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 81.218. 70. 243 B ock 4
2.55. 153. 244 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 3
77.138.210.55 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df . il /sachar B ock 3
176. 13. 15. 29 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Ml tiple Unaut horized URL Access from 84.95. 208. 20 B ock 3
2.53. 35, 242 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 3
2.53.46. 166 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19.85.5 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspicious Response Qode B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf .il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
46.19. 85. 90 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
84. 95. 208. 20 | sr ael 147.237.77.234|hal ag. i df . i | Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |[Miltiple Unauthorized LRL Access from 84.95.208. 20 B ock 2
109. 253. 134. 161 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
37.26.146.160 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 2
84. 95. 208. 20 I srael 147. 237.77. 226 }'W\r'\l/ chamat z. aka.id PHP At t enpt B ock 2
84. 95. 208. 20 I srael 147.237.0.34 |ti kshuv.idf.il Mil ti pl e Unauthorized URL Access from 84. 95. 208. 20 B ock
77.139. 33. 40 France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 77.139.33.40 B ock
85.250. 11. 165 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/val tam B ock
61.216. 2. 13 Tai van 147.237.77. 216 |dover . i df . i | %{E@‘;\Tﬁ&ﬁfﬂf& - Protocol vidlation None 1
84. 95. 208. 20 I srael 147.237.77.216|dover.idf .il PHP Att enpt B ock 1
192.114.3.241 |Israel 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/pdf/files/8/ B ock 1
66.249.79.169 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock 1
168. 235. 205. 150|Uhited Sates |147.237.72.166|aka. i df . i | Unaut hori zed Method POST for waw aka. i df .il/ishuriniexanpcert/ [B ock 1
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
199. 203. 226. 21 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1250-he/ atal . aspx  |Bl ock 1
180. 76. 15.5 Chi na 147.237.76.42 |refuah.idf.il ﬂ?_”;;ﬂ;i;g e/;clc_flsefs;"d Ler/] query. | carousel . css B ock 1
77.139. 33. 40 France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for ww aka. i df.il/ishurind B ock 1
Unknown Paraneter catld in
109. 186. 93. 136 |Israel 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ nai n/ gi yus/ resour ces/ i mages/ nast er/ favi |None 1
con. gi f
66.102. 9. 10 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for www aka. i df . il /drushini B ock
212.199. 224. 24 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwy aka.idf.il/sip storage/files/5/ B ock
84.95.208.20 |Israel 147.237.77. 216 |dover . i df . i | mult erl' szf’enﬁafg;eﬁjnésage/ £ vi k. pho Bl ock 1
194.90.34.226  |Israel 147.237.72. 166 |aka. i df . i | mngk“;i':'}‘r'?ff;;r nf;;g?ﬁt;aggficggﬁgfcphsamar$Ct' 09 in None 1
81.218.131. 152 |Israel 147.237.72. 166 |aka. i df . i | m“;kh:ri ! dﬁdl /"f;ir:f/";i )tﬁg%;ncgr . s Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
2.53.5.109 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
207.46.13.64  |Wnited Sates |147.237.77.216|dover.idf.il mﬂt (?fo_riilzlzclj a]u;'?‘i fﬁgre/svsi ;\Azmrei i 0,25 B ock 1
185. 32.179. 201 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
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