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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
109. 253. 206. 38 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn |drop 8
46. 239. 13. 233 Bosni a and Herzegovi na |147.237.77.216 dover.idf.il |TCP handshake viol ation, first packet not syn |drop 7
46. 239. 13. 233 Bosni a and Her zegovi na |147. 237. 77. 216 dover.idf.il |Frk Under Attack Con Htp drop 6
185. 3. 147. 218 | srael 147.237.77.216 dover.idf.il |TCP handshake viol ation, first packet not syn |drop 6
177. 40. 230. 62 Brazil 147.237.77. 233 atal.idf.il [JLMPurple Gon Linit Tcp drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

get Address

Devi ce Action |Count |

83. 168. 250. 50 Sweden 147. 237.76. 42 refuah.idf.il |6134 HITP. SQ Injection Variabl e Decl aration Evasion B ock 12
83. 168. 250. 50 Sweden 147.237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SALECT) B ock 6
108. 166.190. 139 [lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
162. 210. 196. 98 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per mit 2
199. 58. 86. 206 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per nirt 2
46.4.123. 172 Ger nmany 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot Per nirt 2
91.198. 143. 113 Wrai ne 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per mit 2
46.4.123.172 Ger many 147.237.77.176 |mat pash.idf.il |Cl000074: HITP: n@jestic bot Per nirt 2
106. 120. 188. 132 |Chi na 147.237.77. 74 lawidf.il C1000071: HTTP:. User Agent Sogou+web+spi der Per nirt 1
46.4.123.172 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per mit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
66.249. 64. 107 |147.237.77.74 |Wited Sates  |[lawidf.il ET SCAN NVAP -sA (2) 65
83.168.250.50 |147.237.76.42 |Sweden refuah.idf.il SQ Injection - Select From 27
108. 166. 190. 139|147. 237.77. 74 |United Sates  [lawidf.il S Injection - Select From 12
91.121.184.8 147. 237. 72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
46.172.71.251 |147.237.76.42 |Wkraine refuah.iof.il ET SCAN NVAP -sS w ndow 1024 1
109. 67.241. 37  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
31. 168. 6. 66 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
5.102.254. 181  |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
95. 53 75. 183 147 237 76,39 |FUSSian oobi | e i tav. i df i ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Federati on Potential Scan or Brute Force
217.132.137.42 |147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
209. 126. 230. 72 |147.237.72. 166 |Wited Sates  |aka idf.il ET SCAN NVAP -sS w ndow 1024 1
194. 90. 239. 2 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
80.178.212. 121 |147.237.72. 166 |l srael akaidf.il portscan: TGP D stributed Portscan 1
189. 111. 200. 240|147. 237. 77. 170 |Brazi mearachot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
77.125.68.249 |147.237.72.166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
176. 13. 10. 30 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
62.90.211. 247  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
141. 226. 162. 13 [147. 237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
46.120. 90. 88 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
109. 65. 7. 166 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
5. 255. 90. 133 147.237. 76. 199 |Net her | ands e.nakchal .idf.il |ET SCAN NMAP -sS wi ndow 1024 1
104.214.118. 150|147. 237.8.27 |Lhited Sates  [e.madimatal .idf.il [ET SCAN NVAP -sS w ndow 4096 1
95. 35. 16. 12 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179. 69. 234 |147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
85. 250. 136. 193 [147.237. 77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
201. 238. 202. 219(147.237.8.46 |Grile e.chinuch.idf.il |ET SCAN NMVAP -sS wi ndow 1024 1
80. 246. 139. 230 |147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
193.34.56.101 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
79.179. 112. 138 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
188. 166. 105. 199(147. 237. 77. 227 |Net her | ands e. hanaz. i df .i | ET SCAN NVAP -sS w ndow 1024 1
171.233.192. 12 |147.237. 72. 166 |V et nam akaidf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address Ste |Sig nature |Message Devi ce Action |Oount
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop Frst packet isn't drop 13494
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 336
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 111
212.179. 69. 234 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 41
195. 160. 242. 40 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 21
62.0.207.1 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 18
188.247.72.12 Jor dan 147.237.77. 176 nat pash. i df . i drop Frst packet isn't drop 18
89. 139. 126. 5 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 15
147. 236. 238. 22 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 12
176. 13. 231. 215 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 11
109. 253. 196. 56 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 8
82. 205. 38. 33 Pal estinian Territory, Cccupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
66.102.9. 171 Lhited Sates 147.237.77.216 dover.idf.il drop Frst packet isn't drop 8
95. 35. 16. 12 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
84.245. 33. 104 Net her | ands 147.237.77. 233 atal .idf.il drop SAMrul e drop 6
79.178.212. 49 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 6
66. 249. 76. 83 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
100. 2. 78. 147 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
66. 102. 9. 159 Lhited Sates 147.237.77. 233 atal .idf.il drop Frst packet isn't drop 5
184. 168. 46. 19 Lhited Sates 147.237.77.233 |ata .idf.il drop SAMrul e drop 5
98. 19. 222. 133 Lhited Sates 147.237.77. 74 lawidf.il drop SAMrul e drop 5
80. 248. 161. 32 A nl and 147.237.77.216 dover.idf.il drop Frst packet isn't drop 4
68. 180. 230. 47 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
212.199. 95. 173 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
193. 43. 246. 250 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 4
2.53.188.234 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 4
97.74.215. 197 Lhited Sates 147.237.77. 233 atal .idf.il dr op SAMrul e drop 4
46. 4.123.172 Ger many 147.237.77.216  |dover.idf.il drop First packet isn't drop 4
46. 19. 85. 199 | srael 147.237.76. 31 nakchal . idf.il drop First packet isn't drop 4
59. 56. 69. 195 Chi na 147.237.77.216 dover.idf.il drop Frst packet isn't drop 3
62. 0. 200. 129 I srael 147.237.72.166 |aka.idf.il drop Frst packet isn't drop 3
109. 64. 146. 141 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
139.162. 184. 71 Lhited Sates 147.237.76. 86 navy.idf.il drop SAMrul e drop 3
31. 168. 140. 228 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
212.179. 155. 129 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
192.169. 7. 223 Lhited Sates 147.237.76. 148 gacenter. aka. i df.i | drop drop 2
66. 102. 9. 16 Lhited Sates 147.237.77.234 hal ag.idf .il drop Frst packet isn't drop 2
46.19. 86. 11 | srael 147.237.76. 42 refuah.idf.il drop First packet isn't drop 2
212. 25. 67. 206 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
212.150.5.74 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
213.57.84.6 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
46.118. 157. 136 Wkr ai ne 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
212.179.21.194 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
87.68. 104. 183 | srael 147.237.77. 176 nat pash. i df . i drop Frst packet isn't drop 2
62.117.63. 11 Egypt 147.237.77.216  |dover.idf.il drop First packet isn't drop 2
141.212.121. 178 Lhited Sates 147.237.76. 34 yohal an.i df.il drop drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il |drop Frst packet isn't drop 1
93.173.172.173 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.55.171.232 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 45
109. 253. 146. 146|1 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 15
2.53.19. 38 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 14
46.19. 85. 12 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 13
176. 13. 15. 30 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 10
37.26.146.208 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 7
2.53.44.173 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 6
2.55.19. 35 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
132.76.50.5 I srael 147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 3
109. 253. 134. 1521 srael 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type Vol ation Qrrent Passvord in Bock |3
nobi | e. i df . i | /sachar/changepassword
109. 253. 136. 1261 srael 147.237.0.19 |madimatal .idf.il D stribut ed Suspi ci ous Response Code B ock
109. 253. 147. 183|l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock
176.13. 8. 213 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock
. - Unaut hori zed Met hod PCST for
77.138. 66. 34 France 147.237.72. 166 |aka. i df . i | wiww aka, i o i |/ i v kapat 2/ def aul t . aspx B ock 2
37.26.146.160 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
212.50.126.54 |CQyprus 147.237.77.216|dover . i df . i Dstributed Lhauthori zed URL Access on waw i df.il/error.htm B ock
62. 90. 255. 56 I srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock
212. 117, 140. 1941 srael 147. 237, 72. 166 |aka. i df . i | Unknown ‘Par e}mat er ctl 00$ct | 00$c_:phl\/h| n$cphSachar $ct135.x in None 1
wwy aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
81.218.70.243 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagel/files/ 9/ B ock 1
m ny- kosher-Kravi. |il1egal Byte Gode Character in Paraneter Nane
66. 249. 76. 37 I srael 147.237.0. 17 idf il CH&TI07@ DKA&F Az HI kR [ #28] ] { Bl ock 1
46. 19. 86. 231 I srael 147.237.77.216|dover . i df . i Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 1
168.223.99. 253 [lhited Sates [147.237.77.234|hal ag.idf.il I11egal Byte Qde Character in URL[[#20]], B ock 1
217. 69. 133. 220 RJSIS:;”i o |147-237.72.166|aka. i df i Unaut hori zed URL Access to aka.idf . i |/ barmachane/ Bock |1
Uhknown Paraneter catld in
109. 186. 93. 136 |Israel 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ nai n/ gi yus/ resour ces/ i mages/ nast er/ f avi co [None 1
n. gif
207. 46. 13. 64 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwidf.il/atal 1/izkor/vi ew norei nfo. asp |Bl ock 1
NULL Character in Method
’ ; ; [[#22] [ [[#3]] [[#1[[#01 ]~ [[#UT[[#O] ] [[#O {[[#3] ] [[#3]] teC 12, , 2[[#8]]
168.223.99. 253 [lhited Sates [147.237.77.234|hal ag.idf.il §SSINEB-\ FAL [#26]] 1 CA S¢': * [ [#0]] [[#0] ][ [#28] ] A A+AOA A([ #19] ] Bl ock 1
A
62. 90. 255. 56 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to vwwv | awidf.il/sip_storagel/files/ 7/ B ock 1
212.117. 140. 194|i srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct| 00Sct | 00Scphi nScphSachar St 39,y in None |1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Mitiple Unauthorized URL Access from 84.95. 208. 20 B ock 1
m ny- kosher - kr avi . _
66. 249. 76. 37 | srael 147.237.0. 17 Pdf il Il egal Paraneter Encodi ng G&T907@ DKd&f "z H 1kR [ #28]]{ None 1
46.120.211.11 |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
168.223.99. 253 [lhited Sates [147.237.77.234|hal ag.idf.il I11egal HITP \ersion B ock 1
79.183.46.240 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod POST for www aka.idf.il/main/sachar/fag. aspx |B ock 1
212.50.124.191 |Cyprus 147.237.77.216|dover.idf .il Dstributed Whaut horized URL Access on waw idf.il/error.htm B ock 1
168.223.99. 253 [lhited Sates [147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237. 77. 234/ changel og. t xt B ock 1
66. 102. 9. 10 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for wan aka. i df.il/drushi B ock 1
168.223.99. 253 [lhited Sates [147.237.77.234|hal ag.idf.il Abnormal |y Long Request net hod B ock 1
46. 19. 86. 132 I srael 147.237.0.34 |tikshuv.idf.il Abnornal |y Long Request et hod B ock 1
2.53.19. 105 I st ael 147.237.72. 166 |aka. i df . i | Illegal Byte (de Character in URL /mai /kapatz//res#012 Bock |1
our ces/ i nages/ i nner page/ goback. gi f
. . Uhknown Par anet er ct | 00$ct | 00$cphMai n$cphSachar $ct 1 40. x in
212.117. 140. 194l srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai v sachar/ paysl i ps. aspx None 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to wan kosher-kravi.idf.il/defaul t.aspx B ock 1
176. 13. 230. 208 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
46.229.164.102 [thited Sates |147.237.72.156|anan.idf.il Lhaut hori zed UR. Access to list.ips.gov.il/robots. txt B ock 1
168.223.99. 253 [lhited Sates [147.237.77.234|hal ag.idf.il Nal formed HTTP Header Line 2 B ock 1
] . . Unaut hori zed Met hod PCST for
24.247.11.147 |nited Sates [147.237.72.166aka.idf.il vown aka. i of i1/t ui ndt enpl at es/ i nner . asp B ock 1
80.246.139.51 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
212.50.124.197 |CQyprus 147.237.77.216|dover.idf .il Dstributed Waut horized URL Access on waw i df.il/error.htm B ock
Unknown HTTP Request Met hod
’ ; ; [[#22] [ [[#3] ] [[#1[[#01 ]~ [[#UT[[#O] ] [[#O {[[#3] ] [[#3] ]t 12, , 2[[#8]]
168.223.99. 253 [lhited Sates [147.237.77.234|hal ag.idf.il §SSINEB-\ FAL [#26]] 1 CA S¢': * [ [#0]] [[#0] ] [ [#28] ] A A+AOA A([ #19] ] Bl ock 1
Ain R [[#20]],
. . Unaut hori zed URL Access to
66.249. 66. 182 |Israel 147.237.76.42 [refuah.idf.il 147. 237.76. 42/ si p. st oragel fi | es/ 0/ 3400. | pg B ock 1
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