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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

46. 239. 13. 233 Bosni a and Herzegovi na |147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14
46.121. 228. 91 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 5
46. 239. 13. 233 Bosni a and Herzegovi na |147.237.77. 216 dover.idf.il Frk Under Attack Con Htp drop 2
209. 126. 136. 2 Lhited Sates 147.237. 76. 196 e.sviva.idf.il |Back List drop 1
41. 206. 63. 133 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185.94. 111. 1 Russi an Federati on 147.237.76. 177 ncore.idf.il B ack List drop 1
41. 206. 63. 130 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
209. 126. 136. 2 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il|B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 196 e.sviva.idf.il |Back List drop 1
41. 206. 63. 131 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
196. 200. 16. 201 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
41. 206. 63. 132 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

|S gnature

Devi ce Action

23.91.70.77 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
193.28.95. 4 Italy 147.237.77. 233 atal.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
51.254.97.23 France 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nirt 2
51. 255. 51. 67 France 147.237.77. 216 dover.idf.il [ClL000074: HITP. najestic bot Per mit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

‘Signature

193.28.95.4 147.237.77.233|Italy atal.idf.il [SQ Injection - Select From 16
23.91.70. 77 147.237.77.74 |Wnited Sates |lawidf.il |SQ Injection - Select From 8
2.53.170. 90 147.237.77. 216 |I srael dover.idf.il |portscan: TGP D stributed Portscan 1
179.33.148. 132 |147.237.0.34 |Col onbi a ti kshuv. i df . i ET SOAN Behavi oral Lhusual Iy fast inbound Telnet Connecti ons, 1
Potential Scan or Brute Force
159. 203.33.10 |147.237.77.61 |Canada e.cogat.idf.i|ET SCAN NVAP -sS w ndow 1024 1
94.188. 162. 243 |147.237.77. 216 |l srael dover.idf.il |portscan: TCP D stributed Portscan 1
93.174.93.187 |147.237.77. 233 |Net her | ands atal.idf.il |ET SCAN Potential SSH Scan 1
91.227.71.250 |147.237.76.31 |[Israel nakchal .idf.i [WWEB- FRONTPACE / _vti _bin/ access 1
82 114.78.194 147 237 0.35 |Abania akavs. i df il ET SCAN Behavi oral Unhusual 'y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
37.26.148. 184 |147.237.72. 166 |l srael akaidf.il |portscan: TGP D stributed Portscan 1
209. 126. 230. 74 |147.237.77.216|lhited Sates |[dover.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
2.55.185. 152 147.237.72. 166 I srael akaidf.il |portscan: TGP D stributed Portscan 1
186. 114, 20. 247 1147 237 0.34 0ol onbi & Cikshuv.idf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
176.13. 4. 35 147.237. 72. 166 |I srael akaidf.il |portscan: TGP D stributed Portscan 1
108. 171. 128. 166|147. 237. 77. 216 E;ir:;cci]om dover.idf.il |portscan: TCP D stributed Portscan 1
93.174.93.187  [147.237. 77. 243 |Net her| ands mobi | e.idf.il [ET SCAN Potential SSH Scan 1
93.174.93.187 |147.237.76.30 |Netherlands himush.idf il [ET SCAN Potential SSH Scan 1
85. 64. 45, 155 147.237. 72. 166 |I srael akaidf.il |portscan: TGP D stributed Portscan 1
80. 179. 90. 21 147.237.77. 216 |I srael dover.idf.il |portscan: TGP D stributed Portscan 1
209. 126. 230. 75 |147.237.0.33 |Uhited Sates |[idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Signature Message Devi ce Action |Count
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop First packet isn't drop 13429
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 250
93. 104. 215. 125 Ger many 147.237.77.216 dover.idf.il drop First packet isn't drop 51
40.77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 20
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 16
188. 161. 152. 66 Pal estinian Territory, Cecupied 147.237.77.216 dover.idf.il drop First packet isn't drop 12
80. 179. 115. 198 | srael 147.237.77. 233 atal .idf.il drop First packet isn't drop 12
212.199. 95.173 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 8
188. 165. 250. 173 France 147.237.72. 166 aka.idf.il drop SAMrul e drop 6
50. 63.197. 7 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 6
95. 35. 208. 192 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 4
176. 13. 231. 209 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 3
80. 179.90. 21 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
31.13.100. 112 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
139. 162. 184. 40 Lhited Sates 147.237.77. 234 hal ag.idf.il dr op SAMrul e drop 3
82. 166. 165. 76 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
46. 19. 85. 127 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
192.169. 7. 223 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il |dr op drop 3
37.232. 111. 149 Georgia 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
77.139.117. 121 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
31.13.100. 114 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
79. 180. 122. 57 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
31.13.113. 183 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
80. 89. 140. 246 Russi an Federation 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 2
46. 116. 104. 175 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 38 eeneitav.idf.il drop First packet isn't drop 1
68. 47. 148. 167 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
31.13.114.83 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
109. 253. 215. 136 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
195.189.193. 1 | srael 147.237.77. 170 naar achot . i df . il drop First packet isn't drop 1
2.87.114.97 G eece 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.77. 61 e.cogat.idf.il dr op Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il drop SAMrul e drop 1
109. 253. 219. 178 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
207. 46. 13. 109 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 74 lawidf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df .i | dr op SAMrul e drop 1
216. 218. 206. 118 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
209. 126. 230. 73 Lhited Sates 147.237.0. 35 akaws. i df .il drop drop 1
176.13.1. 37 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
169. 229. 3.91 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il drop First packet isn't drop 1
209. 126. 230. 75 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
176. 13. 15. 112 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
109. 253. 205. 28 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
31. 154, 242. 149 |l srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 50
176.13.233.55 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 32
87.71.30.232 |lIsrael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 16
185.32.179.15 |Israel 147.237.77. 243 |nobi | e. i df . i | r;’f){)ﬁrzt o T?/rfsrcﬁl—ﬁ icﬁgngi";‘gzxfgd in B ock 8
62.219. 160. 66 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 62. 219. 160. 66 B ock 6
212.179.21. 194 |Israel 147.237.0.19 |[nmadimatal .idf.i|Miltiple Unauthorized URL Access from212.179. 21. 194 B ock 5
66.249. 81. 218 |Israel 147.237.77.216|dover.idf .l Dstributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 5
80. 246. 136. 150 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 4
66.249.81.212 |Israel 147.237.77.216|dover.i df . il Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 3
2.55.176.39 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249.76.83 |Israel 147.237.77.216|dover. i df .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
91.227.71.250 |[lIsrael 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Met hod B ock 3
46.19.86.6 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
2.55.128.181 |lIsrael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
91.227.71.250 |lIsrael 147.237.76.31 |[nakchal .idf.il [Miltiple Unauthorized URL Access from 91.227.71. 250 B ock 2
66. 249. 64, 105 |Israel 147.237.72. 166 |aka. i df . i | m ;:(2“: zfd. I'”Pf‘::; :;r;f;dyﬁg:ﬁ;e;f ;’:px B ock 2
176.13.16.78  |Israel 147.237.77.243|nobi l e.i df . i | Paraneter Type M ol ation Password i n nobil e.idf.il/sachar/login B ock 2
207.46.13.109 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed UR. Access on waww i df.il/error. htm B ock 2
176.13.245.30 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 2
66.249.64.22 |Israel 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
176.13.10. 146 |l srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
79.181. 230. 47 |[lIsrael 147.237.77.216|dover . i df . il PHP At t enpt B ock 1
192. 118. 48. 248 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for v aka. i df . i/ mai n/ sachar/ B ock 1
109. 65.73.129 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
31. 154. 242. 149 |I srael 147.237.0.19 |nadimatal .idf.i r?d?nT;e; .-Ii-ydpf)?i\lﬁlcr)rlu)?)::glnl g;il mﬂt ent Al acetbl der 19t xt Gaptcha in B ock 1
82.80.193.240 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
2.52.66.14 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
46. 116. 104. 175 |l srael 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to ww aka.idf.il/main/ hone/ def aul t B ock 1
91.227.71.250 |lIsrael 147.237.76.31 |nakchal .idf.il [Mitiple signatures from91.227.71. 250 B ock 1
79.181.230.47 |lsrael 147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
109. 186. 87. 144 |l srael 147.237.72. 166 |aka. i df . i | m”;?iszﬁfgalgnﬁfmm tn None 1
37.26.149.132 |Israel 147.237.77.243|nobi l e.idf . i | Lhaut hori zed URL Access to nobile.idf.il/nilluiniindex Bl ock 1
85.64.45.155  |Israel 147.237.72. 166 |aka. i df . i | ;ﬁ:r;ox irf:;":}tszrchgjgg;ﬁti ng?gggfwai n$cphSachar $ct| 09 in None 1
2.52.66. 121 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 1
66. 249. 81. 215 |Israel 147.237.77.216|dover.idf.i |l Distributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 1
31.13.100.114 |ireland 147.237.77.216|dover. i df .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
80. 179. 115. 198 |israel 147.237.77.233|atal .i df .i oy 230 19, 259 1196- nof at ol - et Bl ock 1
66.249.76. 112 |l srael 147.237.72. 166 |aka. i df . i | m ;:(zult sfd . }rf‘r‘# Q;r:]f;dy[ﬁg:ﬁ:regs_ ;’:px Bl ock 1
109. 253. 207. 38 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
85.64.124.8  |[Israel 147.237.76.42 [refuah.idf.il  |J5 0ot hawhori zed ﬁaﬁ"f& on B ock 1
2.52.66.122 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
62.219. 160. 66 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/nain/ Bl ock 1
31.13.100.118 |ireland 147.237.77.216|dover.i df .i | Ostributed Wnhaut hori zed URL Access on ww i df.il/error. htm B ock 1
91.227.71.250 |lIsrael 147.237.76.31 [nakchal .idf.il [Uauthorized URL Access to nakhal .idf.il/sip_storagel/files/2 B ock 1
212.179. 21. 194 |I srael 147.237.0.19 |nadimatal .idf.i mur:;?; .Ziegf .Lijlq;tgcn;e;tsest/?:atalog/catalog. s B ock 1
66.249. 76. 112 |Israel 147.237.72. 166 |aka. i df . i | m“;:g: éfe_di Iﬁ :;Cr?’lsjaér?ar Jfor got passuor d. aspx Bl ock 1
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for ww aka. i df .i|/brothers/skira/default.asp |B ock 1
46. 19. 86. 35 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 46. 19. 86. 35 B ock 1
2.53.60.77 I srael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 1
66. 249. 93. 243 |l srael 147.237.77. 176 |mat pash. i df . i | Dstributed UR. is Above Root Directory B ock 1
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