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08-29-2016-07:04:02 to 08-29-2016-08:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address |Site

|Signature |Device Action |Count |
220. 132. 38. 152 Tai wan 147.237.77. 227 e hanaz.idf.il JLMPurple Gon Linit_Tcp drop 2
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il Frk_Under Attack_Con Htp dr op 2
185. 128. 40. 162 Sntzerl and 147.237.76. 148 gocenter.aka.idf.il |Back List drop 1




08-29-2016-07:04:02 to 08-29-2016-08:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

92.222.94.120 France 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 1




08-29-2016-07:04:02 to 08-29-2016-08:04:02

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
70.90. 167. 213 147.237.76.148 [lhited Sates gacenter.aka.idf.il  [ET SCAN NVAP -sS wi ndow 3072 1
46.172.71. 251 147.237.76.201  |Wraine e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.79. 65. 180 147.237.76.202  |Netherl ands e halag.idf.il ET SCAN Potential SSH Scan 1
5. 79. 65. 180 147.237.76.176  |Netherl ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
192. 223. 90. 236 147.237.77.176  |Bolivia nat pash. i df .i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
5. 79. 65. 180 147. 237.0. 35 Net her | ands akavs. i df . i ET SCAN Potential SSH Scan 1
163.172.169. 150  [147.237.77.243 |United Ki ngdom nobi | e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
163.172.169. 150  |147.237.76.200 |United Ki ngdom eitan aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 232. 98. 38 147. 237. 76. 34 Lhited Sates yohal an. i df .i| ET SCAN NVAP -sS w ndow 3072 1
70.90. 167. 213 147.237.76.148 [lhited Sates gacenter.aka.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
66. 249. 93. 197 147.237.77. 74 Eur ope lawidf.il ET SCAN NVAP -sA (2) 1
5. 79. 65. 180 147.237.77.205  |Netherl ands prisha idf.il ET SCAN Potential SSH Scan 1
5. 79. 65. 180 147.237.76.199  [Netherl ands e. nakchal .idf.il ET SCAN Potential SSH Scan 1
209. 126. 230. 74 147.237.8.28 Lhited Sates e.nobi | e-ks. i df .il ET SCAN NMAP -sS wi ndow 1024 1
5. 79. 65. 180 147. 237.76. 30 Net her | ands hi nush. i df . i ET SCAN Potential SSH Scan 1
188.166. 105. 199  [147.237.72.14 Net her | ands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
163.172.169.150  |147.237.77.216 |United Ki ngdom dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172.169. 150  |147. 237. 76. 38 Uni ted Ki ngdom e.enmeitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94. 102. 48. 195 147. 237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1




08-29-2016-07:04:02 to 08-29-2016-08:04:02

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Signature Message Devi ce Action |Count
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6672
92.222.94.120 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 9
109. 253. 202. 248 | srael 147.237. 72. 167 ishurimaka.idf.il drop First packet isn't drop 6
173.208. 194. 114 Lhited Sates 147.237.77. 235 sviva.idf.il dr op SAMrul e drop 6
46. 53. 111. 15 Syrian Arab Republic 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
148. 177. 129. 211 Eur ope 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
85. 115. 52. 202 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop SAMrul e drop 3
40.77.169. 102 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 3
108. 59. 253. 71 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
109. 64. 153. 162 | srael 147.237.72. 156 anan. i df.il drop First packet isn't drop 2
185. 27. 105. 92 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df.i | drop drop 2
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
109. 253. 195. 177 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 235 sviva.idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.0.16 ny- kosher-kravi .i df .il drop First packet isn't drop 1
54.72.0.55 Ireland 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
184. 105. 247. 227 Lhited Sates 147.237.0. 33 idf.il drop drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 198 e.yohal an.idf.il drop First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.0. 34 tikshuv.idf.il drop First packet isn't drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il drop First packet isn't drop 1
109. 253. 223. 166 | srael 147.237. 72. 166 aka.idf.il drop Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il drop SAMrul e drop 1
176. 13.12. 70 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237. 0. 200 mdu. i df.il dr op Frst packet isn't drop 1
109. 253. 130. 200 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
74.82.47.11 Lhited Sates 147.237. 0. 200 mdu. i df.il dr op drop 1
169.229.3.91 Lhited Sates 147.237.77. 170 naar achot . i df.il dr op Frst packet isn't drop 1
122. 15. 125. 249 Indi a 147.237.76. 34 yohal an.i df .il dr op drop 1
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 1
176. 13. 14. 56 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.72.14 dover.idf.il (ol d) drop First packet isn't drop 1
109. 253. 192. 59 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 178 e. nat pash. i df . il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
176. 13. 232. 252 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 248 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 27
218.18.171.95 |[China 147.237.77.216|dover . i df . il Mil tipl e Unhaut horized URL Access from 218. 18. 171. 95 B ock 17
85. 65. 127. 79 I srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 85.65.127.79  [B ock 11
218.18.171.95 |China 147.237.77.216|dover. i df . il PHP Attenpt B ock 6
213.57.57. 27 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
2.53. 163. 244 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
2.55.174. 200 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
109. 253. 194. 98 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 3
109. 253. 230. 1561 srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
46. 19. 85. 42 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
212.199.101. 60 |lIsrael 147.237.77.216|dover . i df . il Unaut hori zed URL Access to www i df.il/894-en/i df gdover . aspx B ock 2
37.26.148.213 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
109. 67. 201. 156 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 2
37.26.149.182 |[Israel 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
66. 249. 76. 83 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66.249. 76. 83 B ock 2
66.249.76.112 i srael 147.237.72. 166 |aka. i df . i | m ;;(Zuut 3?' luqu:; :;r:]/zgeidyutg‘g:ﬁgfasﬁ ;S”px Bl ock 2
68.180.230.47 |lLnited Sates [147.237.77.216|dover.idf.il Paraneter Type Miol ati on PageNumin ww i df . i|/1841- he/ dover. aspx |B ock 1
24.60.249.156 |United Sates |147.237.72.166|aka. i df .l phaut hor zed fetfog PSBT TOr (. aspx Bock |1
113. 110. 233. 36 [China 147.237.77.216|dover . i df . il Dstributed PHP Attenpt B ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover.idf .l Uhaut hori zed LRL Access to waidf.il/default.aspx B ock 1
157.55.39.201 |Uited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 157. 55. 39. 201 B ock 1
109. 65. 6. 104 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
77.237.138. 202 (FZpeu?:)Ihl c 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to / B ock 1
113.110. 233.36 |Chi na 147.237.77.216|dover. i df . il Mil tipl e Lhaut hori zed URL Access from 113. 110. 233. 36 B ock 1
66.249. 64. 105 | srael 147.237.72. 166 |aka. i df . i | 3’;} ;Lg”lt Sf_ ILf‘/""rLT’; :;raf;dylﬁ'gggfzs_ aOS”pX B ock 1
157.55.39.201 |Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwidf.il/atal 1/izkor/print_bottomasp [B ock 1
79.178.227.113 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
131. 253.27.109 |wnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wawidf.il/error. htm B ock 1
85. 65. 127. 79 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wwy aka. i df.il/mai n/ sachar/ Bl ock 1
176.13.247.65 |lIsrael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
79.180. 112. 168 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/m B ock 1
46. 19. 85. 34 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
132.72.152. 144 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 1
87. 68. 33. 237 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
24.60.249.156 |Wited Sates |147.237.72.166|aka.idf.il Mil tipl e Unaut horized Method for Known URL from 24.60.249.156 |B ock 1
192.198. 151. 43 |Eur ope 147.237.72. 166 |aka. i df . i | m“;:;'ii jfe.di I'\/br:;i'cr’jhﬁf dfe?;ul (. aspx B ock 1
Unaut hori zed URL Access to wawidf.il/
80. 250. 148. 225 [l srael 147.237.77.216|dover. i df .i | ht t p: / wi ndows. mi crosof t . cond en-us/ i nt er net - expl or er/ product s/i e/ h Bl ock 1
ome

218.18.171.95 |China 147.237.77.216|dover. i df .i |l Unaut hori zed URL Access to wwwidf.il/index. asp B ock 1
157.55.39. 119 |Whited Sates |147.237.0. 16 nlyl_ kosher -kravi . i df Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
87.69.100.197 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for aka.idf.il/nai n/ sachar/fag. aspx B ock 1
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