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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il Frk_Under Attack _Con Htp drop 2
5.79.65.120 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ack List dr op 1
185. 128. 40. 162 Siitzerl and 147.237. 76. 38 eengitav.idf.il B ack List drop 1
185. 128. 40. 162 Swi t zerl and 147.237.76. 39 nobi l e.neitav.idf.il |Back List drop 1
71.6.135. 131 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
219. 254. 160. 83 Korea, Republic of 147.237.76. 31 nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
202.83.21.48 147. 237. 76. 200 India eitan aka.idf.il ET SCAN Potential SSH Scan 1
201. 238. 202. 219 147.237.72. 217 GQile eidf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150 147. 237.72. 166 Uni ted Ki ngdom aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
5. 79. 65. 180 147. 237.76. 196 Net her | ands e svivaidf.il ET SCAN Potential SSH Scan 1
5.79. 65. 180 147.237.76. 38 Net her | ands e.enmeitav.idf.il ET SCAN Potential SSH Scan 1
5. 79. 65. 180 147. 237. 72. 156 Net her | ands aman. i df.il ET SCAN Potential SSH Scan 1
209. 126. 230. 72 147. 237.72. 156 Lhited Sates aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202.83.21.48 147.237.76. 34 India yohal an. i df .i | ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147. 237.76. 30 Lhited Sates hi nush. i df . i ET DRCP Dshiel d B ock Listed Source 1
46. 19. 85. 129 147.237. 72. 166 I srael aka idf.il portscan: TCQP D stributed Portscan 1
5. 79. 65. 180 147.237.76. 148 Net her | ands gocent er. aka. i df .i | ET SCAN Potential SSH Scan 1
5. 79. 65. 180 147. 237.72. 167 Net her | ands i shuri maka.idf.il ET SCAN Potential SSH Scan 1
5. 79. 65. 180 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3242
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 100
77.125.38.3 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 12
40.77. 169. 102 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 6
46.120. 122. 219 | srael 147.237.72. 166 aka.idf.il dr op SAMrul e drop 5
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . il drop drop 4
109. 253. 198. 51 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 3
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
37.232.111. 149 Georgi a 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
185. 88. 25. 169 Iraq 147.237.76. 34 yohal an. i df . | dr op drop 2
169.229.3.91 Lhited Sates 147.237.77. 205 prisha.idf.il dr op Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
209. 126. 230. 75 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
183. 129. 160. 229 Chi na 147.237.76. 34 yohal an.idf .il dr op SAMrul e drop 1
169. 229.3.91 Lhited Sates 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
70. 113. 33. 158 Lhited Sates 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.77. 243 nobi | e.idf.il drop First packet isn't drop 1
46. 120. 122. 219 | srael 147.237.76. 86 navy.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.76. 38 eeneitav.idf.il drop SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.76. 177 ncore.idf.il dr op Frst packet isn't drop 1
176. 13. 16. 165 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
138. 246. 253. 19 Cer many 147.237.0. 33 idf.il dr op drop 1
46.120. 122. 219 | srael 147.237.77.170 naar achot . i df . il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 197 e hinush.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
209. 126. 230. 72 Lhited Sates 147.237. 0. 200 ndu. i df.il dr op drop 1
183. 129. 160. 229 Chi na 147.237.76. 30 hi nush.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.0.15 kosher-kravi .idf.il drop First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.76. 44 e.refuah.idf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.77.19 lawforumidf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df . i | dr op SAMrul e drop 1
209. 126. 230. 74 Lhited Sates 147.237. 76. 148 gacenter. aka. i df il drop drop 1
46.120. 122. 219 | srael 147.237.72. 156 anan.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.76. 31 nakchal .idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il drop First packet isn't drop 1
184. 105. 139. 67 Lhited Sates 147.237.0. 17 mny- kosher-kravi .idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address |Site

Sgnature

Devi ce

‘Count

Country Action

185.32.179.15 [Israel 147.237.77. 243 |nobi | e. i df . i | Paraneter Type \iol ation Newassvord in B ock 15
nobi | e. i df . i | /sachar/changepassword
46.19. 86. 105 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
89. 139. 105. 132 |l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
91.151.136.11 |Georgia 147.237.72. 166 [aka.i df . i | Unaut hori zed Method PCBT for ww aka. i df . il /mai n/ sachar Bl ock 3
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Ml tiple Unauthorized URL Access from 84. 95, 208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il PHP At t enpt B ock 2
. . Uhaut hori zed URL Access to
66. 249. 76. 112 I srael 147.237.72. 166 |aka. i df . i | whw aka. i df i | / i mai v gi yus/ gener al . aspx Bl ock 2
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
213.57.226.19 |Israel 147.237.72. 166 |aka. i df . i | vown aka. i df . | / nai v sachar / nar ki veysachar . aspx None 1
2.53.159. 211 I sr ael 147.237.77.233|atal .idf.il Unaut hori zed UR. Access to 147.237.77.233/1134-he/ atal . aspx  |B ock 1
_ m ny- kosher - kravi . i _
139. 162. 233. 153|lLhited Sates |147.237.0. 17 df il Unaut hori zed HTTP Met hod Bl ock 1
66. 249. 76. 83 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 83 B ock 1
m ny- kosher - kravi . i
139. 162. 233. 153|lhited Sates |147.237.0. 17 of niyl Uhaut hori zed URL Access to / Bl ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp B ock 1
. . . Paraneter Type M ol ation ct| 00$Cont ent Pl acetbl der 1%t xt Capt cha i n
46. 19. 86. 105 I srael 147.237.0.19 |[madi matal .idf.il nadi matal i dfi1/mobil el ogi n. aspx Bl ock 1
66.249.76. 112 [ srael 147.237.72. 166 |aka. i df . i | Illegal Byte Qe Character in R /mai n kapatz//resf012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
. ; ; Unhaut hori zed Met hod PCST for
46. 211. 205. 176 |Wkrai ne 147.237.72. 166 |aka. i df . i | wiw aka. i df . i |/ nai r/ sachar / vi ewpaysl i p. aspx Bl ock 1
192.169.7.223 |Wited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed Met hod HEAD for 147.237.76. 42/ B ock
128.177.161. 144|Uhited Sates [147.237.72. 166 |aka. i df . il Unaut hor i zed Met hod PCST for aka.idf.il/giyus/ B ock
. . Uhaut hori zed URL Access to

66.249.69. 141  [Israel 147.237.72. 156 [anan. i df . i | vaw anan. i df . i 1/ modi | n/ gener al . aspx Bl ock 1
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