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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il Frk_Under Attack _Con Htp drop 2
218. 205. 132. 103 Chi na 147.237.0. 15 kosher-kravi.idf.il |L4 Source or Dest Port Zero dr op 1
123. 59. 59. 52 Chi na 147.237.0. 15 kosher-kravi.idf.il |[bl ock-sp-trafl forward 1
185.94.111.1 Russi an Federation 147.237.76. 176 test.ncore.idf.il B ack List drop 1
5.189. 136. 84 Ger nany 147.237.76. 86 navy.idf.il B ack List drop 1
185.94. 111. 1 Russi an Federation 147.237. 76. 196 e.sviva.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site ‘Sgnat ure Device Action |Count
5.9.123.116 Ger many 147. 237.72. 166 aka.idf.il CL000074: HTTP. naj estic bot Per nit 2
93. 180. 64. 135 Net her | ands 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per it 2
197.231.221. 211 Li beria 147.237.77.216 dover.idf.il |24910: HITP. Python urllib User-Agent Header Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249.76.24  |147.237.77.170|Wited Sates  |naarachot.idf.il ET SCAN NVAP -sA (2) 2806

104.232.98.38 |147.237.8.50 [lhited Sates e.tikshuv.idf.il ET SCAN NVAP -f -sS 1
RUssi an . . . .

94.233.7.56 147.237.77.205 | o i o prishaidf.il ET SCAN Potential SSH Scan 1
Russi an . . .

94.233.7.56 147.237.77.121 | o e.navy.idf.il ET SCAN Potential SSH Scan 1

222.124.18. 147 [147.237.76.34 |Indonesia yohal an.idf.il ET SCAN Potential SSH Scan 1

94.233.7.56 147.237.76. 44 |SSIan erefuah.idf.il ET SCAN Potential SSH Scan 1
Feder at i on

222.124.18. 147 |147.237.72. 166 |l ndonesi a aka.idf.il ET SCAN Potential SSH Scan 1

94.233.7.56 147.237.8.46 |SSIan e. chi nuch.i df i ET SCAN Potential SSH Scan 1
Feder at i on

222.124.18.147 [147.237.0.33 |Indonesia idf.il ET SCAN Potential SSH Scan 1

94.233.7.56 147.237.0.19 |SSIan nadi matal .i df il ET SCAN Potential SSH Scan 1
Feder at i on

163. 172. 169. 150|147. 237. 77. 170 |Uhi t ed Ki ngdom |n@arachot . i df .| ET SCAN Potential VNC Scan 5900- 5920 1

93.174.93.187 |147. 237. 76. 196 |Net her | ands e.sviva.idf.il ET SCAN Potential SSH Scan 1

161. 18. 109. 133 |147. 237. 77. 216 |Col onbi a dover.idf.il ET SOAN Behavi oral Unhusual ly fast inbound Tel net 1

T T o Gonnections, Potential Scan or Brute Force

13.68.210.118 |147.237.8.24 |lhited Sates [e.lifestyle.idf.il ET SCAN NMAP -sS wi ndow 3072 1

104.232.98.38 [147.237.8.50 |lhited Sates e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1

13.68.210.118 [147.237.8.24 |Uhited Sates elifestyle idf.il ET SCAN NVAP -f -sS 1
Russi an . . .

94.233.7.56 147.237.77. 218 | o0 i on dover.idf.il ET SCAN Potential SSH Scan 1

94.233.7.56 147.237.77.170 gj;:tnim naar achot . i df . i | ET SCAN Potential SSH Scan 1

222.124.18. 147 |(147.237.76.86 |[Indonesia navy.idf.il ET SCAN Potential SSH Scan 1

94.233.7.56 147. 237. 76. 201 |¥SS1 &1 eatal.idf.il ET SCAN Potential SSH Scan 1
Feder at i on

222.124.18. 147 |147.237.72. 217 | ndonesi a eidf.il ET SCAN Potential SSH Scan 1

94, 233.7. 56 147. 237. 76. 39 ?éj::;’}m nobi | e. mei tav. i df.il ET SCAN Potential SSH Scan 1

222.124.18. 147 |147.237.72.14 |l ndonesi a dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
Russi an ! . ) .

94.233.7.56 147.237.8.45 | ion eetanidf.il ET SCAN Potential SSH Scan 1

193. 201. 225. 149|147. 237. 77. 74 |rai ne lawidf.il ET SCAN NVAP -sS wi ndow 1024 1

94. 233.7. 56 147.237.0.17 ?;Z:;;”im mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1

161 18, 141 140 |147. 237 0.33 | ol orbi a il ET SCAN Behavi oral Lhusual |y fast inbound Tel net

. . . . . 0. onbi . . .
Gonnections, Potential Scan or Brute Force
104.232.98.38 |147.237.8.50 [lhited Sates e tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
13.68.210. 118 |147.237.8.24 |wnited Sates [e.lifestyle.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action ‘Count
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3156
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 200
40. 77. 169. 102 Lhited Sates 147.237.77. 176 nat pash. i df . i dr op SAMrul e drop 9
46.120. 122. 219 | srael 147.237.72. 166 aka.idf.il dr op SAMrul e drop 5
199. 203. 179. 99 | srael 147.237.77.170 naar achot . i df . il dr op Frst packet isn't drop 4
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . il dr op drop 3
77.138.52.97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
162. 243. 71. 33 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
107. 77. 160. 30 Lhited Sates 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 1
46.120. 122. 219 | srael 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
109. 253. 212. 75 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
46.120. 122. 219 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 1
40.77.167. 29 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.8.50 e.tikshuv.idf.il dr op First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.53.135. 144 | srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 13
77.138.162. 143 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/main/ sachar B ock 5
73.5.123.25 Lhited Sates [147.237.72.166|aka.idf.il Ml ti pl e Unaut hori zed Method for Known URL from 73.5. 123. 25 B ock 4
73.5.123.25 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for waw aka. i df.il/ishurind Bl ock 2
73.22.155. 10 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/newsitel english/ B ock 2
. . Unknown Paraneter __ VI EASTATEENCRYPTED i n
194. 242. 174. 233|France 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai v sachar/ nai | box. asp None 1
84. 95. 208. 20 I srael 147.237.77.74 |lawidf.il PHP At tenpt B ock 1
www. chanmat z. aka. i d i
37.26.148.236 |Israel 147.237.77. 226, . Wnaut hori zed LRL Access to B ock 1
foil waw, chamat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
100. 37. 104. 248 |wnited Sates |147.237.72. 166 [aka. i df . i | Wnauit hor i zed Method PCBT for B ock 1
wn aka. i df . i | / nai n/ rabanut / cont act us. aspx
: . . Unaut hori zed URL Access to
207.46.13.153 |Uhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i | /yohal an f or uns/ f or ns. asp Bl ock 1
84.95,208.20 | srael 147.237.77.74 |lawidf.i | thaut hori zed URL Access to - B ock 1
ww | aw i df . il /tenpl at es/ general / pi w k. php
37.142.0. 148 I srael 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
131.253.25.199 |thited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on v idf.il/error.htm B ock 1
84.229.35.151 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . Unaut hori zed URL Access to
66.249.76.115 [Israel 147.237.77.216|dover.i df .i | 147. 237. 77. 216/ 1086- 23183- he/ dover . aspx Bl ock 1
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | tnaut hor i zed Method HEAD for - B ock 1
wn aka. i df . i |/ mai n/ snal i nd snal i m aspx
91. 200. 12. 60 krai ne 147.237.77.216|dover.i df . il Admi n Bl ocki ng B ock
66. 249. 88. 42 I srael 147.237.77. 216 |dover . i df .i | D stributed Lhauthori zed URL Access on v idf.il/error. htm B ock
192.169.7.223 |Uited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ Bl ock 1
www. chanmat z. aka. i d |Dstri i
37.26.148.140 |Israel 147.237.77. 226, . Distributed thaut hori zed URL Access on B ock 1
foil waw, chanat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
] . . Mul tiple Waut horized Method for Known URL from
100. 37. 104. 248 |Wnited Sates [147.237.72.166|aka.idf.i | 100. 37. 104, 248 Bl ock 1
] . . D stributed Whaut hori zed Method for Known URL on
73.5.123.25 Uited Sates [147.237.72.166|aka.idf.il v aka, i df i1/ mai n sachar Bl ock 1
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