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Top Attackers In DDoS-Defence

Attacker
Address

Attacker Country
Target
Address

Site Signature
Device
Action

Count

115.230.125.146 China 147.237.76.197 e.himush.idf.il JLM_Under_Attack_Con_Tcp drop 2

46.239.13.233
Bosnia and
Herzegovina

147.237.77.216 dover.idf.il Frk_Under_Attack_Con_Http drop 2

209.126.136.2 United States 147.237.76.176 test.ncore.idf.il Black List drop 1

115.230.125.146 China 147.237.77.216 dover.idf.il block-sp-traf1 forward 1

209.126.136.2 United States 147.237.76.201 e.atal.idf.il Black List drop 1

54.72.0.55 Ireland 147.237.77.216 dover.idf.il
TCP handshake violation, first packet not
syn

drop 1

185.128.40.162 Switzerland 147.237.76.198 e.yohalan.idf.il Black List drop 1

82.80.78.2 Israel 147.237.77.226 www.chamatz.aka.idf.il Black List drop 1

185.128.40.162 Switzerland 147.237.76.200 eitan.aka.idf.il Black List drop 1

 08-29-2016-04:04:06 to 08-29-2016-05:04:06 



Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

123.126.68.103 China 147.237.77.176 matpash.idf.il C1000071: HTTP: User Agent Sogou+web+spider Permit 1
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Top Attackers In IDS

Attacker Address Target Address
Attacker
Country

Site Signature Count

41.65.110.194 147.237.8.14 Egypt e.orchot.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

193.201.225.149 147.237.76.201 Ukraine e.atal.idf.il ET SCAN NMAP -sS window 1024 1

189.251.12.57 147.237.77.61 Mexico e.cogat.idf.il ET SCAN NMAP -sS window 2048 1

183.82.106.200 147.237.8.45 India e.eitan.idf.il ET SCAN NMAP -sS window 2048 1

182.161.160.165 147.237.0.34
Korea, Republic
of

tikshuv.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

163.172.169.150 147.237.76.201
United
Kingdom

e.atal.idf.il ET SCAN NMAP -sS window 1024 1

159.203.33.10 147.237.76.39 Canada mobile.meitav.idf.ilET SCAN NMAP -sS window 1024 1

58.218.204.245 147.237.76.42 China refuah.idf.il ET SCAN Potential SSH Scan 1

220.231.195.122 147.237.76.38 China e.e.meitav.idf.il ET SCAN NMAP -sS window 1024 1

58.218.204.245 147.237.76.30 China himush.idf.il ET SCAN Potential SSH Scan 1

198.45.245.26 147.237.77.233 United States atal.idf.il ET SCAN Potential SSH Scan 1

189.251.12.57 147.237.77.61 Mexico e.cogat.idf.il ET SCAN NMAP -sS window 4096 1

189.251.12.57 147.237.77.61 Mexico e.cogat.idf.il ET SCAN NMAP -f -sS 1

183.82.106.200 147.237.8.45 India e.eitan.idf.il ET SCAN NMAP -f -sS 1

163.172.169.150 147.237.77.176
United
Kingdom

matpash.idf.il ET SCAN Potential VNC Scan 5900-5920 1

163.172.169.150 147.237.72.167
United
Kingdom

ishurim.aka.idf.il ET SCAN Potential VNC Scan 5900-5920 1

58.218.204.245 147.237.76.86 China navy.idf.il ET SCAN Potential SSH Scan 1

220.231.195.122 147.237.76.38 China e.e.meitav.idf.il ET SCAN NMAP -sS window 2048 1

58.218.204.245 147.237.76.38 China e.e.meitav.idf.il ET SCAN Potential SSH Scan 1

220.231.195.122 147.237.76.38 China e.e.meitav.idf.il ET SCAN NMAP -f -sS 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

46.239.13.233 Bosnia and Herzegovina 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3119

46.239.13.233 Bosnia and Herzegovina 147.237.77.216 dover.idf.il drop drop 150

37.167.118.55 France 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 51

210.55.228.39 New Zealand 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 5

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4

192.169.7.223 United States 147.237.76.148 gqcenter.aka.idf.il drop drop 3

183.129.160.229 China 147.237.0.200 m4u.idf.il drop SAM rule drop 1

106.38.241.105 China 147.237.76.42 refuah.idf.il drop SAM rule drop 1

183.129.160.229 China 147.237.72.156 aman.idf.il drop SAM rule drop 1

106.38.241.105 China 147.237.77.176 matpash.idf.il drop SAM rule drop 1

106.38.241.105 China 147.237.77.216 dover.idf.il drop SAM rule drop 1

201.238.202.219 Chile 147.237.0.200 m4u.idf.il drop drop 1

125.77.28.26 China 147.237.76.148 gqcenter.aka.idf.il drop drop 1

66.249.64.22 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address Site Signature
Device
Action

Count

89.237.66.97 France 147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/main/sachar Block 5

131.253.27.113 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

66.249.66.243 Israel 147.237.77.176 matpash.idf.ilUnauthorized URL Access to www.cogat.idf.il/894-ar Block 1

157.55.39.16 United States 147.237.72.166 aka.idf.il Unauthorized URL Access to 147.237.72.166/ Block 1

77.139.60.145 France 147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/main/smalim/smalim.aspx Block 1

157.55.39.201 United States 147.237.77.216 dover.idf.il
Unauthorized URL Access to www.idf.il/1133-13606-he/dover.aspx׳×׳•"׳
ן¿½

Block 1

84.109.1.247 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: Open Mode None 1

199.30.25.133 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1
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