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I 210. 55. 228. 39
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|Top Attackers | n DDoS- Def ence |

Attacker Target .
Attacker Countr Signature
Address y Address g
115. 230. 125. 146 Chi na 147. 237. 76. 197 e hinush.idf.il JLM Under At tack_Con_Tcp drop 2
46.239.13. 233 Bosni a and 147.237.77.216  |dover.idf.il Frk_Under _Attack_Con_H tp drop 2
Her zegovi na
209. 126. 136. 2 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ack List drop 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
209. 126. 136. 2 Lhited Sates 147.237.76. 201 e ata .idf.il B ack List drop 1
54.72.0.55 Irel and 147. 237.77. 216 dover.idf.il I;]: handshake viol ation, first packet mot fq ) 1
185. 128. 40. 162 Sii t zer| and 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
82.80.78.2 | srael 147.237.77. 226 wan chanat z. aka. i df . i | |B ack List drop 1
185. 128. 40. 162 Sn tzerl and 147. 237. 76. 200 eitan. aka. idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count |

123. 126. 68. 103 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

41.65.110.194 |147.237.8. 14 t e.orchot.idf.il . 1
Fovp Potential Scan or Brute Force
193. 201. 225. 149|147. 237. 76. 201 |kr ai ne eatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
189.251.12.57 |147.237.77.61 |Mexi co e.cogat.idf.il ET SCAN NVAP -sS w ndow 2048 1
183.82.106. 200 |147.237.8.45 |india eetanidf.il ET SCAN NVAP -sS wi ndow 2048 1
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net CGonnecti ons,
182. 161. 160. 165147, 237. 0. 34  |KO"€& Republic |0y oy idh il _ y 1
of Potential Scan or Brute Force
163. 172. 169. 150(147. 237. 76. 201 LKJ?';;gom e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
159. 203. 33.10 |147.237.76.39 |Canada mobi | e.neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 245 |147. 237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 76. 38 |Chi na eemitav.idi.il [ET SCAN NVAP -sS w ndow 1024 1
58. 218. 204. 245 |147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
198.45.245.26  |147.237.77.233|lhited Sates |atal.idf.il ET SCAN Potential SSH Scan 1
189.251.12.57 |147.237.77.61 |Mexico e.cogat.idf.il ET SCAN NVAP -sS wi ndow 4096 1
189. 251.12. 57 |147.237.77. 61 |[Mexi co e.cogat.idf.il ET SCAN NVAP -f -sS 1
183.82. 106. 200 (147.237.8.45 |[India e.eitanidf.il ET SCAN NVAP -f -sS 1
163. 172. 169. 150|147, 237. 77. 176 E;Ir:;cci]om nat pash. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
163. 172. 169. 150|147, 237. 72. 167 E?';;gom i shurimaka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
58. 218. 204. 245 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 76. 38 |Chi na eemtav.id.il |ET SCAN NVAP -sS wi ndow 2048 1
58. 218. 204. 245 |147. 237.76.38 |China eeneitav.idf.il |ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 76. 38 |Chi na eentav.idf.il |ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Message Devi ce Action |Count
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 3119
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 150
37.167.118.55 France 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 51
210. 55. 228. 39 New Zeal and 147.237.77.216 dover.idf.il drop First packet isn't SN drop 5
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 4
192.169. 7. 223 Lhited Sates 147.237.76. 148 gacenter. aka. i df .i | drop drop 3
183. 129. 160. 229 Chi na 147.237. 0. 200 nu.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147. 237.72. 156 anan. i df.il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df . il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
201. 238. 202. 219 Quile 147. 237. 0. 200 mu. i df il drop drop 1
125.77.28. 26 Chi na 147.237.76. 148 gacenter.aka. i df .i | drop drop 1

66. 249. 64. 22 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Oount

89.237.66.97 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/mai n/ sachar B ock 5
131. 253. 27. 113 |Lhited Sates 147.237.77.216|dover.idf.i| |DOstributed Unauthorized URL Access on v idf.il/error.htm B ock 1
66.249. 66. 243 |l srael 147.237.77. 176 [mat pash. i df . i [|uhaut hori zed LR. Access to www cogat . i df.il/894-ar Bl ock 1
157. 55. 39. 16 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
77.139. 60. 145 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for ww aka.idf.il/main/snalinismalimaspx |B ock 1
157 55.39 201 |United Sates 147. 237.77. 216 |dover i df . i | 1/L2|aUt horized URL Access to wwy idf.il/1133-13606- he/ dover.aspx™s'x B ock 1
84.109.1.247 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None

199. 30. 25. 133 |Lhited Sates 147.237.77.216|dover.idf .i| |Dstributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
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