08-29-2016-03:04:06 to 08-29-2016-04:04:06

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il

Daily Report

|Top Targets |
3, 200+"
2, 400 B dover.idf.il
. W aka. idf.il
1, 600" Meitan aka.idf.il
il M gocenter. aka.idf .|
Number ool M sviva.idf.il
Att(zlcks M navy.idf.il
[ nobi | e. nei tav. i df.i
BMeatal.idf.il
. ‘ , %;\ akaws. i df .i |
$ I GO AR G SN M refuah.idf.il
> & K3
& O
S &
Top Tar get

[Top Attackers |

3, 200+

M 46. 239. 13. 233
51. 255. 48. 153

I 210. 55. 228. 39
185. 130. 6. 49

N”Z,ber I 77.138.113. 188
At t acks M 212. 143. 142. 56

[ 216. 244. 66. 242
W 192. 169. 7. 223
66. 249. 76. 83
M 131. 253. 25. 133

Top Attackers



08-29-2016-03:04:06 to 08-29-2016-04:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il |Frk Under Attack Con_Htp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1ure Devi ce Action |Oount |
51. 255. 48. 153 France 147.237.76.200 |eitan. aka.idf.il [C1000074: HITP. najestic bot Per mit 7
51. 255. 48. 153 France 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot Per nit 3
123. 126. 68. 105 Chi na 147.237.77.176  |nat pash.i df .i| C1000071: HTTP: User Agent Sogou+web+spi der Permit 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

123. 206. 73. 185 |147.237.76.38 [China eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.200.84.187 |147.237.8.27 |Gernmany e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
50.116. 123. 135 |147.237.76.148|thited Sates |gocenter.aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.116.72.226 |147.237.76.86 |[Sweden navy. i df il ET SCAN NMAP -sS wi ndow 4096 1
186. 137. 157. 66 |147. 237. 76. 201 |Argenti na e.atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
163. 172. 169. 150(147. 237. 72. 156 E?i;;gom aman.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
154.16.199. 217 |147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
137.117. 168. 203|147. 237. 77. 212 |Lhited Sates |e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 147. 200. 234 |147.237.76. 148 |Azerbai j an ggcenter. aka. i df. il ET SCAN NVAP -sS w ndow 1024 1
66.249. 64. 141  |147.237.77.226|lhited Sates |wwn chanatz. aka.idf.il |[ET SCAN NVAP -sA (2) 1
925 45 173.82  |147. 237 0.35  |ni na akave. i df il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
201. 238. 202. 219[147.237.0.19 |aiile nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
186. 137. 157. 66 |147.237. 76. 201 |Argenti na e.atal.idf.il ET SCAN NVAP -f -sS 1
159. 203.33.10  |147.237.76.31 |Canada nakchal . i df il ET SCAN NVAP -sS w ndow 1024 1
137.117. 168. 203|147. 237. 77. 233 |Wnited Sates |atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 3263
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 150
210. 55. 228. 39 New Zeal and 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 10
185. 130. 6. 49 Li t huani a 147.237.77.235 sviva.idf.il drop SAMrul e drop 6
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 5
192.169. 7. 223 Lhited Sates 147.237.76. 148 gqacenter. aka. i df . i drop drop 4
198. 58. 100. 99 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il drop SAMrul e drop 3
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 1
46.120. 122. 219 | srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
156. 199. 213. 24 Egypt 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1
201. 238. 202. 219 Qile 147.237.0. 35 akaws.idf.il dr op drop 1
185. 128. 37. 152 Iraq 147.237.77. 227 e hanaz.idf.il dr op Frst packet isn't SN drop 1




08-29-2016-03:04:06 to 08-29-2016-04:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
77.138.113. 188 |France 147.237.72.166|aka. i df .i| |Unauthorized Method PCST for ww aka.idf.il/sachar Bl ock

66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df . i [|Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 83 B ock

131. 253. 25. 133 |Uhited Sates 147.237.77. 216 |dover. i df . i l[|Dstributed Waut horized URL Access on waw idf.il/error.htm B ock
77.138.113.188 |France 147. 237.72. 166 |aka. i df . i | \?W;JLLZUT gfd . ILf";’rl:;hr?/ré ;f:arﬂ‘n (fe‘;ciisesd on B ock 2
216. 244.66.242 [Lnited Sates 147.237.76.86 |navy.idf.il [Miltiple Uhauthorized UR. Access from 216.244. 66. 242 B ock 2
66.249. 88. 157 [Israel 147.237.77. 216 |dover. i df . i l|Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
216. 244.66. 242 |Lited Sates 147.237.76.86 |navy.idf.i| |Unauthorized UR. Access to navy.idf.il/giyus/foruniasp/ showf or um asp B ock 2
157.55.39. 175 |Uited Sates 147.237.72. 166 [aka. i df . i | |Unknown Paraneter ismul in aka.idf.il/main/sachar/vi ewpayslip. aspx None 1
66.249. 66. 185 [l srael 147.237.76. 42 |refuah.idf . i|nauthori zed URL Access to 147.237.76.42/ sip_storagel/ fil es/ 8/2418.jpg  |B ock 1
207.46.13. 64 Lhited Sates 147.237.72.166|aka. i df . i | |Uknown Paraneter slipidin aka.idf.il/main/ sachar/viewpayslip. aspx None 1
2.53.170. 164 I srael 147.237.72. 166 [aka. i df . i| |SSL Untraceabl e Connection - Qpen Mbde None 1
157.55.39. 252 |lhited Sates 147.237.72. 166 |aka. i df .i| |Uknown Paraneter ismul in aka.idf.il/nain/sachar/viewpayslip. aspx None 1
207.46.13.109 |[hited Sates 147.237.77. 216 |dover. i df . i ||Ostributed Unaut hori zed URL Access on waw i df.il/error. htm Bl ock 1
79.178.199.111 [israel 147.237.72. 166 [aka. i df . i | |Unhaut horized LRL Access to wwu aka.idf.il/main/giyus/ Wp X B ock 1
38.111.147.83 |lLhited Sates 147.237.77. 216 |dover . i df . i [|Unaut hori zed URL Access to wn i df.il/894-he B ock 1
167. 220. 232. 104 |Japan 147.237.77.74 |lawidf.il |Il1legal Byte Code Character in URL /163-4314-en/ pat zar. aspx#011200 B ock 1
66.249.88.151 |[Israel 147.237.77.216|dover. i df . i [|Ostributed Wauthori zed URL Access on waw idf.il/error.htm B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka.idf .i| |PHP Attenpt B ock 1
40.77.167. 29 Lhited Sates 147.237.77. 216 |dover. i df . i [|Unhaut hori zed LRL Access to waw idf.il/atal 1/izkor/vi ew text.asp B ock 1
167. 220. 232. 104|Japan 147.237.77.216|dover.idf . i ||[Mitiple Ill1egal Byte Code Character in URL from 167.220.232. 104 B ock 1
66. 249. 64. 11 I srael 147.237.77.74 |lawidf.il |Wauthorized URL Access to www mag.idf.il/229-he/faq. aspx Bl ock 1
207. 46.13. 64 Lhited Sates 147.237.72.166|aka. i df . i| |Uknown Paraneter ismil in aka. idf.il/nain/sachar/vi ewpayslip. aspx None 1
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