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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il Frk_Under Attack _Con Htp drop 2
82.80.78. 2 | srael 147.237.76. 86 navy.idf.il B ack List drop 2
155. 94. 142. 14 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
5.189. 136. 84 Cer many 147.237.76. 199 e.nakchal .idf.il |Back List drop 1
185.94.111.1 Russi an Federation 147.237.76. 34 yohal an.i df.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site |Sgnature Devi ce Action |Count |
212. 68. 146. 35 I srael 147.237.77.216 |dover.idf.il |[5670. HITP. SQ Injection (SELECT) B ock 12
194. 88. 154. 138 Pol and 147. 237.76. 42 refuah.idf.il |6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 12
37.187.110. 12 France 147.237.77.216 |dover.idf.il| |25004: HTTP. VerdPress Pingback Redirect Request B ock 7
66.29. 219. 61 Wited Sates 147.237. 76. 86 navy.idf.il |6134 HITP. SQ Injection Variable Declaration Evasion B ock 6
212. 68. 146. 35 I srael 147.237.77.216 |dover.idf.i|l |6134 HITP. SQ Injection Variable Declaration Evasion B ock 6
50. 63.197. 9 Lhited Sates 147.237.77.233 |atal .idf.il |[5670: HITP SQ Injection (SELECT) B ock 6
194.88.154.138  |Pol and 147.237.76. 42 refuah.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
66. 29. 219. 61 Lhited Sates 147. 237. 76. 86 navy.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 6
66. 29. 219. 61 Lhited Sates 147.237.76. 86 navy.idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
162.222.225.80 |Lnited Sates 147.237.77.233 |atal .idf.il [5670. HITP. SQ Injection (SELECT) B ock 5
51. 254. 138. 58 France 147.237.77.216 |dover.idf.il |25004: HITP. VWérdPress Pingback Redirect Request B ock 3
37.59.96. 212 France 147.237.77.216 |dover.idf.i| |25004: HTTP. VerdPress Pingback Redirect Request B ock 3
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

194. 88. 154. 138 [147.237.76. 42 |Pol and refuah.idf.il SQ Injection - Select From 59
66. 29. 219. 61 147.237.76.86 [lhited Sates |navy.idf.il SQ Injection - Select From 54
212.68.146.35 |[147.237.77. 216l srael dover.idf.il SQ Injection - Select From 54
162.222.225.80 |147.237.77.233|hited Sates [atal.idf.il SQ Injection - Select From 15
50. 63. 197. 9 147.237.77.233|Wnited Sates |atal.idf.il SQ Injection - Select From 8
163. 172. 169. 150(147. 237. 76. 196 E?';;gom esvivaid.il ET SCAN Potential VNC Scan 5900- 5920
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
161. 18. 157. 242 |147.237.77. 216 |Col onbi a dover.idf.il Potential Scan or Brute Force 1
124.83.63.180  |147. 237, 77. 233|Fhi 1 ppines sl il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T o Potential Scan or Brute Force
104.232.98.38 [147.237.76.39 |Wited Sates |nohile.reitav.idf.i|ET SCAN NVAP -sS wi ndow 4096 1
89. 147. 200. 234 |147.237.77. 121 |Azerbai j an e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150|147. 237. 76. 197 E?Ir:;gom ehimshid.il  [ET SCAN Potential VNC Scan 5900- 5920 1
159. 203.33.10 [147.237. 76. 44 |Canada e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
115.126. 242. 52 |147.237.0.33 |fOrea Repwdlic fi o o, , y 1
of Potential Scan or Brute Force
104.232.98.38 [147.237.76.39 |Whited Sates |nobile rmeitav.idf.i|ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Count
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't SYN |drop 3374
74.208. 218. 66 Lhited Sates 147.237.77. 74 lawidf.il dr op Frst packet isn't SIN |drop 18
74.208. 230. 195 Lhited Sates 147.237.0.34 tikshuv.idf.il drop First packet isn't SYN |drop 6
197.0.182. 194 Tuni si a 147.237.77. 176 nat pash. i df .i | drop Frst packet isn't SYN |drop 6
109. 253. 214. 119 | srael 147.237.77.216 dover.idf.il dr op Frst packet isn't SIN |drop 5
197.0.182. 194 Tuni sia 147.237.77. 216 dover.idf.il dr op First packet isn't SYN |drop 5
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SYN |drop 4
192. 169. 7. 223 Lhited Sates 147.237.76. 148 gacenter.aka. i df .il dr op drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't SYN |drop 3
37.110. 70. 90 Russi an Federation 147.237.77. 226 www chanat z. aka. i df . i | drop Frst packet isn't SYN |drop 2
176.13.8.48 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 2
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SYN |drop 2
109. 226. 40. 40 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't SYN |drop 2
176. 13. 244. 45 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 2
183. 129. 160. 229 Chi na 147.237.0.15 kosher-kravi .idf.il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il drop SAMrul e drop 1
125.77. 28. 26 Chi na 147.237.0. 35 akaws. i df . il dr op drop 1
183. 129. 160. 229 Chi na 147.237.0. 19 nadi matal .idf.il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
212.143.165. 117 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN |drop 1
176. 13.9. 243 I srael 147.237. 77. 243 nobi | e.idf.il drop Frst packet isn't SYN |drop 1
5.22.130.72 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13. 9. 243 | srael 147.237.77.243|nobi | e. i df . i | [DOstributed Suspicious Response Code B ock 5
109. 253. 193. 58 |l srael 147.237.77.243|nobi | e. i df . i | |DOstributed Suspici ous Response Qode B ock 3
72.225.173.182 |lLhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method POST for waw aka. i df.il/ishurinmain/ B ock 3
66. 249. 64. 22 I srael 147.237.77.216|dover. i df.i| [Wauthorized URL Access to wanidf.il/error.htm Bl ock 3
37.46.41.210  |israel 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt;ci’r(;leie?/ g;eggrcyetzm e/ stchi | ddocunent s/ 1071 B ock 3
77.138.66.125 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df . il/sachar/l ogi n/ B ock

66. 249. 76. 83 | srael 147.237.77.216|dover.idf .il |Mitiple Unauthorized URL Access from 66.249. 76. 83 B ock
77.122.109. 234 |Wraine 147.237.72. 166 |aka. i df . i | m;:(:ﬂt;d_ iLll}arlTJ;ihn(;erznic/i d';f;ﬂ??_;g;xmo"‘” WL on B ock 2
167. 220. 232. 104 |Japan 147.237.77.216|dover.idf .il [Mitiple Illegal Byte Gode Character in URL from 167.220. 232. 104 B ock 2
68.180. 228. 231 |[Lhited Sates 147.237. 77. 176 |mat pash. i df . i [|Uhaut hori zed URL Access to ww cogat . i df . i/901-11019-en/ cogat . aspx. |Bl ock
46.19.86.5 I srael 147.237.77.243|nobi l e.idf.i| |Distributed Suspicious Response Code B ock

80. 246. 130. 203 I srael 147.237.76.31 |nakchal .idf.il ?4‘?. ;g?f‘;?;ﬁi%giofzze%Ii‘;ﬁ%ﬁie‘g doc Bl ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover.idf.i|l [Wauthorized URL Access to wwidf.il/894-he B ock

157. 55. 39. 97 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
68.180.230.47 [lLnited Sates 147.237.77.216|dover. i df .i| [Wauthorized UR. Access to wwuidf.il/eng B ock
66.102.9.118  [Lhited Sates  |147.237. 72. 166 [aka. i df . i | m;:(:ﬂt;d_ iLll}arlTJ;ihn(;erznic/i d';f;ﬂ??_;g;xmo"‘” WL on B ock 1
207. 46.13. 30 Lhited Sates 147.237. 77. 176 |mat pash. i df . i l|Uhaut hori zed URL Access to ww cogat.idf.il/tenpl ates/fag/ fag. aspx B ock 1
84.109. 56. 206 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i/ mai n/sachar/ undefi ned B ock 1
66. 249. 88. 42 I srael 147.237.77.216|dover.idf.i|l |Dstributed Unauthorized URL Access on v idf.il/error.htm B ock 1
157.55. 39. 101 Lhited Sates 147.237.76.31 |nakchal . i df . i [|unaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
207. 46. 13. 64 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/np/ B ock 1
05.27.9.231 [ 147.237.72. 166 |aka. i df .| |DS'TPuted trauthori zed d'e\?;:??.;;);xmom R on Bl ock 1
66. 249. 88. 52 I srael 147.237.77.216|dover.idf.i|l |Dstributed Unauthorized URL Access on waw idf.il/error.htm Bl ock 1
37. 46. 38. 98 I srael 147.237.76.42 [refuah.idf.il |Wauthorized URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
157.55.39. 174  [Lhited Sates 147.237.77. 176 [mat pash. i df . i [|Unaut hori zed URL Access to 147.237.77. 176/ robots. txt Bl ock 1
66.249. 76. 77 I 'srael 147.237.72. 166 |aka. i df . i | Distributed Unauthorized URL Access on 147.237. 72. 166/ B ock 1
108. 41. 137. 241 |Uited Sates 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to v aman. i df .il/favicon.ico B ock 1
66. 249. 93. 68 I srael 147.237.76.31 [nakchal . i df . i [|Uhaut hori zed URL Access to 147.237.76. 31/ sip_storage/ fil es/ 8/ 1668. doc |B ock 1
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