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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count|
82.80.78.2 | srael 147.237. 76. 86 navy.idf.il B ack List drop 9
82.80.78. 2 | srael 147.237.72. 166 aka.idf.il B ack List drop 3
46. 239. 13. 233 Bosni a and Her zegovi na |147. 237. 77. 216 dover.idf.il Frk Under Attack Con Htp drop 2
173.231.189. 39 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il|B ack List drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 34 yohal an. i df .i | B ack List drop 1
52.204. 200. 107 Lhited Sates 147.237. 76. 148 gocenter. aka.idf.il|B ack List drop 1
82.80. 78.2 | srael 147.237.77.176 nat pash. i df . i | B ack List drop 1
199. 30. 24. 164 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
66. 240. 236. 119 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il |Back List drop 1
173. 231. 189. 39 Lhited Sates 147, 237.76. 147 chinuch. aka.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |S’gnature Devi ce Action |Oount |
51. 254. 138. 58 France 147.237.77.216 |dover.idf.il |25004: HTTP. WérdPress Pingback Redirect Request B ock 32
178. 18. 194. 186 Tur key 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 12
74.208. 218. 66 Lhited Sates 147.237.77. 74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 12
162. 222. 225. 80 Lhited Sates 147.237.76. 42 refuah.idf.il |6134 HITP. SQ Injection Variabl e Declarati on Bvasi on B ock 12
204. 93. 196. 218 Lhited Sates 147.237.77.216 |dover.idf.il |[6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 11
177.185. 192. 98 Brazil 147.237.77. 74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 11
37.59. 96. 212 France 147.237.77.216 |dover.idf.il |25004: HTTP. WérdPress Pingback Redirect Request B ock 10
167.114. 5. 68 Canada 147.237.77.216 |dover.idf.il |25004: HITP. VérdPress Pingback Redirect Request B ock 9
37.187.110.12 France 147.237.77.216 |dover.idf.il |25004: HTTP. WérdPress Pingback Redirect Request B ock 9
51. 254, 138. 219 France 147.237.77.216 |dover.idf.il |25004: HTTP. WérdPress Pingback Redirect Request B ock 9
204.93.196. 218 Lhited Sates 147.237.77.216 |dover.idf.il |5670: HTTP. SQ Injection (SALECT) B ock 7
177.185. 192. 98 Brazil 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 7
23.91.70. 45 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
62.149.132.179 Italy 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
213. 65. 31. 82 Sweden 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
108.175.157.102 |thited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
74.208. 218. 66 Lhited Sates 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
216.119.112. 144 |Lited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
187.17. 96. 33 Brazil 147.237.77.216 |dover.idf.il |3808: HITP. SQ Injection Variabl e Declarati on Evasi on B ock 6
202.124.109. 87 New Zeal and 147.237.76. 42 refuah.idf.il |5670: HTTP. SQ Injection (SALECT) B ock 6
173.198. 251. 2 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
187.17. 96. 33 Brazil 147.237.77.216 |dover.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
74.208. 230. 195 Lhited Sates 147.237.0. 34 tikshuv.idf.il|5670: HITP. SQ Injection (SELECT) B ock 6
50. 63.197. 9 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
187.17. 96. 33 Brazil 147.237.77.216 |dover.idf.il |6134 HITP. SQ Injection Variabl e Declarati on Bvasi on B ock 6
162. 222. 225. 80 Lhited Sates 147.237.76. 42 refuah.idf.il |5670: HITP. SQ Injection (SALECT) B ock 4
46. 105. 73. 239 France 147.237.77.216 |dover.idf.il |25004: HTTP. VWérdPress Pingback Redirect Request B ock 3
164. 132. 56. 109 Italy 147.237.77.216 |dover.idf.il |25004: HTTP. WérdPress Pingback Redirect Request B ock 2
92.222.3.117 France 147.237.77.216 |dover.idf.il |25004: HITP. VérdPress Pingback Redirect Request B ock 2
192.169. 164. 219 |Uhited Sates 147.237.77.216 |dover.idf.il |25004: HTTP. WerdPress Pingback Redirect Request B ock 2
192.169.172.171 |thited Sates 147.237.77.216 |dover.idf.il |25004: HTTP. WérdPress Pingback Redirect Request B ock 2
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
50. 63. 197. 204 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
167. 114. 44. 14 Canada 147.237.77.216 |dover.idf.il |25004: HTTP. WérdPress Pingback Redirect Request B ock 1
216.249.102.195 |thited Sates 147. 237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 1
51. 254. 141. 152 France 147.237.77.216 |dover.idf.il |25004: HTTP. WérdPress Pingback Redirect Request B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
177.185.192. 98 147.237.77. 74 Brazil lawidf.il SQ Injection - Select From 54
74.208. 218. 66 147.237.77. 74 Lhited Sates lawidf.il QA Injection - Select From 53
162. 222. 225. 80 147. 237.76. 42 Lhited Sates refuah.idf.il S Injection - Select From 46
204. 93. 196. 218 147.237.77. 216 Lhited Sates dover.idf.il SQ Injection - Select From 20
187.17. 96. 33 147.237.77. 216 Brazil dover.idf.il QA Injection - Select From 20
216.119. 112. 144 147.237.77. 233 Lhited Sates atal.idf.il S Injection - Select From 18
178. 18.194. 186 147.237.77. 74 Tur key lawidf.il QA Injection - Select From 16
213. 65. 31. 82 147.237.77. 74 Sweden lawidf.il QA Injection - Select From 8
62. 149. 132. 179 147.237.77. 74 Italy lawidf.il SQ Injection - Select From 8
50. 63. 197. 9 147.237.77. 233 Lhited Sates atal .idf.il SQ Injection - Select From 8
202. 124. 109. 87 147.237.76. 42 New Zeal and refuah.idf.il QA Injection - Select From 8
23.91.70. 45 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 8
173.198. 251. 2 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 8
74.208. 230. 195 147.237.0. 34 Lhited Sates tikshuv.idf.il QA Injection - Select From 6
108. 175. 157. 102 147.237.77. 233 Lhited Sates atal.idf.il S Injection - Select From 5
109. 67. 212. 171 147.237.72. 166 I srael aka idf.il ET SCAN NVAP -sA (2) 4
50. 63. 197. 204 147.237.72. 166 Lhited Sates aka.idf.il QA Injection - Select From 3
118. 69. 62. 83 147. 237. 76. 86 M et nam navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
216. 249. 102. 195 147. 237. 76. 86 Lhited Sates navy. i df.il QA Injection - Select From 1
163. 172. 169. 150 147.237. 76. 196 United Ki ngdom e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
94. 102. 50. 45 147. 237. 76. 148 Net her | ands ggcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
211. 23. 156. 152 147. 237. 77. 61 Tai wan e.cogat.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150 147.237.76. 30 United Ki ngdom hi mush. i df .i ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Count |
46. 239. 13. 233 Bosni a and Herzegovi na  |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 3158
46. 239. 13. 233 Bosni a and Herzegovina |147.237.77.216 |dover.idf.il drop drop 200
207.178.197. 44 Lhited Sates 147.237.77.176 |natpash.idf.il dr op SAMrul e drop 24
167. 220. 232. 104 |Japan 147.237.77.216 |dover.idf.il dr op SAMrul e drop 23
95.211.70. 193 Net her | ands 147.237.76.86  |navy.idf.il drop SAMrul e drop 18
216. 249. 107. 200 |Lhited Sates 147.237.76. 86 navy.idf.il dr op SAMrul e drop 18
212.147. 60. 96 S tzerl and 147.237.76. 31 nakchal .idf.il drop SAMrul e drop 18
167. 114. 44. 14 Canada 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 16
177.12.172. 43 Brazil 147.237.77. 74 lawidf.il dr op SAMrul e drop 6
96. 251. 45. 13 Lhited Sates 147.237.77. 74 lawidf.il drop SAMrul e drop 6
84. 245. 33. 104 Net her | ands 147.237.72.166 |aka.idf.il dr op SAMrul e drop 6
97. 88. 198. 223 Lhited Sates 147.237.77. 74 lawidf.il dr op SAMrul e drop 6
91.219.122.2 Pol and 147.237.77. 74 lawidf.il drop SAMrul e drop 6
184. 168. 46. 19 Lhited Sates 147.237.77.74  |lawidf.il drop SAMrul e drop 6
93. 186. 250. 66 Italy 147.237.72.166 |akaidf.il dr op SAMrul e drop 6
188. 165. 250. 173 |Fance 147.237.77.233 |ata .idf.il dr op SAMrul e drop 6
212.179. 90. 106 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 5
192.169. 7. 223 Lhited Sates 147.237.76. 148 |gqcenter.aka.idf.il |drop drop 3
212. 143.142.56 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
77.138.52. 97 France 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
139. 162. 216. 112 |lhited Sates 147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 2
46.120. 122. 219 | srael 147.237.77. 74 lawidf.il drop SAMrul e drop 1
183. 129. 160. 229 |China 147.237.76.198 |e.yoha an.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77.216 |dover.idf.il dr op SAMrul e drop 1
46.120. 122. 219 | srael 147.237.77.216 |dover.idf.il drop SAMrul e drop 1
212.143.165. 117 |lsrael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 1
183. 129. 160. 229 |Chi na 147.237.76.199 |e.nakchal .idf.il dr op SAMrul e drop 1
125.77. 28. 26 Chi na 147.237.0. 33 idf.il dr op drop 1
193.90. 12. 88 Nor way 147.237.0. 35 akaws. i df . i drop drop 1
183. 129. 160. 229 |Chi na 147.237.76. 30 hi mush.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 |Chi na 147.237.76.202 |e. halag.idf.il drop SAMrul e drop 1
198. 100. 148. 112 |Canada 147.237.0. 35 akaws. idf .il dr op drop 1
183. 129. 160. 229 |Chi na 147.237.76. 147 |chinuch.aka.idf.il |drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il drop SAMrul e drop 1
183. 129. 160. 229 |China 147.237.76.196 |e.sviva.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77.176 |natpash.idf.il dr op SAMrul e drop 1
64.113. 32. 29 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
216.249.102. 195 |lhited Sates 147.237. 76. 86 navy.idf.il dr op Mrtual defragnentation error: Tineout drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
79.179. 133. 153 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock 4
207.46.13.109 |lnited Sates [147.237.77.216|dover.idf.il Distributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 4
46.121.63.204 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/5/ B ock 3
2.53.60. 192 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
167. 220. 232. 104|Japan 147.237.77. 216 |dover . i df . i | Mitiple Illegal Byte Qode Character in URL from 167.220. 232. 104 B ock 2
46.120. 18. 45 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
77.122.109. 234 |Wkrai ne 147. 237.72. 166 |aka. i df . i | m;:(:.“it;d. ilﬂa;ihn(jrrioﬁ? d';f;ﬁ??' ;Z;XK”OV‘" UL on B ock 2
139. 162. 161. 192|lhited Sates [147.237.76. 147 [chi nuch. aka. i df . i|Unhaut hori zed URL Access to / Bl ock 1
46.121.63.204 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthori zed URL Access from 46. 121. 63. 204 B ock 1
188. 163. 107. 178|lkrai ne 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/bl og/ Bl ock 1
2. 55. 144. 200 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
157.55.39. 252 |lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/main/drushindinfo.aspx None 1
192.169.7.223 |Uited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ Bl ock 1
82. 80. 30. 245 I srael 147.237.72. 167 i shuri maka. i df . i|Untraceabl e SS. Sessi ons: (pen Mde None 1
5.29.238.254  |Israel 147.237.72. 166 |aka. i df . i | \;Twag:;elr df%ia?/?aliiv\sﬁa(():lhztrilorr;giisrt]r ati onwi 2 reqi st e aspx None 1
167. 220. 232. 104Japan 147.237.77. 216 |dover . i df . i | }'llzeggl_ l?ggesosﬁ/?g/?e;s'pi #L(?:IIZOO B ock 1
66.249.69.237 |lIsrael 147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to navy.idf.il/edi niyonan/ enl ar ge. asp Bl ock 1
207.46. 13. 64 LUhited Sates |[147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka. i df.il/np/ Bl ock 1
91. 210. 145. 125 |lkrai ne 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/blog/ B ock 1
46.19. 86. 125 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Bte Gode Character in LR from46. 19. 86. 125 B ock 1
68.180.229.39 |[Uited Sates |147.237.76.31 |nakchal .idf.il maﬂfkehifﬁ .\fljlf]t_::_](.)—nhgar?;’:ﬁgi.gspx B ock 1
92.202.23.1 Ger many 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for v aka. i df . i |/ mai n/ hone/ def aul t. aspx |Bl ock

176.13. 244. 44 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock 1
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