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08-29-2016-00:04:03 to 08-29-2016-01:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il Frk_Under Attack Con Htp drop 2
185.94.111. 1 Russi an Federation 147.237.76. 86 navy.idf.il B ack List dr op 1
185.94.111.1 Russi an Federation 147.237. 76. 202 e halag.idf.il |Back List drop 1
149. 56. 200. 203 Lhited Sates 147.237.76. 196 e.sviva.idf.il |Back List drop 1




08-29-2016-00:04:03 to 08-29-2016-01:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address ‘Site |Sgnature Devi ce Action ‘Oount |
195. 74. 38. 15 Sweden 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 12
212.111. 194. 18 kr ai ne 147. 237.76. 31 nakchal .idf.il |6134: HITP. SQ Injection Variabl e Declarati on Bvasion B ock 12
212.111. 194. 18 Wkrai ne 147.237.76. 31 nakchal .idf.il |3808: HITP. SQ Injection Variabl e Declarati on BEvasi on B ock 6
87.117. 203. 23 Lnited Kingdom [147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
212.111.194.18 kr ai ne 147.237.76. 31 nakchal .idf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
173.198. 251. 2 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
195. 74. 38. 15 Sweden 147.237.77.216 |dover.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on B ock 4
195. 74. 38. 15 Sweden 147.237.77.216 |dover.idf.il 9785. HITP. SQ Injection (Referer Header) B ock 2
92.222.26.118 France 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 1
178. 33. 226. 221 France 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 1
37.187.253.18 France 147.237.77.216 |dover.idf.il 25004: HITP. VérdPress Pingback Redirect Request B ock 1
149. 202. 216. 61 France 147.237.77.216 |dover.idf.il 25004: HTTP. WrdPress Pingback Redirect Request B ock 1
198. 71. 224. 92 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 1
37.59. 53. 212 France 147.237.77.216 |dover.idf.il 25004: HITP. VérdPress Pingback Redirect Request B ock 1
149. 202. 45. 212 France 147.237.77.216 |dover.idf.il 25004: HTTP. WrdPress Pingback Redirect Request B ock 1
195. 74. 38. 14 Sweden 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
52.1.90. 117 Lhited Sates 147.237.72.166 |aka.idf.il 13840: TLS (enSSL Heartbeat Packet B ock 1
167. 114. 65. 164 Canada 147.237.77.216 |dover.idf.il 25004: HTTP. WrdPress Pingback Redirect Request B ock 1
166. 62. 45. 71 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 1
198. 71. 230. 37 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HITP. VérdPress Pingback Redirect Request B ock 1
104. 238. 81. 93 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HITP. WérdPress Pingback Redirect Request Bl ock 1
192.169.190. 171 |Uhited Sates 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 1
50. 63. 197. 208 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HITP. VérdPress Pingback Redirect Request B ock 1
50.62.22. 43 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HITP. WérdPress Pingback Redirect Request Bl ock 1
158. 69. 124. 215 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 1
198. 71. 226. 65 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HITP. VérdPress Pingback Redirect Request B ock 1
94.23.22.16 France 147.237.77.216 |dover.idf.il 25004: HTTP. WrdPress Pingback Redirect Request B ock 1
184. 168. 200. 217 |Lhited Sates 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 1
91.134.137. 156 Bul garia 147.237.77.216 |dover.idf.il 25004: HTTP. VérdPress Pingback Redirect Request B ock 1
176. 31. 126. 38 France 147.237.77.216 |dover.idf.il 25004: HTTP. WrdPress Pingback Redirect Request B ock 1
37.187.138.50 France 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 1
149. 202. 83. 174 France 147.237.77.216 |dover.idf.il 25004: HTTP. VérdPress Pingback Redirect Request B ock 1
198. 27. 74. 220 Canada 147.237.77.216 |dover.idf.il 25004: HTTP. WrdPress Pingback Redirect Request B ock 1
51. 254. 215. 87 France 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 1
167.114. 22. 11 Canada 147.237.77.216 |dover.idf.il 25004: HTTP. VérdPress Pingback Redirect Request B ock 1
198. 71. 235. 19 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HTTP. WrdPress Pingback Redirect Request B ock 1
5.196. 21. 64 France 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 1
149. 56. 37. 221 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HTTP. VérdPress Pingback Redirect Request B ock 1
192. 169. 234. 7 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HTTP. WrdPress Pingback Redirect Request B ock 1
94. 23. 156. 70 United Kingdom [147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 1
188. 165. 242. 45 France 147.237.77.216 |dover.idf.il 25004: HTTP. VérdPress Pingback Redirect Request B ock 1
50. 63. 197. 12 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HTTP. WrdPress Pingback Redirect Request B ock 1
164.132.73. 74 Italy 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 1
198. 71. 228. 27 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HTTP. VérdPress Pingback Redirect Request B ock 1
151. 80. 19. 13 France 147.237.77.216 |dover.idf.il 25004: HTTP. WrdPress Pingback Redirect Request B ock 1
198. 71. 225. 109 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 1
92.222.67. 45 France 147.237.77.216 |dover.idf.il 25004: HTTP. VérdPress Pingback Redirect Request B ock 1
178. 33. 228. 42 France 147.237.77.216 |dover.idf.il 25004: HTTP. WrdPress Pingback Redirect Request B ock 1
46. 105. 30. 80 France 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 1
37.59. 54. 146 France 147.237.77.216 |dover.idf.il 25004: HTTP. VérdPress Pingback Redirect Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

212.111.194.18 |147.237.76.31 |lkraine nakchal .idf.il SQ Injection - Select From 27
195. 74. 38. 15 147.237.77. 216 |Sweden dover.idf.il SQ Injection - Select Fom 20
87.117.203.23 |147.237.77.74 E?';;gom lawidf.il SQ Injection - Select From 8
173.198.251.2 [147.237.77.233|Wited Sates |atal.idf.il SQ Injection - Select From 8
109. 66. 190. 248 |147.237.76.86 |Israel navy.idf.il ET SCAN NVAP -sA (2) 3
195. 74. 38. 14 147.237. 77. 233 |Sweden atal.idf.il SQ Injection - Select From 3
163. 172. 169. 150|147, 237. 77. 234 E;Ir:;cci]om hal ag. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
216.249. 102. 195|147.237.76.86 |lLhited Sates |[navy.idf.il SQ Injection - Select From 1
163. 172. 169. 150|147. 237. 8. 14 E?';;gom eorchot.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
201. 238. 202. 219[147.237.0.19 |aile nadi matal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
118. 69. 62. 83 147. 237. 76. 201 [M et nam e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
183.222.97.82 |147.237. 76. 148 |Chi na gacenter. aka i df .i [ET SCAN Pot enti al VNC Scan 5900- 5920 1
58.218. 204. 245 |147.237.76. 147 |Chi na chinuch. aka.idf.il |ET SCAN Potential SSH Scan 1
183. 129. 160. 229|147. 237. 77. 235 [Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
183. 129. 160. 229|147. 237. 77. 205 |Chi na prisha idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237.76.38 |China eeneitav.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 169. 150|147, 237. 76. 147 E?Ir:;gom chinuch. aka.i df .1 [ET SCAN Potential VNC Scan 5900- 5920 1
161.10.22. 176|147 237 0.33  |col ombi (il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. onol a | o .
Potential Scan or Brute Force
198.52.97.86  [147.237.77.74 |hited Sates |lawidf.il ET WEB SERVER Fake (Gpbogl ebot UA 1 | nbound 1
66.249. 64. 107 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 1
183.222.97.82 |147.237.76.86 |China navy.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183. 129. 160. 229|147. 237. 77. 234 [Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
183. 129, 160. 229|147 237 76. 34 |cni ohal anidh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . I na an. . .
y Potential Scan or Brute Force
183. 60. 48. 25 147.237.76.30 [China hi nush. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action ‘Count
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il |drop First packet isn't drop 3287
167.114. 101. 156 Canada 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 63
149. 56. 16. 106 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 53
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il |drop drop 50
149.56. 17. 113 Lhited Sates 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 45
198. 27. 75. 201 Canada 147.237.77.216 dover.idf.il |drop First packet isn't drop 45
198. 50. 227. 65 Canada 147.237.77.216 dover.idf.il |drop First packet isn't drop 39
167.114.1. 21 Canada 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 38
158. 69. 210. 67 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 35
212.179.90. 106 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 34
166. 62. 38. 123 Lhited Sates 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 29
167. 114. 100. 104 Canada 147.237.77.216 dover.idf.il |drop First packet isn't drop 28
192. 99. 8. 223 Canada 147.237.77.216 dover.idf.il |drop First packet isn't drop 27
192. 99. 62. 199 Canada 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 25
192. 169. 189. 207 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 25
167. 114. 158. 65 Canada 147.237.77.216 dover.idf.il |drop First packet isn't drop 25
192. 99. 148. 129 Canada 147.237.77. 216 dover.idf.il dr op First packet isn't drop 24
158. 69. 134. 219 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 24
184. 168. 200. 230 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 24
192. 99. 40. 224 Canada 147.237.77. 216 dover.idf.il dr op First packet isn't drop 24
167. 114. 101. 132 Canada 147.237.77.216 dover.idf.il |drop First packet isn't drop 22
192. 169. 250. 95 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 22
142. 4. 217.51 Canada 147.237.77. 216 dover.idf.il dr op First packet isn't drop 21
167. 114. 156. 171 Canada 147.237.77.216 dover.idf.il |drop First packet isn't drop 20
198. 27.69. 124 Canada 147.237.77.216 dover.idf.il |drop First packet isn't drop 20
167.114.159. 91 Canada 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 20
46.120. 122. 219 | srael 147.237.77.216 dover.idf.il |drop SAMrul e drop 19
192. 99. 232. 160 Canada 147.237.77.216 dover.idf.il |drop First packet isn't drop 18
198.27.117.1 Canada 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 18
184.168.73.7 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 18
216. 249. 107. 200 Lhited Sates 147.237.76. 86 navy.idf.il dr op SAMrul e drop 17
166. 62. 123. 152 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 17
167. 114. 29. 203 Canada 147.237.77.216 dover.idf.il |drop First packet isn't drop 17
158. 69.53. 3 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 17
167.114.0. 47 Canada 147.237.77. 216 dover.idf.il dr op First packet isn't drop 17
50. 63. 53. 87 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 16
198. 27. 81. 93 Canada 147.237.77.216 dover.idf.il |drop First packet isn't drop 16
149. 56. 44. 60 Lhited Sates 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 15
192.169. 227.9 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 15
166. 62. 102. 152 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 15
149. 56. 18. 120 Lhited Sates 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 15
192. 99. 10. 62 Canada 147.237.77.216 dover.idf.il |drop First packet isn't drop 15
192. 99. 147. 223 Canada 147.237.77.216 dover.idf.il |drop First packet isn't drop 15
198. 50. 230. 64 Canada 147.237.77.216 dover.idf.il |drop First packet isn't drop 14
184. 168. 193. 46 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 14
50. 63. 196. 50 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't SYN drop 14
192.99. 39. 116 Canada 147.237.77.216 dover.idf.il |drop First packet isn't SN drop 14
192. 95. 33. 17 Canada 147.237.77.216 dover.idf.il |drop First packet isn't SYN drop 14
192. 95. 33. 139 Canada 147.237.77.216 dover.idf.il |drop First packet isn't SYN drop 13
198. 71. 228. 10 Lhited Sates 147.237.77. 216 dover.idf.il |dr op Frst packet isn't SN drop 13
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
176. 13.226. 172 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 34
109. 186. 79. 148 |l srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unhauthorized URL Access from 109. 186. 79. 148 B ock 10
178.62.34.127 |United Kingdom |147.237.77.216|dover.idf.il PHP Att enpt Bl ock 5
46. 19. 85. 252 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
178.62.34.127 |Wnited Ki ngdom |147.237.77.216|dover.idf.i | Mil tipl e Unaut hori zed URL Access from 178. 62. 34. 127 B ock 4
84.100.97.54  |Israel 147.237. 7. 243|nwbi l e i df i1 [sPadtPortzed /gegpgfﬁsem‘;esn <t e | ddoounent <f 1152 Bl ock 3
77.126. 66. 54 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
65.55.210.156 |Lnited Sates 147.237.77. 216 |dover.i df .i | Dstributed Wnaut horized URL Access on waw idf.il/error.htm Bl ock 2
46. 19. 85. 144 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
46.117.243.181 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.108. 25. 92 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
207. 46.13. 79 Lhited Sates 147.237.77. 216 |dover .i df . i | Dstributed Lhaut hori zed URL Access on wwidf.il/error.htm B ock 2
77.138.50.140 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df .il/ishurin B ock 1
46.19.86.23  |Israel 147.237.72. 166 |aka. i df . i | m“;::_'ii dzfef‘ijl'fntmh‘;/dsggr /fnogmsar chi ve. aspx Bl ock 1
84.109. 97.54 | srael 147.237.77.216|dover. i df . i | Mil tiple Untraceabl e SSL Sessions from84.109.97.54 (Qpen Mde) None
207.46.13.109 |Lnited Sates 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v i df.il/newsitelfrench/ B ock
109.186.79. 148 |Israel 147.237.77. 243 |nobi | e. i df . i | nu;;“f :?rc;fzf‘lj /tz‘egpgf;sem‘;esu <t ohi 1 ddocuent s/ 1431 Bl ock 1
79.176. 10. 37 | srael 147.237.72. 156 |anan. i df . i | SSL Lhtraceabl e Connection - (pen Mde None 1
46.19. 86. 248 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code Bl ock 1
178.62.34.127 |United Kingdom |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wa i df . il /wp/wp-1ogin. php Bl ock 1
84.109. 97. 54 I srael 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waidf.il/kesher Bl ock 1
212.249.10.98 [Satzerland 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/giyus/ Bl ock 1
37.26.148.232 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
109. 253. 243. 172|I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.181.120.221 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.117.122. 3 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
178. 63. 101. 134 |Ger nany 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for wa aka.idf.il/rights/aspl/info.asp Bl ock 1
73.133.231.126 |lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCBT for wwww aka. i df.i|/main/ kapat z/ B ock 1
213.151. 32. 163 |l srael 147.237.77.243|nobi | e. i df . i | Par anet er Type Mol ation Password in nobil e.idf.il/sachar/login B ock 1
84. 56. 118. 90 Ger many 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
204.79.180. 1 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/mluinitenpl ates/inner.asp |[B ock 1
91.135.104. 252 |israel 147.237.72. 166 |aka. i df . i | mar;f:ri d'?aidl ?gn\/’{s;f;;f/nf Oir';ot pessvord, aspx None 1
217.69. 133. 226 :3:::30” 147.237.72. 166 |aka. i df . | mnalo(":izfafﬂ"f;:;;fzrsﬁrge;s’gsearChQ‘ery n None 1
65.55.210. 127 |lnited Sates 147.237.77.216|dover.i df .i | D stributed Unaut horized URL Access on waidf.il/error. htm B ock 1
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