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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

08-28-2016-23:04:05 to 08-29-2016-00:04:05

Signature

Device Action [Count|

46. 239. 13. 233 Bosni a and Her zegovi na |147.237.77.216 dover.idf.il Frk_Under Attack _Con Htp drop 2
46. 239. 13. 233 Bosni a and Her zegovi na |147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
185.94.111.1 Russi an Federation 147.237.76. 86 navy.idf.il B ack List drop 1
195. 246. 57. 38 Egypt 147.237.8. 50 e.tikshuv.idf.illL4 Source or Dest Port Zero drop 1
66. 240. 219. 146 Lhited Sates 147.237.76. 196 e.sviva.idf.il |Back List drop 1
149. 56. 235. 168 Lhited Sates 147.237.76. 202 e halag.idf.il |Back List drop 1




08-28-2016-23:04:05 to 08-29-2016-00:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount |
75. 56. 235. 20 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 12
216.119.112. 144 |lnited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 12
72.167.131.75 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 12
103. 3. 173.97 Ml aysi a 147.237.77.216 |dover.idf.il |6134 HITP. SQ Injection Variable Declarati on Evasion B ock 12
184. 168. 152. 58 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
216.119.112. 144 |lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
108. 166. 190. 139 [Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
72.167.131. 75 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 6
87.242.112. 45 Russi an Federation [147.237.77.233 |atal.idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
50. 63. 197. 140 Lhited Sates 147.237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
173.192. 81. 82 Lhited Sates 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SALECT) Bl ock 6
66. 135. 63. 82 Lhited Sates 147.237.77.216 |dover.idf.il |3808: HITP. SQ Injection Variable Declarati on Evasion B ock 6
217.37.125.121 Lnited Ki ngdom 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
184. 168. 152. 58 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
74.208. 192. 137 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
103. 3. 173. 97 Ml aysi a 147.237.77.216 |dover.idf.il |5670: HITP. SQ Injection (SELECI) B ock 6
66. 135. 63. 82 Lhited Sates 147.237.77.216 |dover.idf.il |[5670: HITP. SQ Injection (SELECT) Bl ock 6
184. 168. 152. 58 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
74. 208. 230. 195 Lhited Sates 147.237.0. 34 ti kshuv.idf.il|5670: HITP. SQ Injection (SELECT) B ock 6
210. 169. 203. 81 Japan 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 6
66. 135. 63. 82 Lhited Sates 147.237.77.216 |dover.idf.il |6134 HITP. SQ Injection Variable Declarati on Evasion B ock 6
5.29.217.24 I srael 147.237.72.156 |anan.idf.il 32390: HITP. Suspicious User-Agent (Mvzilla) B ock 2
191. 236. 150. 197 |Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 2
191. 236. 146. 62 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HTTP. SQ Injection (SELECT) B ock 1
94. 242. 246. 23 Luxenbour g 147.237.77.216 |dover.idf.il| |24910: HITP. Python urllib User-Agent Header B ock 1
191. 236. 151. 40 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 1




08-28-2016-23:04:05 to 08-29-2016-00:04:05

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

216.119.112. 144  |147.237.77.74 Lhited Sates lawidf.il SQ Injection - Select From 54
103.3.173. 97 147.237.77. 216 Ml aysi a dover.idf.il QA Injection - Select From 54
75. 56. 235. 20 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 36
66. 135. 63. 82 147.237.77.216  [lhited Sates dover.idf.il SQ Injection - Select From 20
184. 168. 152. 58 147.237.77.233  [lhited Sates atal.idf.il QA Injection - Select From 20
72.167.131. 75 147.237.77.233  [lhited Sates atal.idf.il S Injection - Select From 20
173.192. 81. 82 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 8
74.208. 192. 137 147.237.77. 74 Lhited Sates lawidf.il QA Injection - Select From 8
108. 166. 190. 139 [147.237.77.74 Lhited Sates lawidf.il S Injection - Select From 8
87.242.112. 45 147.237.77.233  |Russi an Federation atal.idf.il SQ Injection - Select From 8
217.37.125.121 147.237.77. 74 Uni ted Ki ngdom lawidf.il QA Injection - Select From 8
74. 208. 230. 195 147.237.0. 34 Lhited Sates tikshuv.idf.il S Injection - Select From 8
210. 169. 203. 81 147. 237.72. 166 Japan aka.idf.il QA Injection - Select From 8
50. 63. 197. 140 147.237.76. 42 Lhited Sates refuah.idf.il QA Injection - Select From 8
87. 115. 230. 45 147. 237.77. 216 Uni ted Ki ngdom dover.idf.il Tehila - Perl LWP wth fake user agent 2
191.236. 150. 197  [147.237.77.233  |Wited Sates atal.idf.il SQ Injection - Select From 2
87.115. 230. 45 147.237.77. 176 Uni ted Ki ngdom nat pash. i df i | Tehila - Perl LWP wth fake user agent 2
94.102. 48. 195 147.237.76. 177 Net her | ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
159. 203. 33. 10 147.237.0. 19 Canada madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
137.117. 168. 203 147.237.0. 16 Lhited Sates ny- kosher -kravi . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
123. 206. 73. 185 147. 237.77.176 Chi na nat pash. i df . ET SCAN NVAP -sS wi ndow 1024 1
123. 206. 73. 185 147. 237. 76. 201 Chi na eaa.idf.il ET SCAN NVAP -sS wi ndow 1024 1
201. 150. 38. 110 147.237. 76. 197 Mexi co e. hinush. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
123. 206. 73. 185 147. 237. 76. 196 Chi na e.sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 149 147.237.8. 24 kr ai ne elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
106. 187. 90. 86 147.237.0. 33 Japan idf.il GPL SCAN super scan echo 1
94.102. 48. 195 147. 237. 76. 199 Net her | ands e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 169. 150 147.237.72. 14 Uhi ted Ki ngdom dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
137.117. 168. 203 147.237.0. 35 Lhited Sates akavs. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
123. 206. 73. 185 147.237.77. 226 Chi na wiw chanat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
123. 206. 73. 185 147.237.77.19 Chi na I aw forumi df .i | ET SCAN NVAP -sS wi ndow 1024 1
123. 206. 73. 185 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
201. 150. 38. 110 147.237. 76. 197 Mexi co e. hi nush. i df .i | ET SCAN NVAP -f -sS 1
109. 66. 190. 248 147.237.0. 34 I srael tikshuv.idf.il ET SCAN NVAP -sA (2) 1
191. 236. 151. 40 147.237.77. 233 Lhited Sates aal.idf.il QA Injection - Select From 1
106. 187. 90. 86 147.237. 0. 200 Japan mu.idf il @PL SCAN super scan echo 1
191. 236. 146. 62 147.237.77.233  [lhited Sates atal.idf.il SQ Injection - Select From 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Message Devi ce Action |Count
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 3398
96. 251. 45. 13 Lhited Sates 147.237.77. 176 nat pash. i df .il drop SAMrul e drop 24
74.208. 230. 195 Lhited Sates 147.237.76. 31 nakchal .idf.il drop First packet isn't SYN drop 24
178. 63. 55. 202 Ger many 147.237.77.216 dover.idf.il drop First packet isn't SN drop 20
67.174.112. 111 Lhited Sates 147.237.76. 86 navy.idf.il dr op SAMrul e drop 18
212. 247.61. 153 Sweden 147. 237.72. 156 anan. i df.il drop SAMrul e drop 12
177.185.194. 45 Brazil 147.237.77.74 lawidf.il dr op SAMrul e drop 12
46.120. 122. 219 | srael 147.237.77. 170 naar achot . i df . i | dr op SAMrul e drop 11
106. 38. 241. 105 Chi na 147. 237.76. 42 refuah.idf.il drop SAMrul e drop 7
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df . il dr op SAMrul e drop 7
91.219.122. 4 Pol and 147.237.77.74 lawidf.il dr op SAMrul e drop 6
46. 236. 115. 84 Sweden 147.237.77.74 lawidf.il drop SAMrul e drop 6
83. 168. 250. 50 Sweden 147.237.72. 166 aka idf.il dr op SAMrul e drop 6
213. 246. 49. 11 France 147.237.77.74 lawidf.il dr op SAMrul e drop 6
95. 211. 70. 193 Net her | ands 147.237.77.74 lawidf.il drop SAMrul e drop 6
84.152.1.112 Ger many 147.237.77.216 dover.idf.il drop First packet isn't SN drop 4
46. 120. 122. 219 | srael 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 4
207. 46. 13. 111 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 3
192. 169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter.aka. i df .il dr op drop 3
106. 38. 241. 105 Chi na 147.237.77.216 dover.idf.il drop SAMrul e drop 3
176. 13. 224. 246 | srael 147.237.72. 166 aka idf.il drop First packet isn't SN drop 3
2.53. 159. 206 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 2
213.57.44.77 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
46.120. 122. 219 | srael 147.237.72. 166 aka idf.il drop SAMrul e drop 2
208. 80. 192. 33 Lhited Sates 147.237.77.216 dover.idf.il drop Frst packet isn't SN drop 2
84.109. 213. 149 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
62.84.77. 34 Lebanon 147.237.77.216 dover.idf.il drop First packet isn't SN drop 1
1.192.128. 23 Chi na 147.237.76. 34 yohal an. i df .il dr op drop 1
138. 246. 253. 19 Ger many 147.237.76. 34 yohal an. i df .il drop drop 1
176. 13. 3. 42 | srael 147.237.72. 166 aka idf.il drop First packet isn't SN drop 1
89.22.178. 162 Russi an Federation 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
46.120. 122. 219 | srael 147.237.77.216 dover.idf.il drop SAMrul e drop 1
176.13.3. 111 | srael 147.237.72. 166 aka idf.il drop First packet isn't SN drop 1
137.117. 168. 203 Lhited Sates 147.237.0.35 akavs. i df.il dr op drop 1
46.120. 122. 219 | srael 147.237.76. 86 navy.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
77.138.26.224  |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for waw aka. i df.il/ishurind nain/ Bl ock
176.13.226. 172 |l srael 147.237.0.19 |nadimatal .idf.i|l |[Dstributed Suspicious Response Code B ock
46.19.85. 13 I srael 147.237.0.19 |madimatal .idf.il |[Distributed Suspicious Response Code B ock
216.244.66.242 |lhited Qates |147.237.76.86 |navy.idf.il ﬁi;t ihgfr.i izle/dgiL)J/?J_s/'icocreusr‘Tsj ats‘;/ show or umasp Bl ock 3
46.19. 86. 246 I srael 147.237.0.19 |madimatal .idf.il |[Distributed Suspicious Response Code B ock 3
2.53.51.23 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
80. 246.136.45 |lIsrael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 3
46.19. 86. 225 I srael 147.237.0.19 |madimatal .idf.il |[Distributed Suspicious Response Code B ock 3
212.179. 230. 141l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
109. 66. 143. 113 |Israel 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 2
199. 30.25. 106 |lLited Sates [147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to waw idf.il/error.htm B ock 2
109. 253. 208. 180| sr ael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
66. 249. 66. 235 I srael 147.237.77. 176 |nat paSh idf.il Mil tiple Whaut horized URL Access from 66. 249. 66. 235 B ock 1
46.19.85.13 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt :?réfz‘f? , g‘eggrcﬁim s/ 1 st chi | ddocunent s/ 1071 Bl ock 1
109. 66.50. 249 |Israel 147. 237.72. 166 |aka. i df . i | tnknown Par anet er _VI EVETATEENCRYPTED i n None 1

wwy aka. i df . i1/ nai n/ sachar/ nai | box. aspx
. . Unaut hori zed URL Access to
66.249.76.115 |l srael 147.237.77. 216 |dover.idf .il 147, 237. 77. 216/ 1153- 22717~ he/ dover . aspx Bl ock 1

Unknown HTTP Request Met hod

46. 19. 86. 234 I srael 147.237.0.34 |tikshuv.idf.il T Sessi onl d=3cunydt t u3myeyf 12s3wbl g in LR Bl ock 1
1.192.128. 23 Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ manager / ht m B ock 1
79.178.4.96 I srael 147.237.77. 216 |dover.idf .il O stributed Uhaut hori zed LRL Access on waw i df.il/https:/vwwidf.il/ [B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 239 I srael 147.237.77. 176 [nat pash. i df . i | wn cogat . i df . i |/ useful i nf ormati on/ news/ pages/ ki dsf r ongaza. aspx Bl ock !
46.19. 86. 83 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
68.180. 229. 230 |wnited Sates [147.237.77.74 [lawidf.il Wnauthorized UR. Access to B ock 1
waw | aw i df . i |/ consol ef core/ doc_ngr/ doc_ngr. asp
. . Unaut hori zed URL Access to
66.249.69. 135 |[Israel 147.237.72. 156 |aman. i df . i | vow aman. i dff . 1/ mobi | e/ modi i n/ gener al . aspx B ock 1
77.127.57.166 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
46.121.69.145 |Israel 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
. - Unaut hori zed URL Access to
2.53.158. 218 I srael 147.237.77. 216 |dover. i df . il vowy i df i 1/t enpl at es/ t enpl at econt r ol s/ gener i o/ B ock 1
. . Parameter Type Mol ati on SearchText in
87. 69. 93. 89 I srael 147.237.77.234|hal ag. i df . il v | ogi sti cs. atal i o i1/ 938- hel hal ag. aspx Bl ock 1
66.249.69.229 |[Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/nain/ gi yus/ general . aspx B ock 1
46. 19. 86. 234 I srael 147.237.0.34 |tikshuv.idf.il Abnormal |y Long Request net hod B ock 1
P . Unaut hori zed Met hod HEAD for
144. 76. 236. 183 |Ger many 147.237.72. 166 |aka. i df . i | v aka. i o i |/ brot her s/ ski ra/ def aul t . asp Bl ock 1
46.121.69.145 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df .il/wp-1ogin. php B ock 1
213.8.204. 21 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
87. 69. 93. 89 I srael 147.237.77.234|hal ag. i df . il Suspi ci ous Response Code B ock 1
. . Uhknown Paraneter hc_l ocation in
66.249.76.106 |l srael 147.237.72.166 |aka. i df . i | vw aka. i of i |/ shal i st/ si tef general . aspx None 1
46.19. 86. 234 I srael 147.237.0.34 |tikshuv.idf.il Mal formed URL B ock 1
) nobi | e. nei tav.idf.i )
1.192.128. 23 Chi na 147.237.76. 39 | Unhaut hori zed URL Access to 147.237.76. 39/ manager/ ht m B ock 1
] ] ] Uhaut hori zed Met hod PCST for
172.56. 5. 129 Lhited Sates |[147.237.72.166|aka.idf.il vown aka. i df i |/ nai v har edi i gener al . aspx Bl ock 1
77.139.201.200 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/ishurim B ock 1
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