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|Top Attackers | n DDoS- Def ence |

Attacker Target
Address Attacker Country Address

Signature

109. 253. 213. 233 I srael 147.237.77.216  |dover.idf.il l;]: handshake violation, first packet not |, 24
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover. i df .il I;]; handshake violation, first packet not | 12
31.223. 187. 146 Pal est_l nian Territory, 147. 237. 77. 216 dover i df il TCP handshake vi ol ation, first packet not drop 5
Cccupi ed syn
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il Frk _Under Attack Con Htp drop 2
218. 205. 132. 103 Chi na 147.237.77. 235 sviva.idf.il L4 Source or Dest Port Zero drop 1
54.72.73. 168 Irel and 147.237.77.216  |dover.idf.il l;]: handshake violation, first packet not |, 1
185.94.111.1 Russi an Federation 147.237.76. 148 ggcenter. aka.i df.i |B ack Li st drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address |S gnature Devi ce Action |Oount |
74.208.230.195 |lhited Sates 147.237.76. 31 nakchal .idf.il [6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 12
66. 29. 216. 39 Lhited Sates 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
91. 109. 242. 34 United Kingdom |147.237.77.74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
74.208.230.195 |lhited Sates 147.237.76. 31 nakchal .idf.il [3808: HITP. SQ Injection Variabl e Declaration Bvasion B ock 6
144.76. 70. 248 Ger many 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
74.208. 230. 195 Lhited Sates 147.237.76. 31 nakchal .idf.il [5670: HITP SQ Injection (SELECT) B ock 5
46.165.197. 142  |Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 4
162.210.196.98  |[Lhited Sates 147.237.77.234 |hal ag.idf.il  |Cl000074: HTTP. najestic bot Permit 2
36.110. 147.91 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 1
74.208.230.195 |Lhited Sates 147.237.76. 31 nakchal .idf.il |9785 HITP. SQ Injection (Referer Header) B ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Address |Attacker Qount ry |Signature

66. 249. 76. 83 147.237.77.216 |lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 726
74.208.230.195 [147.237.76.31 |thited Qates nakchal .i df .il QA Injection - Select From 26
66. 29. 216. 39 147.237.77.74 |lhited Sates lawidf.il S Injection - Select From 8
144. 76. 70. 248 147.237.77. 233 |Ger many atal.idf.il QA Injection - Select From 8
91.109. 242. 34 147.237.77.74  |Wnited K ngdom lawidf.il QA Injection - Select From 8
46.120.122.219  [147.237.77.216 |Israel dover.idf.il Xenu Link S euth Wser Agent 6
46.120.122.219  [147.237.77.170 |Israel maar achot . i df .i | Xenu Link Seuth Wser Agent 6
192. 223. 80. 68 147.237.76.176 |Bolivia test.ncore.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
176.107.177. 47  |147.237.76.197 |lkrai ne e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172. 169. 150 [147.237.76.202 |united K ngdom e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 147.237.76.200 |Chi na eitan aka idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61. 240. 144. 65 147.237.72.217 |China eidf.il ET SCAN Potential VNC Scan 5800- 5820 1
137.117. 168. 203 |147.237.77.178 |lhited Sates e. mat pash. i df i | ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 147.237.0.200 |China . i df il ET SCAN Potential VNC Scan 5800- 5820 1
91.224.160.106 |147.237.76.44 |Netherlands erefuah.idf.il ET SCAN Potential SSH Scan 1
46. 239. 13. 233 147.237.77.216 |Bosnia and Herzegovina [dover.idf.il portscan: TCP D stributed Portscan 1
91.224.160.106 |147.237.0.34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
218.87.109. 253 |147.237.72.14 |China dover.idf.il(old) ET SCAN Potential SSH Scan 1
91.201.236. 158  |147.237.76.148 |krai ne gacenter. aka.idf . il ET SCAN NVAP -sS wi ndow 3072 1
193. 201. 225. 149 |147. 237.8. 45 kr ai ne eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 129. 160. 229 |147. 237. 8. 45 Chi na eeitanidf.il ET SCAN Potential SSH Scan 1
66. 249. 64. 147 147.237.77.226 |lhited Sates win chanat z. aka i df il |ET SCAN NVAP -sA (2) 1
163.172.169. 150 [147.237.77.19 |United Ki ngdom I awforumi df il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 65 147.237.77.74 |China lawidf.il ET SCAN Potential VNC Scan 5800- 5820 1
149. 56. 25. 226 147.237.76.42 |lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 65 147.237.76.30 |China hi mush. i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
137.117. 168. 203 |147.237.77.179 |Whited Sates e mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 65 147.237.72.167 |Chi na i shurimaka.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
123.206. 73.185  [147.237.77.179 |China e nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 147.237.0. 35 Chi na akavs. i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
91.224.160. 106 |147.237.76.34 |Netherl ands yohal an. i df il ET SCAN Potential SSH Scan 1
218.87.109.253 |147.237.77.74 [China lawidf.il ET SCAN Potential SSH Scan 1
46.172. 71. 251 147.237.76.200 |lkrai ne eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.160.106  |147.237.0.19 Net her | ands madi matal .idf.il ET SCAN Potential SSH Scan 1
193. 201. 225. 149 |147.237.72.217 |Wkrai ne eidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Signature Message Devi ce Action |Count
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop First packet isn't drop 17036
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 250
167. 220. 232. 104 Japan 147.237.77.216 dover.idf.il drop SAMrul e drop 26
89.187.219.1 Lebanon 147.237.77. 216 dover.idf.il drop First packet isn't drop 18
200. 59. 199. 229 Argentina 147.237.77. 233 atal .idf.il drop SAMrul e drop 6
23.91.70.43 Lhited Sates 147.237.72. 156 anan.idf.il drop SAMrul e drop 6
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
176. 13. 232. 252 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 5
109. 253. 212. 198 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 4
45. 35. 64. 142 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 4
46. 116. 72. 22 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 4
46.120. 122. 219 | srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 3
109. 67. 253. 231 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 3
46.120. 122. 219 | srael 147.237.77. 170 naar achot . i df . il drop SAMrul e drop 3
139.162.184. 71 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
109. 253. 140. 186 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
192.169. 7. 223 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il |dr op drop 3
167. 220. 232. 104 Japan 147.237.77. 216 dover.idf.il dr op drop 3
31.223.187. 146 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
167. 220. 232. 104 Japan 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
2.53.179. 95 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
109. 64. 9. 154 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
109. 253. 241. 94 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
183. 129. 160. 229 Chi na 147.237.8. 28 e.nobi | e-ks.idf.il drop SAMrul e drop 1
109. 253. 216. 16 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
203.133.171.21 Korea, Republic of 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
46.120. 122. 219 | srael 147.237.76. 42 refuah.idf.il drop SAMrul e drop 1
183. 129. 160. 229 hi na 147.237.76. 38 e.eneitav.idf.il dr op SAMrul e drop 1
61. 240. 144. 65 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
207.46. 13.79 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
176. 13. 0. 189 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
31.13.97.118 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 1
188. 247. 78. 198 Jor dan 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
46. 120. 122. 219 | srael 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
46.120. 122. 219 | srael 147.237.77.216 dover.idf.il drop SAMrul e drop 1
31.13.97.119 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
80. 246. 133. 195 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
46.120. 122. 219 | srael 147.237.72. 156 anan.idf.il drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.8. 24 elifestyle.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 87 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 203
139.162.184. 71 |lnited Sates [147.237.77.216|dover.idf.i | Miltiple Illegal Byte Code Character in Method from139. 162. 184. 71 B ock 20
139.162.184. 71 |Uhited Sates [147.237.77.216|dover.idf.il Miltiple NLL Character in Method from 139. 162. 184. 71 B ock 19
139.162.184.71 |Uhited Sates [147.237.77.216|dover.idf.il Mil tipl e Unknown HTTP Request Method from 139. 162. 184. 71 B ock 10
139.162.184. 71 |lnited Sates [147.237.77.216|dover.idf.i | Mil tiple Ml formed URL from 139. 162. 184. 71 B ock 9
87.71.3.224 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 7
139.162.184.71 |[Uhited Sates [147.237.77.216|dover.idf.il Mil tiple Abnormal |y Long Request from 139.162.184. 71 B ock 7
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 46. 120. 122. 219 B ock 4
176. 13. 247. 103 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 4
139.162.184.71 |[Uhited Sates [147.237.77.216|dover.idf.il Mitiple Illegal Byte Gode Character in Header Nane from 139. 162. 184. 71 |B ock 3
109. 64. 143. 5 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip storage/files/2/ B ock 3
2.53.168. 214 I srael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 3
77.139.3.237  |France 147.237. 72. 166 |aka. i df . i | mu;p;rii jfe.(? I'\ﬁ:ﬂ?ﬁgﬁ/ ;;’;ash/sheel on. asp B ock 3
176. 13.13. 83 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
139.162.184. 71 |Uhited Sates [147.237.77.216|dover.idf .il Mil tiple NILL Character in Header Nane from 139. 162. 184. 71 B ock 3
77.138.179. 165 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df . il/mai n/ sachar Bl ock 2
66. 249. 76. 83 I srael 147.237.77.216|dover.idf .l Ml tipl e Unauthorized URL Access from 66.249. 76. 83 B ock 2
87.68. 16. 231 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
139. 162.184. 71 |Uited Sates [147.237.77.216|dover.idf .l NULL Character in Mt hod Bl ock 1
66. 249. 76. 31 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
79.177.163.149 [Israel 147.237.77. 216 |dover.idf.il O stributed Unhaut hori zed LRL Access on waw i df.il/https:/wanidf.il/ B ock 1
213. 8.204.24 | srael 147.237.72.166|aka. i df . i | Unhaut hori zed Met hod HEAD for waw aka. i df . i1/ mai n/ gi yus/ def aul t. aspx B ock 1
66.249.79.175 [Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1412- he/ at al . aspx B ock 1
139.162.184. 71 |lnited Sates [147.237.77.216|dover.idf.i | Illegal Byte Gode Character in LR B ock 1
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | m“;k?iriﬁzleic: /'i\fLrhiO:Aa;Ep/Az;Srayonesol dier. ssp B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
131. 253.25.220 |Uhited Sates |147.237.77.216|dover.idf.il Distributed Waut horized LRL Access on waw idf.il/error.htm B ock 1
5.22.132.123 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from5. 22, 132. 123 B ock 1
220. 181. 108. 105|Chi na 147.237.77.216|dover. i df . il Dstributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
79.180. 34. 154 |l srael 147.237.72. 156 [arman. i df . i | Unhaut hori zed URL Access to waw anan. i df.il/https:/vww aman.idf.il/ B ock 1
139.162.184. 71 |Wnited Sates [147.237.77.216|dover.idf.i | Mil tiple NILL Character in Ul from139.162.184. 71 B ock 1
74. 6. 254. 123 Uited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df .il/163- 7596- en/ pat zar . aspx) B ock 1
65.55.210.152 |Wited Sates [147.237.77.216|dover.idf.il D stributed Unhaut hori zed UR. Access on www i df.il/error.htm B ock 1
139.162.184. 71 |Wnited Sates [147.237.77.216|dover.idf.i | Illegal HITP Version RTSP 1.0 B ock 1
89.187.219.1 Lebanon 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/894-ar B ock 1
77.139.44.181 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for ww aka. i df . il/mai n/ gi yus/ ki osk B ock 1
157. 55. 39. 71 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ B ock 1
139.162.184. 71 |Uhited Sates [147.237.77.216|dover.idf.il Mitiple Illegal HITP Version from139. 162. 184. 71 B ock 1
139.162.184. 71 |Uhited Sates [147.237.77.216|dover.idf.il Aonormal |y Long Request request version B ock 1
5.22.132.123 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storagel/files/5/ B ock 1
220. 181. 108. 181|Chi na 147.237.77.216|dover. i df . il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
79.181.231. 157  Israel 147.237.72. 166 [aka. i df . i | \';\qu\x;a\lu;l?a?ri Id???l /,\':Taataihn(;(;i (;ng z(a)L\ltShefriri cat i onser vi ce. asnx/ get aut huser Bl ock !
77.138.131.83 |France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 77.138.131.83 B ock 1
66.249. 66.235 |lIsrael 147.237.77. 176 |mat pash. i df . i]  [Whauthorized URL Access to wwwu cogat . idf .il/useful i nfornation/fag Bl ock 1
139.162.184. 71 |Uhited Sates |147.237.77.216|dover.idf.il Mal f or med HTTP Header Line 1 Bl ock 1
98.139.14.250 |lhited Sates |147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df .il/163- 7596- en/ pat zar . aspx) B ock 1
79.177.109. 252 | srael 147. 237.72. 166 |aka. i df . i | L'u'recgezj/ i?’;geeS?ing:a;:gC;fgoLgcﬁi/ fm”j W kapat 2] [ 1 es#012 B ock 1
66.249.76.115 I srael 147.237. 77. 216 dover . i df . i | R e el i adover . asp B ock 1
139.162.184. 71 |lnited Sates [147.237.77.216|dover.idf.i | Illegal Byte Gode Character in Header Nane B ock 1
37.26.146.215 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237.76. 42/ styl e/ shared/ reset . css Bl ock 1
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