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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il Frk_Under Attack _Con Htp drop 2
109. 65. 4. 192 | srael 147.237.76. 201 e atal.idf.il B ack List drop 1
180. 97. 106. 37 Chi na 147.237.76. 196 e.sviva.idf.il B ack List drop 1
58.177.38. 131 Hong Kong 147.237.76. 197 e hinush.idf.il B ack List drop 1
93. 174. 93. 156 Net her | ands 147.237.76. 199 e.nakchal .idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry et Address |Site |Sgna1ure Devi ce Action |Oount
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il |Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 26
200. 59. 199. 229 Argentina 147.237.77.233 |atal.idf.il |5670: HTTP. SQ Injection (SALECT) B ock 6
200. 59. 199. 229 Argentina 147.237.77.233 |atal .idf.i| |[6134 HITP SQ Injection Variable Declarati on Bvasi on Bl ock 6
106. 38. 241. 105 Chi na 147.237.77.74 lawidf.il |ClLO0O0071: HTTP: User Agent Sogou+web+spi der Per nirt 6
209. 15.196. 171 Canada 147.237.77.74 lawidf.il |5670: HTTP. SQ Injection (SALECT) B ock 6
200. 59. 199. 229 Argentina 147.237.77.233 |atal .idf.il |[3808 HITP SQ Injection Variable Declaration Bvasi on Bl ock 6
162. 210. 196. 98 Lhited Sates 147.237.77.216 |dover.idf.il| [C1000074: HITP. najestic bot Pernit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
200. 59. 199. 229 |147.237.77.233|Agentina atal.idf.il QA Injection - Select From 54
46.120.122. 219 |147.237.77. 216l srael dover.idf.il Xenu Link Seuth User Agent 12
46.120. 122. 219 (147.237.77. 170l srael n@ar achot . i df .i | Xenu Link Seuth User Agent 11
209. 15. 196. 171 |147.237.77.74 |Canada lawidf.il S Injection - Select From 8
46.120.122.219 |147.237.76.42 |[Israel refuah.idf.il Xenu Link S euth User Agent 4
46.120.122.219 |147.237. 72. 166 I srael aka.idf.il Xenu Link S euth Wser Agent 3
118. 69. 62. 83 147.237.0.17 [Metnam mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
109. 60. 153. 178 |147. 237. 77. 19 ?ég:;;”im I aw f or umi df . i | ET SCAN Potential VNC Scan 5900- 5920 1
5. 255. 90. 133 147. 237. 76. 201 |Net her | ands e.atal.idf.il ET SCAN NMAP -sS w ndow 1024 1
106. 38. 241. 105 |147. 237. 72. 166 |Chi na akaidf.il SERVER APACHE Apache nod_ssl non-SSL connection to S8,
port denial of service attenpt
94.102.48.195 |147.237.77. 205 |Net her | ands prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
201. 235. 215. 254]147. 237.8.50 |Argentina e tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
94.32.107.194 |147.237.76.86 |italy navy.idf.il SEWERAPAO_E Apac.he mod_ss| non-SSL connection to SS 1
port denial of service attenpt
87.236.194. 161 [147.237.77.227 |Czech Republic |e. hamaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 149(147. 237.0.33  |lkrai ne idf.il ET SCAN Potential SSH Scan 1
66. 249. 76. 24 147.237.77.170|Wited Sates  [naarachot.idf.il ET SCAN NVAP -sA (2) 1
193. 201. 225. 149(147. 237.0. 15 |lkrai ne kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.120.122. 219 |147.237.77. 233 (I srael atal .idf.il Xenu Link Seuth Wser Agent 1
149. 56. 25. 226 |147.237.77. 170 |Lhited Sates maar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
111. 242. 254. 177|147. 237. 77. 216 | Tai wan dover.idf.il portscan: TCP D stributed Portscan 1
106. 186. 20. 183 |147. 237. 77. 179 [Japan enazi.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237. 72. 167 |Net her | ands i shuri maka.idf.il ET SCAN NMAP -sS w ndow 1024 1
94.102.48.195 |147.237.77. 234 |Net her | ands hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
201. 235. 215. 254[147. 237.8.50 |Argentina e tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
94.102.48.195 |147.237.77. 176 |Net her| ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
201. 235. 215. 254|147. 237.8.50 |Argentina e tikshuv.idf.il ET SCAN NVAP -f -sS 1
88.249.106.23 |147.237.77. 234 |Turkey hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 225. 149(147. 237.0.35 |lkrai ne akavs. i df . i | ET SCAN NMAP -sS w ndow 1024 1
87.236.194. 161 [147.237.77.212|Czech Republic |e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 149|147.237.0. 16  |Wkrai ne ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46.165.253.25 |[147.237.0.15 |Ger nany kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150|147. 237.0.33 [United Ki ngdom |idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte ‘Sig natu re‘ Message

46.239.13.233 |Bosni a and Her zegovi na 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10278
46.239. 13.233  |Bosni a and Her zegovi na 147.237.77. 216 |dover.idf.il drop drop 100
37.252.86.187 |Arnenia 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 68
167. 220. 232. 104 |Japan 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 12
84.108. 7. 107 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
167. 220. 232. 104 |Japan 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
50.117.45.252 |lWhited Sates 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 10
109. 253. 156. 242l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
72.34.232.5 Lhited Sates 147.237. 72. 156 |anan. i df . i | dr op SAMrul e drop 6
109. 253. 195. 229|l srael 147.237.72. 167 |ishurimaka.idf.il |dr op Frst packet isn't SN drop 6
109. 253. 205. 100|I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
176. 13. 232. 252 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 6
100. 92. 209. 229 147.237.77.233|ata .idf.il dr op Frst packet isn't SN drop 5
176.13.231.15 |[Israel 147.237.72. 167 |i shurimaka.i df .i | [dr op Frst packet isn't SN drop 5
109. 253. 218. 215]l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 4
192.169.7.223 |lhited Sates 147. 237. 76. 148 |gacent er. aka. i of . i [dr op drop 4
87.71.19.215 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
100. 92. 209. 229 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
82. 205. 106. 177 ga:lcisgii:;a” Territory, 147. 237. 77. 216 |dover. i df .i dr op First packet isn't SN drop 3
109. 67.133.26 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 2
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
54.72.73.168  |ireland 147. 237. 77. 216 |dover. i df i dr op g;gzsteg;ed post SYN packet - RST or SIN 14 op 2
216.243.31. 2 Lhited Sates 147.237. 76. 148 |gqcent er. aka. i df . i |dr op drop 1
176. 13. 236. 178 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 1
2.176. 153. 133 Iran, Islamc Republic of 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
207. 46. 13. 79 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
217.28.218. 204 |Russi an Federation 147. 237. 76. 148 |gacent er . aka. i of . i [dr op drop 1
176. 13. 238. 188 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 1
185. 24. 207. 119 |(Israel 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 1
109.253.198.7 |lsrael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 1
46. 19. 85. 66 | srael 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 1
216.243.31. 2 Lhited Sates 147.237.0.33 |idf.il drop drop 1
46. 19. 85. 152 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
216.243.31.2 Lhited Sates 147.237.76.34 |yohal an.idf.il dr op drop 1
109. 253. 146. 79 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
203.133.171. 21 |Korea, Republic of 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
77.125.47.250 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 169
2.53.184. 241 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 121
113.99.117.70 [China 147.237.77.176 [mat pash. i df . il  |Miltiple Wnauthorized UR. Access from 113.99.117.70 B ock 16
87.71.3.224 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
176.12. 160. 4 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
109. 65. 183.68 |l srael 147.237.76.31 |nakchal .idf.il [Unauthorized HTTP Met hod B ock 6
113.99.117.70 |China 147.237.77. 176 |mat pash. i df . i | PHP Att enpt B ock 6
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut horized Method for Known URL from 46. 120. 122. 219 B ock 4
66. 249. 76. 83 I srael 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 66.249. 76. 83 B ock 4
109. 67.129. 228 |Israel 147.237.76. 200 |ei tan. aka. i df . i | mug‘?;]zzsaﬁf .AiCICIetS:rT:)IOat e/ howepagel honepage. aspx B ock 4
176.13.225.84 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
37.26.147.129 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.5. 224 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 220 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
213.57.244.47 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 2
109. 253. 219. 237|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249.76.112 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 76. 112 B ock 2
46. 19. 85. 205 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
80.230.227.18 |[lIsrael 147.237.77.216|dover.idf .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
207. 46. 13. 79 Uhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/anan B ock 1
136. 243. 16. 208 |Ger many 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wawn i df.il/newsite/english/nain. asp Bl ock 1
94.32.107.194 [italy 147.237.76.86 |navy.idf.il %Sf&;cﬁﬂfgﬁfecﬂnfg - Protocol vidlation None 1
79.178.243.82 I srael 147.237.72. 166 |aka. i df . i | m”:r: iZ?T ?Ff:‘;rn/;\:h%ézm?%pz None 1
66.249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
5.22.132.18 I srael 147.237.77. 216 |dover.idf . il O stributed Unauthorized LRL Access on wwwyidf.il/https: /v idf.il/ B ock 1
80. 230. 227. 194 |l srael 147.237.77.216|dover . i df . i | Dstributed Whaut horized URL Access on waw i df.il/error.htm B ock 1
212.76.110.14  [Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw idf.il/894-he Bl ock 1
77.138.46.180 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for wwy aka. i df . i|/mai n/ sachar B ock 1
157.55.39. 252 |lhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/nain/snalinisnal i maspx None 1
106. 38. 241. 105 |chi na 147. 237.72. 166 |aka. i df . i | %Sf&;cﬁﬂfgﬁfecﬂnfg - Protocol violation None 1
79.179.19.232 | srael 147.237.72. 166 |aka. i df . i | ;arwax;ef f?ﬁ%’;‘/\ga?hii/‘:zgiigr at o zar e st . aspx None 1
185. 120. 125. 126 I srael 147.237.0.19  |nadi matal .idf.i| o T?’gfﬂ?'nfbii fglclggmxgjzﬁ;u der 19t xt Last Nare i n Bl ock 1
212.76.122.88 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
77.139.2.62 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for waw aka.idf.il/main/snalin Bl ock 1
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for wwwy aka. i df.il/shal i shut/site/ general . aspx |B ock 1
80. 230. 226. 180 |l srael 147.237.77. 216 |dover . i df . i | Dstributed Unhaut horized URL Access on waw i df.il/error. htm B ock 1
192.169.7.223 |lnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ Bl ock 1
46.19.85.3 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspici ous Response Code B ock 1
89.139.177.6 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
213. 8. 204. 24 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 213. 8. 204. 24 Bl ock 1
77.139. 234. 185 |France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method POST for v aka.idf.il/main/smalimsnalimaspx |B ock 1
46.120. 122. 219 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1240- he/ atal . aspx B ock 1
176.13.0.189 [l srael 147.237.72. 166 |aka. i df . i | muxzriiéé?lvbn;hgjsg /f:gv\sar chi ve. a5 B ock 1
2.53.59. 172 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
109. 65. 183. 68 |l srael 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to nakhal .idf.il/sip_storagel/files/2/ B ock 1
80.230.227.13 |[lIsrael 147.237.77.216|dover. i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
207. 46. 13. 64 Uhited Sates |[147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
77.124.245. 239 |[Israel 147.237.77. 216 |dover.idf.il SSL Untraceabl e Gonnection - Cpen Mde None 1
113.99.117.70 |Chi na 147.237.77. 176 |nat pash. i df .i|  [Wauthorized URL Access to www cogat. idf.il/index.asp Bl ock 1
89.248.172.16 |[Netherlands  [147.237.77.216|dover.idf.il D stributed Unaut horized URL Access on 147.237. 77. 216/ robot s. t xt B ock 1
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