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Top Attackers
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¥ 109. 75. 78. 10
46.19. 85. 244
Il 80.179.91. 71
W 40.77.169. 96
[ 87. 106. 184. 160
W 185. 96. 92. 54
40. 77. 169. 103
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|signature |Device Action |Count |
46. 239. 13. 233 Bosni a and Herzegovina  |147.237.77. 216 dover.idf.il Frk_Under Attack Con Htp drop 2
82.80.78. 2 | srael 147.237.77. 226 ww chanat z. aka. i df . i | B ack List dr op 1
93. 174. 93. 156 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.228.45.209 |147.237.76.34 |lhited Sates |yohal an.idf.il GPL SCAN super scan echo 4
106.51.226.59 |147.237.8.28 |india e.mobi | e-ks.idf.il|ET SCAN NVAP -f -sS 1
94.102.48.195 [147.237.77. 179 |Net her| ands e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
190. 196. 178. 78 |147.237.76.86 [Qiile navy. i df il ET SCAN NVAP -sS wi ndow 4096 1
66.249.66. 173  [147.237.76.42 |Wited Sates [refuah.idf.il ET SCAN NVAP -sA (2) 1
190. 196. 178. 78 |147.237.76.86 |Qile navy.idf.il ET SCAN NVAP -f -sS 1
189.251.12. 57 |147.237.8.24 |Mexi co elifestyle.idf.il|ET SCAN NVAP -sS wi ndow 2048 1
46.172.71.251 |147.237.77. 178 |krai ne e.matpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
176. 107. 177. 47 |147.237.76. 44 |lkrai ne erefuah.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
5.102. 226. 3 147. 237. 72. 156 |l srael aman.idf.il ET SCAN NVAP -sA (2) 1
163. 172. 169. 150|147. 237. 0. 200 LKJ?i;:gom . i df i | ET SCAN Potential WNC Scan 5900- 5920 1
115.47.12.162 |147.237.8.14 |China e.orchot.idf.il |ET SCAN Potential SSH Scan 1
106.51.226.59 |147.237.8.28 |india e.mobi | e-ks.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 [147.237. 77. 233 |Net her| ands atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 136. 199 [147.237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
190. 196. 178. 78 |147.237.76.86 |Chile navy. i df.il ET SCAN NVAP -sS wi ndow 2048 1
66. 249. 64. 8 147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 1
189.251.12.57 |147.237.8.24 |Mexi co elifestyle.idf.il|ET SCAN NVAP -sS wi ndow 4096 1
50.116. 123. 135 |147.237.8.27 |Uited Sates |e nadimatal.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
189. 251.12.57 |147.237.8.24 |Mexico elifestyle.idf.il|[ET SCAN NVAP -f -sS 1
5. 255. 90. 133 147. 237. 77. 233 |Net her | ands atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 169. 150[147. 237. 77. 233 E;ir:;cci]om atal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
5.28.129. 104 147.237.77. 233 |I srael atal.idf.il ET SCAN NVAP -sA (2) 1
116.103.18.97  [147.237.76.30 |M etnam hi nush. i df . il ET SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
106.51.226.59 |147.237.8.28 |india e.nobile-ks.idf.il|ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Cou nt
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 10214
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 200
62. 120. 6. 99 Saudi Arabia 147.237.77. 216 dover.idf.il drop First packet isn't drop 32
109. 75.78. 10 Lebanon 147.237.77. 216 dover.idf.il drop First packet isn't drop 14
46. 19. 85. 244 I srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 12
80.179.91.71 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 8
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
87.106. 184. 160 Ger nany 147.237.77. 74 lawidf.il dr op First packet isn't drop 6
185. 96. 92. 54 Uni ted Ki ngdom 147.237.72. 166 aka.idf.il drop SAMrul e drop 6
212. 143.142.56 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
193. 43. 246. 250 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 4
45.79. 152. 221 Lhited Sates 147.237.72. 156 anan. i df .l dr op SAMrul e drop 3
192. 169. 7. 223 Lhited Sates 147.237.76. 148 gacenter. aka. i df.il dr op drop 3
77.127.68. 102 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
176. 13. 238. 173 I srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't drop 3
84.108. 119. 83 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
114.108.243.7 Phi |i ppi nes 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
46. 120. 6. 151 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
2.53.56. 197 I srael 147. 237. 72. 166 aka.idf.il drop First packet isn't drop 1
141. 212. 122. 36 Lhited Sates 147. 237. 0. 200 mu. i df. il drop drop 1
77.127.68. 102 I srael 147. 237.76. 42 refuah.idf.il drop First packet isn't drop 1
216.243.31. 2 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
141, 212. 122. 37 Lhited Sates 147. 237. 0. 200 mu. i df. il drop drop 1
40.77.169. 103 Lhited Sates 147.237.72. 156 anan. i df .l dr op SAMrul e drop 1
207. 46. 13. 64 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 253. 194. 127 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237. 0. 200 ndu. i df.il dr op drop 1
40.77.169. 104 Lhited Sates 147.237.77. 176 nat pash. i df .i | dr op SAMrul e drop 1
207. 46. 13. 109 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
109. 253. 221. 107 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
66. 249. 76. 83 | srael 147.237.77.216|dover. i df .i | Mil ti pl e Unhaut horized URL Access from 66.249. 76. 83 B ock 4
40.77. 169. 97 Lhited Sates [147.237.77.216|dover.idf.il Dstributed |l1egal Bte Gode Character in URL B ock 4
66.249.76.112 I srael 147.237.72. 166 |aka. i df . i | D str) buted Lnaut g;f;dylﬁggeﬁs b Bl ock 4
40.77.169.103 |Lhited Sates |147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in URL B ock 4
176.13.226. 77 |lIsrael 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response Code B ock 3
40.77.169.102 |Whited Sates |147.237.77.216|dover.idf.il Dstributed |l1egal Bjte Gode Character in URL Bl ock 3
79.181.208.72 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 3
77.138.174.225 |France 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 77.138.174. 225 B ock 3
2.53.144. 218 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
40.77.169.101 |Lhited Sates |147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in LRL B ock 3
66.249.81.218 |[Israel 147.237.77. 216 |dover. i df .i | Distributed Whaut horized URL Access on waw idf.il/error. htm B ock 3
94.179.223.96 |kraine 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/mai n/sachar/vi ewpaysl i p. aspx Bl ock 2
213. 8. 204. 30 I 'srael 147.237.76.31 |nakchal .idf.il Distributed Unaut horized HTTP Met hod Bl ock 2
95.35.209. 164 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249. 64.105 I srael 147.237. 72. 166 |aka. i df . i | Dstrbured Lt :;r;f;dyli}g:ﬁgfis b Bl ock 2
77.138.174. 225 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for www aka. i df.il/ishurindcityofficers/ B ock 2
46.19. 85. 12 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84.108.82.35 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
40.77.169.102 |Wnited Sates [147.237.77.176 |nat pash. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
207. 46. 13. 64 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wawidf.il/error.htm B ock 2
109. 66. 6. 124 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.142.182.170 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.138.130.173 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw aman. i df .il/favicon.ico B ock 1
2.53.12.50 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
89.138.96.201 |l srael 147.237.72.166 |aka. i df . i | magit:ri (?aidl IChrrla)ll n\fsc’;f:];:’/”f Oirgot sasswor d. aspx None 1
31.13.102.106 |ireland 147.237.77. 216 |dover . i df .i | Whaut hori zed URL Access to wawidf.il/arr/ B ock 1
79.176. 79. 50 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/matash Bl ock 1
75.82.117.252 |lhited Sates |147.237.72.166 [aka. i df . il Uhaut hori zed Method POST for aka.idf.il/giyus/ B ock 1
207.46.13.109 |lnited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
66.51. 139. 51 Canada 147.237.72. 156 [anan. i df . i | D stributed Unaut hori zed URL Access on v anan. i df . i|/favicon.ico Bl ock 1
109. 67.157. 14 |Israel 147.237.77.243|nobi [ e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
79.181.200. 129 [israel 147.237.72. 167 |i shuri maka. i df . ijuntraceabl e SSL Sessi ons: (pen Mde None 1
77.138.160.57 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/mai n/ sachar Bl ock 1
2.53.56. 143 I srael 147.237.77.243|nobi [ e. i df . i | D stributed Suspici ous Response Code B ock 1
176. 105. 208. 240|lkr ai ne 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Met hod PCST for aka.idf.il/nain/ hone/ def aul t. aspx Bl ock 1
66.249.76.106 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/| ondi nforuni Bl ock 1
40.77.169. 103 |Lhited Sates [147.237.77.176|nat pash. i df . il Distributed I11egal Byte Gode Character in URL B ock 1
37.26.146.175 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 1
79.177.17.235 |Israel 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ B ock 1
77.138.42.226 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/main/snalinmisnmalimaspx [B ock 1
66. 249. 64. 22 I srael 147.237.77.216|dover.idf .i | Mil tipl e Unauthorized URL Access from 66.249. 64. 22 B ock 1
109. 253. 197. 150|I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
40.77.169.100 |whited Sates |147.237.77.216|dover.idf.il Distributed I11egal Byte Gode Character in URL B ock 1
177.197.74.6 Brazil 147.237.77.216|dover.idf .i | Distributed Unauthori zed URL Access on waw i df.il/https:/wwidf.il/ B ock 1
37.26.148.152 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
79.178.130. 113 |israel 147.237.72. 166 |aka. i df . i | m”;’k“; I'Z"’f‘r?T‘;tn;r Ncégfﬁi‘jtgaggffg;fisgfcphsaChar$Ct' 9 in None 1
77.138.98.244 |France 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 77.138.98. 244 B ock

213. 8. 204. 30 I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed LRL Access to nakhal .idf.il/sip storage/fil es/ B ock 1
176.13. 4. 47 I srael 147.237.72.166 |aka. i df . i | 'C)L'rigeij/ i%’;;%ﬂgﬁ:g;éol)gcﬁi/ fm’j W kapat 2/ res#012 B ock 1
79.181.208.72 |lsrael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
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