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08-28-2016-18:04:05 to 08-28-2016-19:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 17
46. 19. 86. 134 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 4
79.178.191. 249 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il Frk Under Attack Con Htp dr op 2
206. 40. 102. 223 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il |Back List drop 1
63. 135. 128. 2 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il |Back List drop 1
80. 82. 70. 230 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
66. 240. 192. 138 Lhited Sates 147.237.76. 86 navy.idf.il B ack List dr op 1
80. 82. 70. 230 Net her | ands 147.237. 76. 200 eitan. aka.idf.il B ack List drop 1
79.178.167.210 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 1




08-28-2016-18:04:05 to 08-28-2016-19:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature

144.76.12. 78 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 31
65.39.128.237 [Lhited Sates 147.237.77.226 (ww\ chamat z. aka. i df . i | |6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 12
193.28.95.4 Italy 147.237.0.34  |tikshuv.idf.il 6134: HITP. SQ Injection \ariable Declaration Bvasion  [B ock 12
195. 74. 38. 15 Sweden 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 11
195. 74. 38. 15 Sweden 147.237.76.42 |refuah.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
193.28.95.4 Italy 147.237.0. 34 tikshuv.idf.il 5670: HITP. SQ | njection (SALECT) B ock 6
84.245.33.104 [Netherl ands 147.237.72. 166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
184.168. 152. 45 [lhited Sates 147.237.77.74 |lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
195. 8.208.130 |Netherl ands 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
87.106. 184. 160 |Ger many 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
184.168.152. 45 |lnited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection \ariable Declaration Bvasion  [B ock 6
62.149.132.252 |[italy 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
195. 74. 38. 15 Sweden 147.237.76.42 |refuah.idf.il 3808 HITP. SQ Injection Variable Declaration BEvasion  |B ock 6
91.219.122.8 Pol and 147.237.72.166 |aka.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
209.222.4.188 [lLhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
189.23.200.22 |Brazil 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
65.39.128.237 |lhited Sates 147.237.77.226 |ww chamat z. aka. i df . i |5670: HTTP. SQ Injection (SALECT) B ock 6
46.236.115.84 [Sweden 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
49, 236.200. 182 |Mi aysia 147.237.72. 166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 3
144.76.12. 78 Ger many 147.237.77.74 |lawidf.il C1000074: HITP. maj estic bot Per nirt 2
195. 74. 38. 15 Sweden 147.237.76.42 |refuah.idf.il 9785. HITP. SQ Injection (Referer Header) B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.212 |e.dover.idf .il 13840: TLS QpenSSL Heartbeat Packet B ock 1




08-28-2016-18:04:05 to 08-28-2016-19:04:05

|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature

195. 74. 38. 15 147.237.76. 42 |Sweden refuah.idf.il S Injection - Select From 26
91.219.122.8 147. 237. 72. 166 |Pol and aka.idf.il SQ Injection - Select From 25
65.39.128.237 |147.237.77.226|Wited Sates |wawu chamatz. aka.idf.il [SQ I njection - Select From 20
87.106. 184. 160 |147.237.77.74 |Ger nmany lawidf.il QA Injection - Select From 18
193.28. 95. 4 147.237.0.34 [itay tikshuv.idf.il SQ Injection - Select From 18
184.168. 152. 45 |147.237.77.74 |Lhited Sates |lawidf.il S Injection - Select From 14
62.149. 132. 252 |147.237.72.166|Italy aka.idf.il QA Injection - Select From 14
46.236.115.84 |147.237.77.74 |Sweden lawidf.il SQ Injection - Select From 12
195.8.208.130 [147.237.77.216|Netherl ands  |dover.idf.il S Injection - Select From 8
189.23.200.22 |147.237.77.74 |Brazl lawidf.il SQ Injection - Select From 8
209.222.4.188 |147.237.77.74 |Wited Sates |lawidf.il SQ Injection - Select From 8
84.245.33.104 |147.237.72.166 |Netherlands  |aka i df.il S Injection - Select From 8
201.40.133.65 |147.237.77.74 |Brazil lawidf.il Tehila - Perl LW with fake user agent 6
49.236. 200. 182 [147. 237. 72. 166 |Ml aysi a aka.idf.il SQ Injection - Select From 5
46.227.67.172 |147.237.77. 227 |Sweden e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
201.38.68.132 |147.237.76.44 |Razil e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 76. 199 LKJ?';:gom e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
5.22.132.6 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
163. 172. 169. 150|147. 237. 76. 31 E;Ir:;cci]om nakchal .i df . i ET SCAN NVAP -sS wi ndow 1024 1
101, 109, 138. 166|147, 237 77. 178 lcol onbi oot oL i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

. . . . . . onbl a e. L | Nl .
pas Potential Scan or Brute Force
189. 251.12.57 |147.237.76.39 |[Mexi co nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 2048 1
84.111.126.46  [147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
183.222.97.82 [147.237.8.28 |China e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50.116. 123. 135 [147.237.77.121|thited Sates |e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 129. 160. 229|147. 237. 76. 201 |Chi na e atal.idf.il ET SCAN Potential SSH Scan 1
50. 116. 123. 135 [147.237.0.19 |lhited Sates |madimatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172. 220. 43 |147. 237. 77. 243 E;Ir:;cci]om nobile.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 77. 121 E?';;gom e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.227.67.172 |147.237. 77. 178 |Sweden e. nat pash.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150|147. 237. 76. 196 LK?';gegom e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
189. 251.12.57 |147.237.76.39 |Mexico nobi | e. neitav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
189. 251.12. 57  |147.237.76.39 |Mexi co nobi | e. nei tav.idf.il ET SCAN NVAP -f -sS 1
83,22, 86. 45 147 237.76. 42 |pol and fuah i ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . ant reruan. | N .
Potential Scan or Brute Force

183. 129. 160. 229|147. 237. 77. 19 [Chi na | awforumidf.il ET SCAN Potential SSH Scan 1
50. 116. 123. 135 |147.237.0.35 |lhited Sates |akaws.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176.107. 177. 47 |147.237.76.39 |lkrai ne nobi | e. neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
202.79.243. 160 [147.237.72. 166 |Japan aka.idf.il Tehila - Perl LWP with fake user agent 1
163. 172. 220. 43 |147. 237, 77. 179 | t&d enazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1

Ki ngdom




08-28-2016-18:04:05 to 08-28-2016-19:04:05

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 6623
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 250
40. 77. 169. 96 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 33
40. 77. 169. 103 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 20
40.77.169. 99 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 20
205. 144.171. 34 Lhited Sates 147. 237.76. 42 refuah.idf.il drop SAMrul e drop 18
40. 77. 169. 99 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 16
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 14
40. 77. 169. 100 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 12
40.77.169. 101 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 10
40.77. 169. 100 Lhited Sates 147.237.72. 156 anan.idf.il dr op SAMrul e drop 7
83. 168. 250. 50 Sweden 147.237.72. 166 aka.idf.il drop SAMrul e drop 6
40. 77. 169. 102 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 6
177.185.194. 45 Bazil 147.237.72. 167 ishurimaka.idf.il dr op SAMrul e drop 6
188. 165. 250. 173 France 147.237.72. 166 aka.idf.il drop SAMrul e drop 6
209.17.114. 79 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 6
74.208. 230. 195 Lhited Sates 147.237.77. 74 lawidf.il dr op Frst packet isn't SN drop 6
167. 220. 232. 104 Japan 147.237.77.216 dover.idf.il drop SAMrul e drop 6
89. 12. 95. 156 Ger many 147.237.77.216 dover.idf.il drop First packet isn't SN drop 5
192. 169. 7. 223 Lhited Sates 147.237.76. 148 gacenter.aka. i df.il dr op drop 4
193. 43. 246. 250 | srael 147.237.77. 74 lawidf.il drop First packet isn't SYN drop 4
49. 236. 200. 182 Ml aysi a 147.237.72. 166 aka.idf.il drop SAMrul e drop 3
176. 13. 225. 154 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 3
149. 140. 92. 164 Tur key 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 3
109. 226. 27. 81 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 3
212.179.90. 106 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 3
40.77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
40. 77. 169. 104 Lhited Sates 147.237.77.176 nat pash. i df . i | drop SAMrul e drop 2
176. 13. 8. 197 | srael 147.237.72. 156 anan.idf.il drop First packet isn't SN drop 1
109. 253. 136. 121 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't SN drop 1
183. 129. 160. 229 Chi na 147.237. 76. 197 e hinush.idf.il drop SAMrul e drop 1
207.46. 13.79 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't SN drop 1
183. 129. 160. 229 Chi na 147.237.76. 34 yohal an.idf.il dr op SAMrul e drop 1
109. 253. 192. 206 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 1
66. 249. 76. 83 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 1
176. 13. 241. 228 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't SN drop 1
104. 156. 228. 74 Lhited Sates 147. 237. 0. 200 mu. i df il drop drop 1
183. 129. 160. 229 Chi na 147.237.76. 39 nobi | e.neitav.idf.il drop SAMrul e drop 1
176. 13. 244. 20 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
104. 193. 252. 231 Lhited Sates 147.237.76. 148 gacenter. aka. i df .i | drop drop 1
183. 129. 160. 229 Chi na 147.237.76. 86 navy.idf.il drop SAMrul e drop 1
176. 13. 251. 103 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 1
183. 129. 160. 229 Chi na 147.237.76. 177 ncore.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count
95. 35. 209. 164 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 83
37.26.148.134 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
2.53.173.228 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
54.200.80.91 |Wnited Sates |147.237.72.166 |aka. i df .i | m ;Labuit d?qiwiﬁ :/Oéii ;SSI'\%T‘;SLT Known UR. on Bock |5
176.13.246. 43 | srael 147. 237.77. 243 |nobi | e. i df . i | fbﬂtt ?;T{f’?s\;cﬂaﬁicir;n?;%ﬁsﬁzwd tn Bock |4
40.77.169.97 |Lhited Sates |147.237.77. 216 |dover.idf . il Mitiple Illegal Byte Qode Character in URL from40. 77. 169. 97 Bl ock 4
176. 13. 244. 184 |I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 3
80. 246. 136. 31 [l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
5.22.135.215 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 3
85.64.51.184 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
88.187. 167. 177 |France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66.249.76.83 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 76. 83 Bl ock 2
193.33.210.5 |Austria 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
176. 13. 244. 184 |l srael 147.237.77.243|nobi | e. i df . i | Suspi ci ous Response Code B ock 2
207.46.13.79 |lited Sates [147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 2
54. 245. 6. 51 Lhited Sates [147.237.72. 166 |aka. i df .i | Uhaut hori zed Method HEAD for wwv aka. i df.il/mai n/ gi yus/| ogi n. aspx B ock 2
54.200.89.91 |lhited Sates |147.237.72.166|aka.idf.i | Mil tipl e Unaut horized Method for Known URL from 54.200. 89. 91 B ock 2
66. 249. 66. 173 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to ww refua. atal .idf.il/1325-he/ ref uah. aspx) B ock 1
54.200.89.91 |Uhited Sates [147.237.72.166 |aka. i df .il Uhaut hori zed Method HEAD for waw aka. i df.il/main/ gi yus/ general . aspx B ock 1
213.8.204.30 |[Israel 147.237.76.31 |nakchal .idf.il Distributed Wauthorized HITP Met hod B ock 1
157.55.39. 144 |[Uhited Sates [147.237.72. 166 |aka. i df . il Unaut hori zed URL Access to aka.idf.il/main/giyus/ x'xsx@x’ Bl ock 1
40.77.169.97 |Uhited Sates [147.237.77.74 [lawidf.il Illegal Byte Code Character in URL /163-5228- he/ pat zar . aspx#011200 B ock 1
79.180. 27. 165 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.102.9.24  |Wnited Sates [147.237.72. 166 [aka. i df .i | m;:(:ﬂt;d. ilf}a:a;ihn(;rrioeri(/j d':;ﬁ??' ;Z:JXKnOV‘" L on Bock |1
185. 89. 217. 233 |Netherl ands  |147.237.0.19 |nmadi matal .idf.il|Dstributed Suspici ous Response Code B ock
46.116.48.67 |[Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www | aw i df . il/163-7353-en/ B ock 1
54.245.6.51  |Wited Sates |147. 237.72. 166 |aka. i df . i | m ;Ji(ab“itdefiwx :IO;: ;fgl'\:;t‘fis;ir Known LRL on Bock |1
40.77.169.97 [lhited Sates [147.237.77. 176 |nat pash. i df . i | Mitiple Illegal Byte Gode Character in URL from40. 77. 169. 97 B ock 1
66.102.9.118 |Wnited Sates |147.237. 72. 166 [aka. i df . i | m;:(:ﬂt;d. ilf}a:a;ihn(;rrioeri(/j d':;ﬁ??' ;Z:JXKnOV‘" L on Bock |1
46. 120. 145. 147 I srael 147.237.72. 167 |i shuri maka. i df . ijuntraceabl e SS. Sessi ons: (pen Mde None 1
89. 138. 119. 220 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bl ock 1
77.127.92.84 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
54.245. 6. 51 Lhited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df .il/nai n/ gi yus/ def aul t. aspx B ock 1
40.77. 169. 97 Lhited Sates |147.237.77. 216 |dover.idf . il Il'legal Byte Code Character in URL /1283-17841-en/ dover. aspx#011200 B ock 1
80. 246. 136. 31 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
66.249.64.22 |[Israel 147.237.77. 216 |dover.idf .i | Distributed Waut horized URL Access on waw idf.il/error.htm B ock 1
Unaut hori zed URL Access to
31.13.100.112 |lreland 147.237.72. 166 |aka. i df . i | ww aka. i df . i | /si p_storagel fil es/ 4/ 70264. pdf &ed=0ahukewi x| oxbuut oahxj  |Bl ock 1
nbokhr v9al eqf ggzmaa&usg=af gj cnf vr - 862x4urt cdf ok_qondi 0i 5zg

77.138. 174. 225 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCBT for www aka. i df.il/ishurinicityofficers/ Bl ock 1
66. 249. 64. 105 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/mimai n/ gi yus/ general . aspx B ock 1
207.46.13.111 |lhited Sates [147.237.77.216|dover.idf.il Distributed Whaut horized URL Access on waw idf.il/error.htm B ock 1
109. 253. 139. 66 |l srael 147.237.77. 234 |hal ag. idf.il Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f B ock 1
79.179. 164.88 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/mai n/ smal i mundefi ned B ock 1
66.102. 9. 13 Lhited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for vww aka. i df.i|/mai n/ sachar/kl al i . aspx B ock 1
185. 89. 217. 226 |Netherl ands  [147.237.0.19 |madi matal .idf.il|Dstributed Suspici ous Response Code Bl ock 1
46.116.48.67 |Israel 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod B ock 1
87.690.20.74  |Israel 147.237.77.74 |law i df .i| ma:t\tmelr dfT?'!ole/ ;A:LZ‘; Lg?za“f_szs"eader 13uctbader Sear ch$t xt Search in Bock |1
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